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(57) ABSTRACT 

A method of, and apparatus for, determining if a person 
operating equipment is experiencing an elevated cognitive 
load, wherein the person’s use of a device at a first time is 
monitored so as to set a baseline signature. Then, at a later 
time, the person’s use of the device is monitored to determine 
the person’s performance at the second time, as represented 
by a performance signature. This performance signature can 
then be compared against the baseline signature to predict 
whether the person is experiencing an elevated cognitive load. 
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APPARATUSES AND METHODS OF 
DETERMINING IF A PERSON OPERATING 

EQUIPMENT IS EXPERIENCING AN 
ELEVATED COGNITIVE LOAD 

PRIORITY/CROSS-REFERENCE TO RELATED 

APPLICATIONS 

[0001] This application claims the benefit of U.S. Provi- 

sional Application No. 61/454,162, filed 18 Mar. 2011, the 

disclosure of which is incorporated by reference. 

STATEMENT REGARDING FEDERALLY 

SPONSORED RESEARCH OR DEVELOPMENT 

[0002] This invention was made with Government support 

under Contract DE-AC0576RLO1830 awarded by the U.S. 

Department of Energy. The Government has certain rights in 

the invention. 

TECHNICAL FIELD 

[0003] The disclosure generally relates to a method of 

determining if a person operating equipment is experiencing 

an elevated cognitive load. Particular embodiments of equip- 

ment relate to messaging devices, wireless communication 

devices, portable computing devices, and safety monitoring 

devices. 

BACKGROUND 

[0004] A person’s "cognitive load" is the degree to which 

the person’s working memory is engaged in processing infor- 

mation. The more working memory is used, the higher the 

cognitive load. The higher a person’s cognitive load, the 

greater the chances that "distracted operating" will impact the 

person’s performance in operating a piece of equipment. 

[0005] For instance, a person driving an automobile while 

operating a hand-held electronic device (e.g., text messaging 

on a cellular device) will experience an elevated cognitive 
load as the person tries to operate both the automobile (the 

equipment) and the hand-held electronic device at the same 

time. This impact on performance can be generally referred to 

as one type of "distracted driving." 

[0006] According to the National Highway Traffic Safety 

Administration (NHTSA), "distracted driving" is a danger- 

ous epidemic on America’s roadways, as evidenced by the 

fact that in 2009 alone, it is estimated that nearly 5,500 people 

were killed, and 450,000 people were injured in distracted 
driving crashes. 

[0007] "Distracted operating" isn’t limited to distractions 

caused by the utilization of hand-held electronic devices 

while operating equipment. Many other activities, events and 

situations can elevate a person’s cognitive load. For instance, 

other activities, events and/or situations which can elevate a 
person’s cognitive load include, but are not limited to, stress, 

mood, grief, the person’s physical and/or mental health, the 

person’s age, the person’s maturity, cigarette smoking, eating, 

drinking, emergencies, sleepiness, weather conditions, the 

presence of hazards, "multi-tasking" (e.g., operating the 

equipment while also utilizing social media, playing games, 

watching television, listening to music, and/or talking on the 

telephone). 

[0008] "Impaired operating" (e.g., under the influence of 

alcohol, under the influence of illegal drugs, under the influ- 

ence of prescription drugs) is likewise a concern. For 

instance, the impact of alcohol on a person’s performance in 
operating an automobile is well known. 
[0009] Therefore, a need exist for methods of, and appara- 
tuses for, determining if a person operating equipment is 
experiencing an elevated cognitive load. 

SUMMARY OF THE DISCLOSURE 

[0010] Several exemplary methods of determining ifa per- 

son operating equipment is experiencing an elevated cogni- 

tive load are described herein. 

[0011] An exemplary method of determining if a person 

operating equipment is experiencing an elevated cognitive 

load while using a device comprises a series of steps. The first 

step is collecting a first set of data related to the person’s 

operation of the device at a first time when the person is not 

experiencing an elevated cognitive load. The second step is 

processing the first set of data to establish a baseline signa- 

ture. The third step is collecting a second set of data related to 

the person’s operation of the device at a second time. The 

fourth step is processing the second set of data to establish a 

performance signature. The fifth step is comparing the per- 

formance signature to the baseline signature to determine 

whether the person is experiencing an elevated cognitive load 

at the second time. This exemplary method can include a 
number of optional steps. 

[0012] The first optional step is triggering a response if the 

person is experiencing an elevated cognitive load. The 

"response" in this optional step can be applying a limitation to 

the person’s use of the device and/or equipment. The 

"response" in this optional step can be reporting that the 

person was experiencing an elevated cognitive load while 

operating the device and/or equipment at the second time. The 

"response" in this optional step can be providing feedback to 

the person regarding the existence of an elevated cognitive 

load while operating the device and/or equipment at the sec- 

ond time. 

[0013] A second optional step is collecting a third set of 

data from a motion detector. A sub-step to this second 

optional step is processing the third set of data to establish a 

second performance signature, wherein the second perfor- 

mance signature relates to movement. A sub-step to this sub- 

step is triggering a response if the person is experiencing an 

elevated cognitive load and the person is moving. 

[0014] In a third optional step, the collection of first and 

second sets of data comprises the step of measuring behav- 

ioral biometric data relating to the person’s operation of the 

device. In an optional sub-step to this fourth optional step, the 

measurement of behavioral biometric data comprises mea- 

suring keystroke dynamic data related to the person’s opera- 

tion of the device. Optionally, the device in this fourth 

optional step is a messaging device. In an optional sub-step to 

the fourth optional step, the measurement of behavioral bio- 

metric data comprises measuring the person’s speech patterns 

related to the person’s operation of the device. 

[0015] A fourth optional step comprises triggering a 

response if the person is experiencing an elevated cognitive 

load, and wherein the steps of collecting a first set of data and 

collecting a second set of data comprise measuring behav- 

ioral biometric data relating to the person’s operation of the 

device, and further wherein the measurement of behavioral 
biometric data comprises measuring keystroke dynamic data 

related to the person’s operation of the device. 

[0016] Another exemplary method of determining if a per- 

son operating equipment is experiencing an elevated cogni- 
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tive load comprises the steps of: collecting a first set of data 

related to the person’s operation of a device at a first time 

when the person is not experiencing an elevated cognitive 
load; processing the first set of data to establish a baseline 

signature; collecting a second set of data related to the per- 

son’s operation of the device at a second time; processing the 

second set of data to establish a performance signature; com- 

paring the performance signature to the baseline signature to 

determine whether the person is experiencing an elevated 

cognitive load at the second time; and triggering a response if 

the person is experiencing an elevated cognitive load. 

[0017] Optionally, the response is selected from the group 

consisting of applying a limitation to the person’s use of the 

device and/or equipment, reporting that the person was expe- 

riencing an elevated cognitive load while operating the device 

and/or equipment at the second time, and providing feedback 

to the person regarding the existence of an elevated cognitive 

load while operating the device and/or equipment at the sec- 

ond time. Further optionally, the method comprises the steps 

of: collecting a third set of data from a motion detector; 

processing the third set of data to establish a second perfor- 

mance signature, wherein the second performance signature 

relates to movement; and triggering a response if the person is 

experiencing an elevated cognitive load and the person is 
moving. 

[0018] Another exemplary method of determining if a per- 

son operating equipment is experiencing an elevated cogni- 

tive load comprises the steps of: measuring behavioral bio- 

metric data relating to the person’s operation of a device to 

collect a first set of data related to the person’s operation of the 

device at a first time when the person is not experiencing an 

elevated cognitive load; processing the first set of data to 

establish a baseline signature; measuring behavioral biomet- 

ric data relating to the person’s operation of the device to 

collect a second set of data related to the person’s operation of 

the device at a second time; processing the second set of data 

to establish a performance signature; comparing the perfor- 

mance signature to the baseline signature to determine 

whether the person is experiencing an elevated cognitive load 

at the second time; and triggering a response if the person is 

experiencing an elevated cognitive load. Optionally, the 

device is a messaging device. Optionally, the measurement of 

behavior biometric data comprises measuring keystroke 

dynamic data related to the person’s operation of the messag- 

ing device. 

[0019] Apparatuses utilized to determine if a person oper- 

ating equipment is experiencing an elevated cognitive load 

are also described. 

[0020] Additional understanding of the devices and meth- 

ods contemplated and/or claimed by the inventors can be 

gained by reviewing the detailed description of exemplary 

devices and methods, presented below, and the referenced 

drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] FIG. 1 is a flowchart illustrating a first exemplary 

method of determining if a person operating equipment is 

experiencing an elevated cognitive load. 

[0022] FIG. 2 is a flowchart illustrating a second exemplary 
method of determining if a person operating equipment is 

experiencing an elevated cognitive load. 

[0023] FIG. 3 is a flowchart illustrating a third exemplary 
method of determining if a person operating equipment is 

experiencing an elevated cognitive load. 

[0024] FIG. 4 is a flowchart illustrating a fourth exemplary 
method of determining if a person operating equipment is 
experiencing an elevated cognitive load. 
[0025] FIG. 5 is a flowchart illustrating a fifth exemplary 
method of determining if a person operating equipment is 
experiencing an elevated cognitive load. 
[0026] FIG. 6 is a block diagram of an exemplary device 
implementing a method of determining if a person operating 
equipment is experiencing an elevated cognitive load. 

DEFINITIONS 

[0027] The following description and the referenced draw- 

ings provide illustrative examples of that which the inventors 

regard as their invention. As such, the embodiments discussed 

herein are merely exemplary in nature and are not intended to 

limit the scope of the invention, or its protection, in any 
manner. Rather, the description and illustration of these 

embodiments serve to enable a person of ordinary skill in the 

relevant art to practice the invention. 

[0028] The use of "e.g., .... etc," "for instance," "in 

example," and "or" and grammatically related terms indicates 

non-exclusive alternatives without limitation, unless the con- 
text clearly dictates otherwise. 

[0029] The use of "first step," "second step," indicate a 

preferred order of steps, but does not dictate that the "first" 

step must be performed before the "second" step in every 

exemplary method and apparatus. For instance, in an exem- 

plary method the performance signature could be calculated 

before the baseline signature is calculated. 

[0030] The use of "including" and grammatically related 
terms means "including, but not limited to," unless the con- 

text clearly dictates otherwise. 

[0031] The use of the articles "a," "an," and "the" are meant 
to be interpreted as referring to the singular as well as the 

plural, unless the context clearly dictates otherwise. Thus, for 
example, reference to "a motion detector" includes two or 

more such motion detector, and the like. 

[0032] The use of "set of data" means "collection of data, 
from one or more data sources," unless the context clearly 

dictates otherwise. 

[0033] The use of "optional" and grammatically related 

terms means that the subsequently described element, event 

or circumstance may or may not be present/occur, and that the 

description includes instances where said element, event or 

circumstance occurs and instances where it does not. 

[0034] The use of "preferred" and grammatically related 

terms means that a specified element or technique is more 
acceptable than another, but not that such specified element or 

technique is a necessity, unless the context clearly dictates 

otherwise. 

[0035] The use of"exemplary" means "an example of" and 

is not intended to convey a meaning of an ideal or preferred 

embodiment. 

[0036] The use of "cognitive load" means "the degree to 

which working memory is engaged in processing informa- 

tion," unless the context clearly dictates otherwise. The more 

working memory is used, the higher the cognitive load. 

[0037] The use of "behavior biometric data" means "bio- 
metric data related to an individual’s behavior (e.g., keystroke 

dynamics, speech patterns, signature verification)" unless the 

context clearly dictates otherwise. 

[0038] The use of"keystroke dynamic data"means "behav- 

ior biometric data which focuses on the motion made by a 

person in operating equipment," unless the context clearly 
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dictates otherwise. Keystroke dynamic data is not limited to 
utilization of a keyboard, for instance, examples of keystroke 

dynamic data includes, but is not limited to, information 

regarding when each key on a keyboard was pressed and 

when it was released as a person is typing using a keyboard, 

information regarding motions made when a person is enter- 

ing information using a gesture-based input method, infor- 

mation regarding motions made when a person is signing 
(signature) a document. 

[0039] The use of"motion detector" means "a method or 
apparatus for detecting the relative motion of a person, 

device, equipment, and/or object," unless the context clearly 

dictates otherwise. Examples of motion detectors include, but 

are not limited to: position measurement using a satellite 

(e.g., global positioning satellite (GPS)), accelerometers, tilt 

sensors, position sensors, vibration sensors, variations in 

velocity vector and acceleration signal, vehicle data sensors 

(e.g., throttle sensors, brake sensors, steering sensors), mul- 

tilateration, and speed sensors. A motion detector may gen- 

erate a motion sensor signal. 

[0040] The use of "messaging device" means "a commu- 

nication device for creating and sending information and 

messages across a communication network," unless the con- 

text clearly dictates otherwise. Examples of messaging 

devices include, but are not limited to, mobile telephones, 

cellular telephones, satellite telephones, pagers, tablet com- 

puters, laptop computers, networked personal computers, 

digital device, portable entertainment devices, wireless com- 

munication devices, safety monitoring devices, and personal 

digital assistants. 

[0041] The use of"messages" means "electronically trans- 
mitted communications," unless the context clearly dictates 

otherwise. Examples of messages include, but are not limited 

to, text messages (e.g., Short Message Service (SMS) mes- 

sages, Multimedia Messaging Service (MMS) messages, 

J-Phone SkyMail messages, NTT Docomo’s Short Mail mes- 
sages), instant messaging messages (e.g., iMessage, AOLIM, 

ICQ, Skype), social networking messages (e.g., Facebook, 
Twitter), mobile application messages, pager messages, and 

electronic mail messages. 

[0042] The use of"vehicle" means "any means by which a 

person and/or goods may be transported (e.g., automobiles, 

trucks, tractor-trailers, motorcycles, bicycles, watercraft, air- 

craft, trains)," unless the context clearly dictates otherwise. 

[0043] The use of "equipment" is to be construed in a 

broad, expansive manner, including any such devices or other 

objects without limitation. Examples of "equipment" 

include, but are not limited to, mechanical equipment, elec- 

trical equipment, industrial equipment, office equipment, fac- 

tory equipment, vehicles, machinery, hardware, software, etc. 

[0044] The use of"entropy" means "entropy as applied in 

the field of information theory (e.g., Shannon Entropy, R6nyi 

entropy, Tsallis entropy)," unless the context clearly dictates 

otherwise. 

DETAILED DESCRIPTION 

[0045] Several exemplary methods of, and apparatus for, 

determining if a person operating equipment is experiencing 

an elevated cognitive load are described herein. 

[0046] If a person is experiencing an elevated cognitive 

load while operating a piece of equipment, the chances that 

the person will make one or more errors in the operation of the 

equipment are increased. Further, outside factors (other than 

distracted operation) can impact a person’s performance 

while operating a piece of equipment, for instance, being ill, 

or being injured. Depending upon the error made, the lives 

and well-being of people (including the person) could be at 

stake, as well as valuable property (including the equipment) 

possibly being damaged or destroyed. 

[0047] In the exemplary methods and apparatuses, a per- 

son’s use of a device at a first (control) time is monitored (and 
a first set of data is collected) so as to set a baseline signature. 

[0048] Alternatively, the baseline signature could not be 

based on monitoring the person’s use of a device at a first 

(control) time, but could instead be based upon a standard 

(e.g., based upon data collected from many users) or an esti- 

mated value. 

[0049] Then, at a later time, the person’s use of the device is 

monitored (and a second set of data is collected) to determine 
the person’s performance at the second time, as represented 

by a performance signature. 

[0050] This performance signature can then be compared 

against the baseline signature to predict whether the person is 

experiencing an elevated cognitive load. For instance, if the 

value of the performance signature exceeds a baseline signa- 

ture by a certain value or percent, an elevated cognitive load 

can be predicted. In another example, the comparison com- 

prises a change in Shannon Entropy (AE�performance sig- 

nature-baseline signature). 

[0051] If an elevated cognitive load is detected, a response 

(such as disabling the device) can be taken to encourage the 

person to focus on another task (such as operating a vehicle). 

This response could be triggered automatically, or could be 

triggered at a later time. 

[0052] A first exemplary response to the detection of an 

elevated cognitive load is applying a limitation to the person’s 

use of the device. Examples of limitations include, but are not 

limited to, certain functions of the device being disabled, the 

device itself being temporarily disabled (e.g., powered down, 

locked, put into a "sleep" mode), the device being perma- 

nently disabled, and revocation of the user’s authorization to 

use the device. By limiting or blocking further use of the 

device, one of the factors resulting in the person’s elevated 

cognitive load is eliminated, thereby allowing the person’s 

cognitive load to decrease to "normal." The limitation on use 

could exist for a predetermined period of time (e.g., thirty 

minutes), until the user takes a separate step (calling a phone 

number to reactivate), contacting a supervisor to override the 

limitation, requiring a third party to override the limitation, 

etc. 

[0053] A second exemplary response to the detection of an 

elevated cognitive load is applying a limitation to the person’s 

use of the equipment. For instance, the equipment could be 

disabled (e.g., powered down, locked, put into a "sleep" 

mode), or the user’s authorization to use the equipment could 

be revoked, thereby preventing further use by the person. By 

limiting or blocking further use of the equipment, errors that 

might result from distracted use of the equipment are pre- 

vented. Once the person’s elevated cognitive load returns to 

"normal," the person’s authorization to use the equipment 

could be restored. The limitation on use could exist for a 

predetermined period of time (e.g., thirty minutes), until the 

user takes a separate step (calling a phone number to reacti- 

vate), contacting a supervisor to override the limitation, 

requiring a third party to override the limitation, etc. 

[0054] A third exemplary response to the detection of an 

elevated cognitive load is reporting that the person was expe- 

riencing an elevated cognitive load while operating the device 
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and/or equipment at the second time. This reporting could be 
done be instantaneously (e.g., as an alarm or other warning 
provided to the person), contemporaneously with the detec- 
tion, and/or some time later. The reporting could be provided 
to a third party, such as a parent, an employer, an insurance 
company, or the authorities (e.g., police, emergency response 
team). The reporting could also be feedback provided to the 
person (e.g., warning lights, sounds, visible warning, email 
notices, etc.) 
[0055] Any suitable collection, measurement, or sensing 
process and/or apparatus can be utilized to collect the first set 
of data and/or the second set of data, and a skilled artisan will 
be able to select an appropriate collection process and/or 
apparatus in a particular embodiment based on various con- 
siderations, including the device in question, the equipment/ 
device in question, and the person in question, among other 
considerations. 
[0056] In one exemplary method, the first and second sets 
of data are collected through monitoring the person’s use of 
the device, and collecting use data. The data collected could 
include behavioral biometric data relating to the person’s 
operation of the device, for instance, logging keystroke 
dynamic data related to the person’s operation of the device 
where the device has an input device (e.g., keyboard, touch 
screen, mouse) which is utilized by the person. 
[0057] For instance, where the device has a keyboard, key- 
stroke dynamic data related to the person’s use of the key- 
board could comprise logging one or more of: the time 
between sequentially depressing horizontally adjacent keys, 
time between sequentially depressing vertically adjacent 
keys, the time between sequentially depressing adjacent 
diagonal keys, the time between sequentially depressing non- 
adjacent horizontal keys, the time between sequentially 
depressing non-adjacent vertical keys, the time between 
sequentially depressing non-adjacent diagonal keys, the tim- 
ing/frequency of the use of the backspace or other "delete" 
key, the timing/frequency of the repeated depression of the 
same key(s), the word length, timing/frequency of the utili- 
zation of extra (unneeded) spaces, and/or the time difference 
between pressing a key and releasing it. 
[0058] For instance, in the case of a keyless "touch screen" 
user interface, which offer virtual touch keys or swipe texting 
options, the "keystroke" dynamic data could include intended 
key selection as the user drags their finger across the touch 
screen, e.g., time sequencing of the characters selected, and/ 
or the actual displacement patterns traced out in 3 dimensions 
(two dimensions in space and one in time). 
[0059] The data collected could include positioning infor- 
mation regarding how the device is positioned during use 
(e.g., how the person is holding the device (e.g., one-handed, 
two-handed), how the person has positioned the device (e.g., 
horizontally, vertically), how the person has oriented the 
device). 
[0060] Other sensor data could be utilized, for instance, 
data regarding whether the person is operating (or in a posi- 
tion to operate) the equipment, electromagnetic or acoustic 
signatures from sources such as the vehicle operator cockpit, 
etc. 
[0061] Referring initially to FIG. 1, illustrated is an exem- 
plary method of determining ifa person operating equipment 
is experiencing an elevated cognitive load while using a 
device. The method comprising a series of steps. 
[0062] At a first step 2, a baseline signature is set or calcu- 
lated. This baseline signature representing the person’s per- 

formance (use of the device) when not experiencing an 
elevated cognitive load. The baseline signature used as the 
baseline (control) against which the person’s later perfor- 
mance (use of the device) is compared to determine if the 
person is experiencing an elevated cognitive load. This base- 
line signature may be estimated. This baseline signature may 
be based upon measured data regarding the person’s perfor- 
mance when not experiencing an elevated cognitive load. 
[0063] The baseline signature could be developed using 
randomness measures, likely relating to Shannon entropy, 
such as R�nyi entropy, or Tsallis entropy, employing Baye- 
sian statistics to provide the "a prior" probability density 
functions. 
[0064] At a second step 4, a first set of data is collected. This 
first set of data is related to the person’s operation of the 
device. At a third step 6, the first set of data is processed to 
establish a performance signature. At a fourth step 8, the 
performance signature is compared to the baseline signature 
to determine the probability (predict) whether the person is 
experiencing an elevated cognitive load. This comparison can 
include a determination of whether the performance signature 
is within or outside of a predesignated range, whether the 
performance signature is greater (or less) than the baseline 
signature, whether the difference between the performance 
signature and the baseline signature is within or outside a 
predesignated range, etc. 
[0065] In one exemplary manner of processing the first set 
of data (measured in bits), the entropy signature is created 
according to the following equation ("Equation A"): 

N 

E = Z p(ti)ln(p(ti)) 

i 1 

where N are all the possible values contained in the event 

stream (the number of bins used to form the histogram), and 

p(ti) is the estimated probability of a discrete event occurring. 

The binning process combines continuous events into dis- 

crete representations. In the case of this method, the number 

of bins can be adjusted to produce an optimal estimate of 

entropy. 

[0066] In a second exemplary manner of processing the first 
set of data (measured in bits), the entropy signature is created 

according to the following equation ("Equation B"): 

[0067] In a first exemplary manner of processing a second 
set of data (measured in bits), an entropy signature is created 
according to the Equation A. In a second exemplary manner 
of processing a second set of data (measured in bits), an 
entropy signature is created according to the Equation B. 

[0068] Referring to FIG. 2, illustrated is an exemplary 
method of determining if a person operating equipment is 
experiencing an elevated cognitive load while using a device. 
The method comprising a series of steps. 

[0069] At a first step 10, a first set of data is collected. This 
first set of data relating to the person’s operation of the device 
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itself. This first set of data is used to set a baseline (control) 
against which the person’s later performance is compared 

against to determine if the person is experiencing an elevated 

cognitive load. 

[0070] Because the first set of data is used to set a baseline 
performance, it is preferred that the first step be performed at 

a first time when the person is known to not be experiencing 

an elevated cognitive load, or when the person is less likely to 

be experiencing an elevated cognitive load. Alternatively, the 

first set of data could be selected to filter out any elevated 

cognitive load experienced. Alternatively, the first set of data 

could be large enough that it is not necessary to determine 

whether the person is or is not experiencing an elevated cog- 

nitive load to select the first set of data used to set a baseline 

performance. 

[0071] At a second step 12, the first set of data is processed 

to establish a baseline signature. This baseline signature rep- 

resenting the person’s performance (use of the device) when 

not experiencing an elevated cognitive load. The baseline 

signature is used as the baseline (control) against which the 

person’s later performance (use of the device) is compared to 

determine if the person is experiencing an elevated cognitive 

load. 

[0072] In one exemplary manner of processing the first set 

of data (measured in bits), the entropy signature is created 

according to the following equation ("Equation A"): 

N 

E = Z P(ti)ln(p(ti)) 

i 1 

where N are all the possible values contained in the event 

stream (the number of bins used to form the histogram), and 

p(ti) is the estimated probability of a discrete event occurring. 

The binning process combines continuous events into dis- 
crete representations. In the case of this method, the number 

of bins can be adjusted to produce an optimal estimate of 

entropy. 

[0073] In a second exemplary manner of processing the first 

set of data (measured in bits), the entropy signature is created 

according to the following equation ("Equation B"): 

1     N 

(a_> 0, cr :�: 1) 

[0074] At a third step 14, a second set of data is collected. 

This second set of data related to the person’s operation of the 

device at a second time. 

[0075] At a fourth step 16, the second set of data is pro- 

cessed to establish a performance signature. The performance 

signature representing the person’s performance in operating 

the device. The performance signature for comparing to the 
baseline signature to predict whether the person is/was expe- 

riencing an elevated cognitive load at the second time. In a 

first exemplary manner of processing the second set of data 

(measured in bits), an entropy signature is created according 

to Equation A. In a second exemplary manner of processing 
the second set of data (measured in bits), an entropy signature 

is created according to Equation B. 

[0076] At a fifth step 18, the performance signature is com- 

pared to the baseline signature to predict (determine) whether 

the person is/was experiencing an elevated cognitive load at 

the second time. This comparison can include a determination 

of whether the performance signature is within or outside of 

a predesignated range, whether the performance signature is 

greater (or less) than the baseline signature, whether the dif- 

ference between the performance signature and the baseline 

signature is within or outside a predesignated range, etc. It is 

preferred that the predesignated ranges come from analyzing 

the baseline signature versus the performance signature. An 

increased cognitive load increases the randomness of the data 

which is incorporated into the signature through the use of 

entropy, preferably Shannon entropy. 

[0077] Referring to FIG. 3, illustrated is another exemplary 

method of determining if a person operating equipment is 

experiencing an elevated cognitive load while using a device. 

The method comprising a series of steps. 

[0078] At a first step 20, a first set of data is collected. This 

first set of data relating to the person’s operation of the device 

itself. This first set of data for setting a baseline (control) 
against which the person’s later performance is compared to 

determine if the person is experiencing an elevated cognitive 

load. Thus, it is preferred that the first step be performed at a 

first time when the person is known to not be experiencing an 

elevated cognitive load. 

[0079] At a second step 22, the first set of data is processed 

to establish a baseline signature. This baseline signature rep- 

resenting the person’s performance (use of the device) when 

not experiencing an elevated cognitive load. The baseline 

signature used as the baseline (control) against which the 

person’s later performance (use of the device) is compared to 

determine if the person is experiencing an elevated cognitive 

load. In a first exemplary manner of processing the first set of 

data (measured in bits), the entropy signature is created 

according to the following equation ("Equation A"): 

N 

E = Z P(ti)ln(p(ti)) 

i 1 

where N are all the possible values contained in the event 

stream (the number of bins used to form the histogram), and 

p(ti) is the estimated probability of a discrete event occurring. 

The binning process combines continuous events into dis- 

crete representations. In the case of this method, the number 

of bins can be adjusted to produce an optimal estimate of 

entropy. 

[0080] In a second exemplary manner of processing the first 
set of data (measured in bits), the entropy signature is created 

according to the following equation ("Equation B"): 

Ea= 1      N 

(a_> 0, cr :�: 1) 

[0081] At a third step 24, a second set of data is collected. 

This second set of data related to the person’s operation of the 

device at a second time. 
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[0082] At a fourth step 26, the second set of data is pro- 

cessed to establish a performance signature. The performance 

signature representing the person’s performance in operating 

the device. The performance signature for comparing to the 

baseline signature to predict whether the person was experi- 

encing an elevated cognitive load at the second time. In a first 

exemplary manner of processing the second set of data (mea- 

sured in bits), an entropy signature is created according to 

Equation A. In a second exemplary manner of processing the 

second set of data (measured in bits), an entropy signature is 

created according to Equation B. 

[0083] At a fifth step 28, the performance signature is com- 

pared to the baseline signature to predict whether the person 

was experiencing an elevated cognitive load at the second 

time. This comparison can include a determination of 

whether the performance signature is within or outside of a 

predesignated range, whether the performance signature is 

greater (or less) than the baseline signature, whether the dif- 

ference between the performance signature and the baseline 

signature is within or outside a predesignated range, etc. 

[0084] At a sixth step 30, if the person is determined (in the 

fifth step 28) to be experiencing an elevated cognitive load, a 

response is triggered. In an optional step 32, a first exemplary 

response comprises applying a limitation to the person’s use 

of the device. In an optional step 34, a second exemplary 

response comprises applying a limitation to the person’s use 

of the equipment. In an optional step 36, a third exemplary 

response comprises reporting that the person was experienc- 

ing an elevated cognitive load while operating the device 

and/or equipment at the second time. In an optional step 38, a 

fourth exemplary response comprises providing feedback to 

the person regarding the existence of an elevated cognitive 

load. One or more of these optional steps can be taken alone 

or in combination with one another. 

[0085] Referring to FIG. 4, illustrated is another exemplary 

method of determining if a person operating equipment is 

experiencing an elevated cognitive load while using a device. 

The method comprising a series of steps. 

[0086] At a first step 40, a first set of data is collected. This 

first set of data relating to the person’s operation of the device 

itself. This first set of data for setting a baseline or control 

against which the person’s later performance is compared to 

determine if the person is experiencing an elevated cognitive 

load. Thus, it is preferred that the first step be performed at a 

first time when the person is known to not be experiencing an 

elevated cognitive load. 

[0087] At a second step 42, the first set of data is processed 

to establish a baseline signature. This baseline signature rep- 

resenting the person’s performance (use of the device) when 

not experiencing an elevated cognitive load. The baseline 

signature used as the baseline (control) against which the 

person’s later performance (use of the device) is compared to 

determine if the person is experiencing an elevated cognitive 

load. In one exemplary manner of processing the first set of 
data (measured in bits), the entropy signature is created 

according to the following equation ("Equation A"): 

N 

E = Z p(ti)ln(p(ti)) 

i 1 

where N are all the possible values contained in the event 
stream (the number of bins used to form the histogram), and 

p(ti) is the estimated probability of a discrete event occurring. 
The binning process combines continuous events into dis- 
crete representations. In the case of this method, the number 
of bins can be adjusted to produce an optimal estimate of 
entropy. 
[0088] In a second exemplary manner of processing the first 
set of data (measured in bits), the entropy signature is created 
according to the following equation ("Equation B"): 

[0089] At a third step 44, a second set of data is collected. 

This second set of data related to the person’s operation of the 

device at a second time. 

[0090] At a fourth step 46, the second set of data is pro- 

cessed to establish a performance signature. The performance 

signature representing the person’s performance in operating 

the device. The performance signature for comparing to the 

baseline signature to predict whether the person was experi- 

encing an elevated cognitive load at the second time. In a first 

exemplary manner of processing the second set of data (mea- 

sured in bits), an entropy signature is created according to 

Equation A. In a second exemplary manner of processing the 

second set of data (measured in bits), an entropy signature is 

created according to Equation B. 

[0091] At a fifth step 48, the performance signature is com- 

pared to the baseline signature to predict (determine) whether 

the person is experiencing an elevated cognitive load at the 

second time. This comparison can include a determination of 

whether the performance signature is within or outside of a 

predesignated range, whether the performance signature is 

greater (or less) than the baseline signature, whether the dif- 

ference between the performance signature and the baseline 

signature is within or outside a predesignated range, etc. 

[0092] At a sixth step 50, a third set of data is collected from 

a motion detector. 

[0093] At a seventh step 52, the third set of data is processed 

to establish a second performance signature. The second per- 

formance signature relating to the relative motion of the per- 

son, the device, the equipment, and/or an object. For instance, 

the data could relate to whether or not the person is moving (or 

has been moving). While the determination that the person is 

moving could alone (without determining whether the person 

is experiencing an elevated cognitive load) be utilized to 

triggered a response, that approach is disfavored because it 

fails to accommodate the use by a second person (who is not 

operating the equipment (e.g., vehicle) of the device. 

[0094] Alternatively, the motion detector data could be uti- 
lized to determine and/or predict the type of motion. For 

instance, whether the data represents motion associated with 

travel via automobile, rail, air, boat, bus, etc. In an exemplary 

method, the second performance signature comprises data 

only from automobile travel (e.g., data indicating that the 

person was travelling via rail would be excluded from the 

method). 
[0095] At an eighth step 54, if the person is determined (in 

the fifth step 48) to be experiencing an elevated cognitive 

load, and the person is determined (in the seventh step 52) to 

be in motion, a response is triggered. Such a step, in the 

context of the person utilizing a messaging device while in an 
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automobile, allows the method to distinguish between a 

driver of the automobile (who would have an elevated cogni- 

tive load) and a passenger (who would likely not have an 

elevated cognitive load). The determination of whether a 

response is triggered could optionally take into consideration 

the type of motion (e.g., automobile, rail, air boat, bus). 

[0096] In an optional step 56, a first exemplary response 
comprises applying a limitation to the person’s use of the 

device. In an optional step 58, a second exemplary response 

comprises applying a limitation to the person’s use of the 

equipment. In an optional step 60, a third exemplary response 

comprises reporting that the person was experiencing an 
elevated cognitive load while operating the device and/or 

equipment at the second time. In an optional step 62, a fourth 

exemplary response comprises providing feedback to the per- 

son regarding the existence of an elevated cognitive load. One 

or more of these optional steps can be taken. 

[0097] Referring to FIG. 5, illustrated is another exemplary 

method of determining if a person operating equipment is 

experiencing an elevated cognitive load while using a device. 

The method comprising a series of steps. 

[0098] At a first step 64, a first set of data is collected. This 

first set of data relating to the person’s operation of the device 

itself. This first set of data for setting a baseline (control) 

against which the person’s later performance is compared to 
determine if the person is experiencing an elevated cognitive 

load. Thus, it is preferred that the first step be performed at a 

first time when the person is known to not be experiencing an 

elevated cognitive load. 

[0099] At a second step 66, the first set of data is processed 

to establish a baseline signature. This baseline signature rep- 
resenting the person’s performance (use of the device) when 

not experiencing an elevated cognitive load. The baseline 

signature used as the baseline (control) against which the 

person’s later performance (use of the device) is compared to 
determine if the person is experiencing an elevated cognitive 

load. In one exemplary manner of processing the first set of 

data (measured in bits), the entropy signature is created 

according to the following equation ("Equation A"): 

N 

E = Z P(ti)ln(p(ti)) 

i 1 

where N are all the possible values contained in the event 

stream (the number of bins used to form the histogram), and 

p(ti) is the estimated probability of a discrete event occurring. 
The binning process combines continuous events into dis- 

crete representations. In the case of this method, the number 

of bins can be adjusted to produce an optimal estimate of 

entropy. 

[0100] In a second exemplary manner of processing the first 

set of data (measured in bits), the entropy signature is created 

according to the following equation ("Equation B"): 

1 N 

/ 
(a_> 0, cr :�: 1) 

[0101] At a third step 68, a second set of data is collected. 

This second set of data related to the person’s operation of the 

device at a second time. 

[0102] At a fourth step 70, the second set of data is pro- 

cessed to establish a performance signature. The performance 

signature representing the person’s performance in operating 
the device. The performance signature for comparing to the 

baseline signature to predict whether the person was experi- 

encing an elevated cognitive load at the second time. In a first 

exemplary manner of processing the second set of data (mea- 
sured in bits), an entropy signature is created according to 

Equation A. In a second exemplary manner of processing the 

second set of data (measured in bits), an entropy signature is 

created according to Equation B. 

[0103] At a fifth step 72, the performance signature is com- 

pared to the baseline signature to predict (determine) whether 

the person was experiencing an elevated cognitive load at the 

second time. This comparison can include a determination of 

whether the performance signature is within or outside of a 

predesignated range, whether the performance signature is 

greater (or less) than the baseline signature, whether the dif- 

ference between the performance signature and the baseline 

signature is within or outside a predesignated range, etc. 

[0104] At a sixth step 74, if the person is determined (in the 

fifth step 72) to be experiencing an elevated cognitive load, a 

response is triggered. In an optional step 80, the first set of 

data comprises behavioral biometric data relating to the per- 

son’s operation of the device. In an optional step 81, the first 

set of data comprises behavioral biometric data relating to the 

person’s operation of the device, namely logging keystroke 

dynamic data related to the person’s operation of the device 

where the device has an input device (e.g., keyboard, touch 

screen, mouse) which is utilized by the person. In an optional 

step 82, the first set of data comprises behavioral biometric 

data relating to the person’s speech patterns (e.g., rate of 

speaking, nature of speaking) related to the person’s opera- 

tion of the device. In an optional step 83, the second set of data 

comprises behavioral biometric data relating to the person’s 

operation of the device. In an optional step 84, the second set 

of data comprises behavioral biometric data relating to the 

person’s operation of the device, namely logging keystroke 

dynamic data related to the person’s operation of the device 

where the device has an input device (e.g., keyboard, touch 

screen, mouse) which is utilized by the person. In an optional 

step 85, the second set of data comprises behavioral biometric 

data relating to the person’s speech patterns related to the 

person’s operation of the device. One or more of these 

optional steps can be taken alone or in combination with one 

another. 

[0105] Alternatively, the use of the equipment can be moni- 

tored to determine if distracted operation is taking place (e.g., 

the person operating equipment is experiencing an elevated 

cognitive load while operating the equipment). 

[0106] In one exemplary method, conditions are estab- 
lished based upon entropy values derived from statistical 

analytical review of a preselected number of conditions that 

create a parameter threshold and determining if the entropy 

value falls within or without a selected set of characteristics. 

[0107] In another exemplary method, the method is imple- 

mented within the constructs of a device (e.g., a wireless 

messaging device) being operated by a person. 

[0108] Exemplary apparatuses could be used or enhanced 

by communication with current or future systems installed 

within a vehicle. Such systems could assist in verifying if the 
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person was the operator of the vehicle, or the proximity of the 
apparatus to the driver’s cockpit of the vehicle, thereby 

enhancing the reliability of the signature obtained. 

[0109] Exemplary methods/apparatuses described herein 
can be utilized to help identify a distracted driver where 

appropriate action may then be taken by the driver or others to 

allow the driver to refocus fully on driving the vehicle. 

[0110] Apparatuses utilized to determine if a person oper- 

ating equipment is experiencing an elevated cognitive load 

are also described. An exemplary apparatus comprises a cell 

phone programmed to rapidly detect and quantify the cogni- 

tive distraction of the user by analyzing keystroke dynamics. 

[0111] A first exemplary apparatus implementing a method 

of determining ifa person operating equipment is experienc- 

ing an elevated cognitive load is illustrated in FIG. 6. FIG. 6 

illustrates a messaging device 602. The messaging device 602 

includes a bus 604 or other communication mechanism for 

communicating information, and a processor 606 coupled 

with the bus 604 for processing the information. 

[0112] The messaging device 602 also includes main 

memory 608, such as a random access memory (RAM) or 

other dynamic storage device (e.g., dynamic RAM (DRAM), 

static RAM (SRAM), synchronous DRAM (SDRAM), flash 
RAM), coupled to the bus 604 for storing information and 

instructions to be executed by processor 606. In addition, 

main memory 608 may be used for storing temporary vari- 

ables or other intermediate information during execution of 

instructions to be executed by processor 606. 

[0113] The messaging device 602 further includes a read 

only memory (ROM) 610 or other static storage device (e.g., 

programmable ROM (PROM), erasable PROM (EPROM), 

and electrically erasable PROM (EEPROM)) coupled to bus 

604 for storing static information and instructions for proces- 

sor 606. A storage device 612, such as a magnetic disk or 

optical disk, may be provided and coupled to bus 604 for 

storing information and instructions. 

[0114] The messaging device 602 may be coupled via bus 

604 to a display 614 (e.g., liquid crystal display (LCD), light 

emitting diode (LED) display, voice synthesis hardware, 

voice synthesis software) for displaying and/or providing 

information to a user of the messaging device 602. 

[0115] The messaging device 602 may include one or more 

input devices for communicating information and command 

selections to processor 606. Examples of input devices 

include, but are not limited to, keyboard control 616, cursor 

control 618, voice control 620, and motion sensor 622. 

[0116] The keyboard control 616 can comprise physical 

keys (e.g., a keyboard) and/or "virtual" keys (e.g., displayed 

on a touch screen display). 

[0117] The cursor control 618 for communicating direction 
information and command selections to processor 606, and 

for controlling cursor movement on the display 614. 

Examples of cursor controls 618 include, but are not limited 

to, a mouse, a trackball, cursor direction keys, touch screen 

display, optical character recognition hardware, and optical 

character recognition hardware. Command selections can be 

also be implemented via the voice control 620 (e.g., voice 

recognition hardware, voice recognition software). The 

motion sensor 622 for communicating information regarding 
the relative motion of a person, device, equipment, and/or 

object to processor 606. 

[0118] The messaging device 602 performs a portion of, or 

all of, the processing steps of the exemplary method(s) in 

response to processor 606 executing one or more sequences 

of one or more instructions contained in a memory, such as the 

main memory 608. Such instructions may be read into the 

main memory 608 from another computer readable medium, 

such as storage device 612. One or more processors in a 

multi-processing arrangement may also be employed to 
execute the sequences of instructions contained in main 

memory 608. In other exemplary systems, hard-wired cir- 

cuitry may be used in place of, or in combination with, soft- 

ware instructions. Thus, exemplary systems are not limited to 

any specific combination of hardware circuitry and software. 

[0119] As stated above, the messaging device 602 includes 

at least one computer readable medium or memory pro- 

grammed according to an exemplary method, and for con- 

taining data structures, tables, records, or other data described 

herein. The messaging device 602 includes software for con- 

trolling the messaging device 602, and for enabling the mes- 

saging device 602 to interact with a human user. Such soft- 

ware may include, but is not limited to, device drivers, 

operating systems, development tools, and applications soft- 

ware. Various forms of computer readable media may be 

involved in carrying out one or more sequences of one or 

more instructions to processor 606 for execution. 

[0120] The messaging device 602 also includes a commu- 

nication interface 624 coupled to bus 604. Communication 

interface 624 sends and receives electrical, electromagnetic 

or optical signals that carry digital data streams representing 

various types of information (e.g., messages) via a network 
link 626 to a communication network 628. Examples of com- 

munications networks include, but are not limited to, local 

area networks (LAN), wide area networks (WAN), intranet, 
extranet, global communication networks, the Internet, wire- 

less communication networks, wired communication net- 

works, Bluetooth® network connections, RF network con- 

nections, and IR network connections. 

[0121] The messaging device 602 may also include one or 

more sensors 630 for sensing and communicating informa- 

tion via the bus 604 to the processor 606. 

[0122] One exemplary messaging device 602 comprising a 

cellular telephone having a display 614 and a keyboard con- 

trol 616. The messaging device 602 configured for sending 

and receiving text messages via the communication interface 

624 which connects to a communication network 628 via the 
network link 626. 

[0123] The cellular telephone having one or more sensors 

630 for logging behavioral biometric data relating to a user’s 

use of the messaging device 602. The sensor 630 could com- 

prise hardware or software for logging behavioral biometric 

data related to the user’s operation of the messaging device 

602 and utilization of one or more of the input devices con- 

nected to the messaging device 602. 

[0124] For instance, the sensor 630 could log keystroke 

dynamic data compiled from monitoring the user’s use of the 

keyboard control 616. The keystroke dynamic data could 

include information regarding key events. The term "key 

event" means "information regarding depression and release 

of keys on a keyboard control 616," unless the context clearly 

dictates otherwise. Key events for letters, numbers, spaces, 

backspaces, and/or punctuation characters (e.g., comma, 

period, question mark) can be logged. The key events can 

include information including (but not limited to): timestamp, 

event type (e.g., key up, key down), and the identity of the key 

depressed (or released). This keystroke dynamic data could 

be stored (via main memory 608) or immediately processed 

by processor 606. 
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[0125] In another example, the sensor 630 could log data 

regarding the user’s speech patterns (via voice control 620). 

[0126] The sensor 630 collecting a first set of data at a first 

time, for instance the keystroke dynamic data discussed 

above. This first set of data processed via the processor 606 to 

establish a baseline signature. This baseline signature prefer- 

ably stored in the main memory 608. The baseline signature 

representing the user’s performance (use of the messaging 

device 602) when not experiencing an elevated cognitive 

load. At a later time, a second set of data (such as the key- 

stroke dynamic data discussed above) is collected by the 

sensor 630. This second set of data related to the person’s 

operation of the device at the second time. This second set of 

data processed by the processor 606 to establish a perfor- 

mance signature. The performance signature representing the 
user’s performance at the second time. The processor 606 

then compares the performance signature to the baseline sig- 

nature. Based upon the output or results of the comparison, 

the processor 606 predicts whether the user, at the second 

time, was experiencing an elevated cognitive load. 

[0127] If the processor 606 determines that theuser is expe- 

riencing an elevated cognitive load, a response is triggered. 

One example of such a response comprises the disabling of 

the communication interface 624 thereby preventing further 

use by the user of the messaging device 602 for sending 

messages. 

[0128] One exemplary computer-readable storage medium 

storing one or more sequences of instructions which, when 

executed by one or more processors, causes the one or more 

processors to perform a method of determining if a person 

operating equipment is experiencing an elevated cognitive 

load, comprises a number of steps: collecting a first set of data 

related to the person’s operation of a device at a first time 

when the person is not experiencing an elevated cognitive 

load; processing the first set of data to establish a baseline 

signature; collecting a second set of data related to the per- 

son’s operation of the device at a second time; processing the 

second set of data to establish a performance signature; com- 

paring the performance signature to the baseline signature to 

determine whether the person is experiencing an elevated 

cognitive load at the second time; and triggering a response if 

the person is experiencing an elevated cognitive load. Option- 

ally, the response is selected from the group consisting of 

applying a limitation to the person’s use of the device, report- 

ing that the person was experiencing an elevated cognitive 

load while operating the device at the second time, and pro- 

viding feedback to the person regarding the existence of an 

elevated cognitive load while operating the device at the 

second time. Optionally, the method further comprises the 

steps of: collecting a third set of data from a motion detector; 

processing the third set of data to establish a second perfor- 

mance signature, wherein the second performance signature 

relates to movement; and triggering a response if the person is 

experiencing an elevated cognitive load, and the second per- 

formance signature indicates the person is moving. 

[0129] One exemplary computer-implemented method of 

determining if a person operating a device is experiencing an 

elevated cognitive load comprising a number of steps. At a 

first step, a sensor measures behavioral biometric data relat- 

ing to the person’s operation of a device to collect a first set of 

data related to the person’s operation of the device at a first 

time when the person is not experiencing an elevated cogni- 

tive load. At a second step, a computer-readable storage 

medium stores the first set of data. At a third step, a processor 

processes the first set of data to establish a baseline signature. 

A forth step, a sensor measures behavioral biometric data 

relating to the person’s operation of the device to collect a 

second set of data related to the person’s operation of the 

device at a second time. This sensor could be the same sensor 

in the first step, or a second sensor. At a fifth step, a computer- 

readable storage medium stores the second set of data. This 

storage medium could be the same storage medium in the 

second step, or could be a second storage medium. At a sixth 

step, a processor processes the second set of data to establish 

a performance signature. This processor could be the same 

processor in the third step, or a second processor. At a seventh 

step, a processor compares the performance signature to the 

baseline signature to determine whether the person is expe- 

riencing an elevated cognitive load at the second time. This 

processor could be the same processor as in one or more of the 

earlier steps, or a separate processor. At an eighth step, a 

processor triggers a response if the person is experiencing an 

elevated cognitive load. This processor could be the same 

processor as in one or more of the earlier steps, or a separate 

processor. Alternatively, the device is a messaging device, 

and the measurement of behavioral biometric data comprises 

measuring keystroke dynamic data related to the person’s 

operation of the messaging device. 

[0130] Any suitable structure and/or material can be used 

for the exemplary apparatuses, and a skilled artisan will be 

able to select an appropriate structure and material for an 

exemplary apparatus in a particular embodiment based on 

various considerations, including the intended use of the 

exemplary apparatus, the intended arena within which the 

exemplary apparatus will be used, and the equipment and/or 

accessories with which the exemplary apparatus is intended 

to be used, among other considerations. 

[0131] It is noted that all steps, structure and features of the 

various described and illustrated exemplary methods and 

apparatuses can be combined in any suitable configuration for 

inclusion in an exemplary method and/or exemplary appara- 
tus according to a particular embodiment. For example, a 

method according a particular embodiment can include nei- 

ther, one, or both of the steps of triggering a response, and 

collecting a third set of data from a motion detector. 

[0132] The foregoing detailed description provides exem- 

plary embodiments of the invention and includes the best 

mode for practicing the invention. The description and illus- 

tration of these embodiments is intended only to provide 

examples of the invention, and not to limit the scope of the 

invention, or its protection, in any manner. 

What is claimed is: 

1. A method of determining if a person operating equip- 

ment is experiencing an elevated cognitive load, said method 

comprising the steps of: 

collecting a first set of data related to the person’s operation 

of a device at a first time; 

processing said first set of data to establish a baseline 

signature; 

collecting a second set of data related to the person’s opera- 

tion of the device at a second time; 

processing said second set of data to establish a perfor- 

mance signature; and 

comparing said performance signature to said baseline sig- 

nature to determine whether the person is experiencing 

an elevated cognitive load at said second time. 
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2. The method of claim 1, further comprising the step of 

triggering a response if said person is experiencing an 

elevated cognitive load. 

3. The method of claim 2, wherein said response is apply- 

ing a limitation to the person’s use of the device. 

4. The method of claim 2, wherein said response is report- 

ing that said person was experiencing an elevated cognitive 

load while operating said device at said second time. 

5. The method of claim 2, wherein said response is provid- 

ing feedback to said person regarding the existence of an 

elevated cognitive load while operating said device at said 

second time. 

6. The method of claim 1, further comprising the steps of: 

collecting a third set of data from a motion detector; and 

processing said third set of data to establish a second per- 

formance signature, wherein said second performance 

signature relates to movement. 

7. The method of claim 6, further comprising the step of 

triggering a response if said person is experiencing an 

elevated cognitive load, and said second performance signa- 

ture indicates said person is moving. 

8. The method of claim 1, wherein the step of collecting a 

first set of data related to the person’s operation of the device 

at a first time is performed when the person is not experienc- 

ing an elevated cognitive load. 

9. The method of claim 1, wherein said steps of collecting 

a first set of data and collecting a second set of data comprise 

measuring behavioral biometric data relating to the person’s 

operation of said device. 

10. The method of claim 9, wherein the measurement of 

behavioral biometric data comprises measuring keystroke 

dynamic data related to the person’s operation of said device. 

11. The method of claim 9, wherein said device is a mes- 

saging device. 

12. The method of claim 9, wherein the measurement of 

behavioral biometric data comprises measuring the person’s 

speech patterns related to the person’s operation of said 

device. 

13. The method of claim 1, wherein the step of processing 

said first set of data to establish a baseline signature comprises 

the equation 

N 

E = Z p(ti)ln(p(ti)) 

i 1 

or the equation 

1     N 

(a_> 0, cr :� 1). 

14. The method of claim 1, wherein the step of processing 

said second set of data to establish a performance signature 

comprises the equation 

N 

E = Z p(ti)ln(p(ti)) 

i 1 

or the equation 

Ea= 1      N 

(a _> 0, cr :� 1). 

15. The method of claim 1, further comprising the step of 

triggering a response if said person is experiencing an 

elevated cognitive load; and wherein the steps of collecting a 

first set of data and collecting a second set of data comprise 

measuring behavioral biometric data relating to the person’s 

operation of said device, and further wherein the measure- 

ment of behavioral biometric data comprises measuring key- 

stroke dynamic data related to the person’s operation of said 

device. 

16. A computer-readable storage medium storing one or 

more sequences of instructions which, when executed by one 

or more processors, causes the one or more processors to 

perform a method of determining ifa person operating equip- 

ment is experiencing an elevated cognitive load, said method 

comprising the steps of: 

collecting a first set of data related to the person’s operation 

of a device at a first time when the person is not experi- 

encing an elevated cognitive load; 

processing said first set of data to establish a baseline 

signature; 

collecting a second set of data related to the person’s opera- 

tion of the device at a second time; 

processing said second set of data to establish a perfor- 

mance signature; 

comparing said performance signature to said baseline sig- 

nature to determine whether the person is experiencing 

an elevated cognitive load at said second time; and 

triggering a response if said person is experiencing an 

elevated cognitive load. 

17. The method of claim 16, wherein said response is 

selected from the group consisting of applying a limitation to 

the person’s use of the device, reporting that said person was 

experiencing an elevated cognitive load while operating said 

device at said second time, and providing feedback to said 

person regarding the existence of an elevated cognitive load 

while operating said device at said second time. 

18. The method of claim 17, further comprising the steps 

of: 

collecting a third set of data from a motion detector; 

processing said third set of data to establish a second per- 

formance signature, wherein said second performance 

signature relates to movement; and 

triggering a response if said person is experiencing an 

elevated cognitive load, and said second performance 

signature indicates said person is moving. 

19. A computer-implemented method of determining if a 

person operating a device is experiencing an elevated cogni- 

tive load, said method comprising the steps of: 
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a sensor measuring behavioral biometric data relating to 

the person’s operation of a device to collect a first set of 

data related to the person’s operation of said device at a 

first time when the person is not experiencing an 

elevated cognitive load; 

a computer-readable storage medium storing said first set 

o f data; 
a processor processing said first set of data to establish a 

baseline signature; 

said sensor measuring behavioral biometric data relating to 

the person’s operation of said device to collect a second 

set of data related to the person’s operation of the device 

at a second time; 
said computer-readable storage medium storing said sec- 

ond set of data; 

said processor processing said second set of data to estab- 

lish a performance signature; 

said processor comparing said performance signature to 

said baseline signature to determine whether the person 

is experiencing an elevated cognitive load at said second 

time; and 

said processor triggering a response if said person is expe- 

riencing an elevated cognitive load. 

20. The computer-implemented method of claim 19, 

wherein said device is a messaging device, and the measure- 

ment of behavioral biometric data comprises measuring key- 

stroke dynamic data related to the person’s operation of said 

messaging device. 
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