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intuitive way to present the results of continuous subgraph 
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PERFORMANCE AND USABILITY for large , dynamic data graphs , subgraph matching query 
ENHANCEMENTS FOR CONTINUOUS processing presents additional challenges to track partial 
SUBGRAPH MATCHING QUERIES ON matches and combine intermediate results . 

GRAPH - STRUCTURED DATA Outside the context of network security , a query graph can 
5 model a pattern of interest in a data graph that represents 

STATEMENT AS TO RIGHTS TO INVENTIONS social media relationships , links between documents , or 
MADE UNDER FEDERALLY - SPONSORED another dynamically - changing set of data . For many use 

RESEARCH AND DEVELOPMENT cases scenarios , the dynamic nature of the data graph and 
timing requirements present challenges to effective detec 

This invention was made with government support under 10 tion of matches of the query graph and its subgraphs . 
Contract DE - AC0576RL01830 awarded by the U.S. Depart 
ment of Energy . The government has certain rights in the SUMMARY 
invention . 

In summary , the detailed description presents various 
BACKGROUND 15 innovative features of a network analysis tool , a query graph 

building tool , and a results visualization tool . The network 
The number and sophistication of cyber attacks on gov analysis tool performs continuous subgraph matching que 

ernments , private - sector companies , and individuals have ries to facilitate analysis of computer network traffic , social 
grown dramatically in recent years . To counter these alarm media events , or other streams of data represented as graph 
ing trends , computer security personnel may attempt to 20 structured data , in order to identify emerging trends in the 
detect cyber attacks in their early stages , so that defensive data . Some of the innovative features of the network analysis 
actions may be taken to avert , or at least mitigate , damage tool enhance performance by effectively utilizing distributed 
or loss . computing resources ( including processing cores and 

The problem of detecting cyber attacks can be viewed as memory at different nodes of a cluster of nodes ) to speed up 
a problem of identifying warning patterns in computer 25 the process of updating a dynamic data graph and detecting 
network traffic . A warning pattern can be modeled as a matches of query subgraphs . Some innovative features of 
directed graph ( query graph ) in which vertices represents the query graph building tool enhance usability by providing 
machines , Internet Protocol ( " IP " ) addresses or other net intuitive user interface features for specifying query graphs 
work entities , and edges represent messages , communica and their subgraphs . Some innovative features of the results 
tions , etc. between the network entities . A query graph can 30 visualization tool enhance usability by providing an intuitive 
convey how an attack , intrusion , etc. propagates through the way to present the results of continuous subgraph matching 
computers of a network . To detect the cyber attack associ queries . 
ated with the query graph , a computer system can search for For dynamic data sets , continuous execution of queries 
instances of the query graph ( that is , search for matches ) can be more efficient than periodic execution of queries . For 
within a larger graph ( data graph ) that represents computer 35 example , a query may seek to find an attack pattern that 
network traffic . This process is an example of a “ subgraph manifests itself over a period of 24 hours . Suppose updates 
matching query " ( or , for brevity , simply " subgraph match for a data graph ( e.g. , new edges ) arrive every fifteen 
ing ” ) . In the data graph , vertices can represent actual minutes . For periodic execution of the query , a 24 - hour , 
instances of machines , IP addresses , or other network enti windowed representation is constructed for the data graph , 
ties , and edges can represent monitored messages , commu- 40 and the query is completely re - executed over the newly 
nications , etc. between the network entities . constructed , windowed representation every 15 minutes . 
A variety of challenges exist in employing query graphs Continuous queries can mitigate the inherent redundancy 

to detect cyber attacks , which has limited their practical and inefficiency of such periodic queries . For a continuous 
utility . First and foremost , identifying matches of a query query ( e.g. , a continuous subgraph matching query ) , a 
graph within a data graph can be quite demanding in terms 45 network analysis tool can perform incremental processing in 
of computing resources . A typical data graph may include which only the newest updates to a dynamic graph ( e.g. , 
millions ( or even billions ) of edges , and finding the query over the last 15 minutes in the preceding example ) and a 
graph can be a time - consuming , memory - intensive process . limited amount other relevant data ( e.g. , for vertices / edges 
In addition , in many use case scenarios , the goal is to find proximate the newest updates in a 24 - hour window , in the 
matches of a query graph in a timely manner , even as the 50 preceding example ) are processed to find updated results of 
data graph changes dynamically with streaming updates to 
include new edges ( and even vertices ) . Further , patterns of According to one aspect of the innovations described 
communication and the status of machines in the network herein , a computer system that implements a network analy 
may change over time . Both long - term trends and recent sis tool includes multiple nodes , with each of the nodes 
trends are important to detect . To identify long - term trends 55 including multiple processing cores as well as memory 
and recent trends , a data graph can be maintained over a long addressed according to a global address space . The nodes 
time window while , on a continuous basis , new edges are are , collectively , configured to perform various operations 
added to the windowed representation and old edges are for the network analysis tool . The network analysis tool 
removed from the windowed representation . Another chal receives , as part of one or more streams of updates , infor 
lenge is identifying partial matches of a query graph in a 60 mation that indicates additions to a data graph ( graph 
dynamic data graph , such that a nascent cyber attack may be structured data ) . The data graph includes vertices and edges 
detected before a complete instance of the query graph between the vertices . The network analysis tool performs a 
appears in the data graph . To this end , a query graph can be continuous query process to identify complete matches , if 
decomposed into multiple query subgraphs , which represent any , of a query graph within the data graph . The continuous 
portions of the query graph . A computer system can search 65 query process uses multithreading with tasks executable in 
for instances of query subgraphs within a data graph . In parallel on at least some of the processing cores of the nodes . 
addition to the same challenges of providing timely results Examples of operations performed as part of the continuous 

the query 
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query process are described below . Finally , the network by a search threshold , in which case , for a given one of the 
analysis tool outputs results of the continuous query process new edges of the data graph , the conditional searching can 
( e.g. , indications of complete matches , if any , of the query depend on whether corresponding indicators ( for affected 
graph within the data graph and / or new sets of partial vertices directly connected to the given new edge ) indicate 
matches ) . 5 activity within the time window at the vertices connected to 

For example , the continuous query process can include the given new edge . 
operations to ( 1 ) update the data graph based on additions to The continuous query process can also include pruning 
the data graph , thereby adding new edges to the edges of the the data graph to remove one or more of the edges and / or one 
data graph ; ( 2 ) search for new sets of partial matches of or more of the vertices of the data graph . For example , the 
query subgraphs of the query graph at the new edges of the 10 network analysis tool determines which of the edges of the 
data graph ; and ( 3 ) conditionally perform , based at least in data graph are outside a time window defined by a pruning 
part on evaluation of a condition , join operations between ( a ) threshold , and the pruning removes any of the edges of the 
partial matches from the new sets of partial matches and ( b ) data graph that are outside the time window defined by the 
partial matches from cumulative sets of partial matches . The pruning threshold . As another example , the network analysis 
condition can be whether affected vertices of the data graph 15 tool determines which of the vertices of the data graph are 
for the partial matches from the cumulative sets of partial attached to none of the edges of the data graph , and the 
matches have been updated within a time window defined by pruning removes any of the vertices of the data graph that 
a join threshold . In this way , the continuous query process are not attached to any of the edges of the data graph . In this 
can limit join operations to active vertices ( that is , those way , old information can be “ aged out ” of the data graph . 
within the time window defined by the join threshold ) , 20 When searching for partial matches , the searching can 
which are more likely to lead to complete matches of the check for partial matches of each unique query subgraph 
query graph ( or at least more complete partial matches ) . For ( among the query subgraphs of the query graph ) at the new 
example , for a given partial match from one of the cumu edges of the data graph . Or , as part of a lazy searching 
lative sets of partial matches , for the evaluation of the process , the searching can check , at the new edges of the 
condition , the network analysis tool determines whether the 25 data graph , for partial matches of only a top - selectivity 
affected vertices for the given partial match have been query subgraph and any other query subgraph , among the 
updated within the time window defined by the join thresh query subgraphs , that furthers progress of a previous partial 
old . If so , the network analysis tool performs one of the join match towards completion . 
operations between the given partial match ( from one of the Depending on implementation , various operations of the 
cumulative sets ) and a partial match from one of the new sets 30 continuous query process can be parallelized . In some 
of partial matches . Otherwise , the network analysis tool example implementations , when the data graph is updated , 
skips the performing one of the join operations between the different instances of tasks are executable in parallel for 
given partial match ( from one of the cumulative sets ) and the different batches of the additions the data graph . In some 
partial match from one of the new sets of partial matches . example implementations , when searching for new sets of 
For the evaluation of the condition , the affected vertices for 35 partial matches , different instances of tasks are executable in 
the given partial match can be all vertices of the given partial parallel for different edges of the new edges of the data 
match or a subset of vertices of the given partial match . graph . When conditionally performing join operations , the 
As another example , the continuous query process can network analysis tool can , for a given one of the new sets of 

include operations to ( 1 ) update the data graph based on partial matches and a corresponding one of the cumulative 
additions to the data graph , thereby adding new edges to the 40 sets of partial matches , ( 1 ) map at least some of the given 
edges of the data graph ; ( 2 ) conditionally search , based at new set of partial matches and at least some of the corre 
least in part on evaluation of a condition , for new sets of sponding cumulative set of partial matches to a sequence of 
partial matches of query subgraphs of the query graph at the key - value pairs ; ( 2 ) aggregate the key - value pairs to produce 
new edges of the data graph ; and ( 3 ) conditionally perform groups of the key - value pairs organized by key ; and ( 3 ) 
join operations between partial matches from the new sets of 45 reduce the respective groups of key - value pairs . In this case , 
partial matches and partial matches from cumulative sets of in some example implementations , for the mapping , differ 
partial matches . For the conditional searching , the condition ent instances of tasks are executable in parallel for different 
can depend on vertex - level summary metadata for at least partial matches of the given new set of partial matches and 
some of the vertices of the data graph . The vertex - level the corresponding cumulative set of partial matches . Further , 
summary metadata can include various types of information , 50 for the reducing , different instances of tasks are executable 
which can permit the network analysis tool to selectively in parallel for different groups among the groups of the 
perform search operations . For example , the vertex - level key - value pairs . Depending on implementation , the condi 
summary metadata can include indicators of temporal activ tion that is evaluated when conditionally performing join 
ity , in which case , for a given one of the new edges of the operations can be evaluated before the mapping , during the 
data graph , the conditional searching can depend on whether 55 mapping , or during the reducing . In any case , the condition 
corresponding indicators ( for affected vertices directly con indicates whether the network analysis tool should attempt 
nected to the given new edge ) indicate at least a threshold any join operation at all between a pair of partial matches 
level of activity at the vertices connected to the given new ( one from a new set , and the other from a cumulative set ) . 
edge . As another example , the vertex - level summary meta The network analysis tool can be used in various use case 
data can include indicators of range of relations , in which 60 scenarios . For example , in the context of computer network 
case , for a given one of the new edges of the data graph , the security , the network analysis tool receives information that 
conditional searching can depend on whether corresponding indicates additions to a data graph ( graph - structured data ) as 
indicators ( for affected vertices directly connected to the part of one or more streams of updates from one or more 
given new edge ) indicate at least a threshold range of network traffic monitors . In this context , the query graph 
relations for the vertices connected to the given new edge . 65 represents a target pattern of intrusion or attack in a com 
As another example , the vertex - level summary metadata can puter network , the vertices of the data graph represent 
include indicators of updates within a time window defined network entities selected from the group consisting of 
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machines ( having IP addresses or other network addresses ) , ous query process ( e.g. , for lazy searching ) , and save , in 
services , and applications , and the edges of the data graph association with the SJ tree , an indication of which of the 
represent communications between the network entities . Or , query subgraphs is to be searched first during the continuous 
in the context of social media analysis , the network analysis query process . The query graph building tool can also 
tool receives information that indicates additions to a data 5 present , on a display screen , results of searching for the 
graph ( graph - structured data ) as part of one or more streams query graph within a data graph . The results can indicate 
of updates from one or more event monitors . In this context , complete matches , if any , of the query graph as well as 
the query graph represents a target pattern of relationships in partial matches of one or more of the query subgraphs . The 
a social media network , the vertices of the data graph query graph building tool can receive user input that changes 
represent social media entities selected from the group 10 which of the query subgraphs is to be searched first during 
consisting of users , services , and items , and the edges of the the continuous query process and , based on the user input , 
data graph represent relationships ( such as friend , likes , adjust the indication of which of the query subgraphs is to 
follows , etc. ) between the social media entities . Or , in the be searched first during the continuous query process . 
context of link analysis , the network analysis tool receives The query graph building tool can be used in various use 
information that indicates additions to a data graph ( graph- 15 case scenarios . For example , in the context of computer 
structured data ) as part of one or more streams of updates network security , the query graph represents a target pattern 
from one or more link monitors . In this context , the query of intrusion or attack in a computer network , the vertices of 
graph represents a target pattern of links in a set of docu the query graph represent network entities selected from the 
ments ( e.g. , Web pages , blog posts ) , the vertices of the data group consisting of machines ( having IP addresses or other 
graph represent the respective documents , and the edges of 20 network addresses ) , services , and applications , and the 
the data graph represent links between the documents . edges of the query graph represent communications between 
Alternatively , the network analysis tool is used in some other the network entities . Or , as another example , in the content 
use case scenario . of social media analysis , the query graph represents a target 

According to another aspect of the innovations described pattern of relationships in a social media network , the 
herein , a query graph building tool simplifies the process of 25 vertices of the query graph represent social media entities 
generating query graphs , for use in execution of continuous selected from the group consisting of users , services , and 
subgraph matching queries on graph - structured data . The items , and the edges of the query graph represent relation 
query graph building tool receives user input that indicates ships between the social media entities . Or , as another 
a selection , from a library of multiple available templates , of example , in the context of link analysis , the query graph 
a template for a query graph . For example , the different 30 represents a target pattern of links in a set of documents , the 
available templates can represent different patterns for net vertices of the query graph represent the respective docu 
work intrusions or other cyber attacks , different social media ments , and the edges of the query graph represent links 
filters , or other target patterns . In any case , the query graph between the documents . Alternatively , the query graph 
can include vertices , attributes of the vertices , edges building tool is used in some other use case scenario . 
between the vertices , and attributes of the edges for a target 35 According to another aspect of the innovations described 
pattern . herein , during execution of continuous subgraph matching 

In response to the user input , the query graph building tool queries on graph - structured data , a results visualization tool 
loads the template for the query graph . The query graph receives information that indicates complete matches , if any , 
building tool renders for display graphical indications of the of a query graph within the data graph . The data graph 
vertices , attributes of the vertices , edges , and attributes of 40 includes vertices and edges between the vertices . The query 
the edges of the query graph . A given one of the attributes graph includes query subgraphs . The visualization tool also 
of the vertices or edges of the query graph can have a receives information that indicates partial matches of the 
wildcard value ( so that it matches anything ) or a specific query subgraphs within the data graph . The visualization 
value . tool renders for display , and presents on a display screen , a 

The query graph building tool receives user input that 45 match graphic that depicts at least some of the vertices and 
indicates one or more changes to the query graph . In at least some of the edges of the data graph , the complete 
response , the query graph building tool changes the query matches ( if any ) , and the partial matches . For the partial 
graph based on the user input . For example , the query graph matches , the rendering depends on extent of progress ( or 
building tool adds one or more new vertices , removes one or maturity ) towards completion . For example , for the partial 
more vertices , adds one or more new edges , removes one or 50 matches , color in the match graphic can depend on the extent 
more edges , changes one or more attributes of vertices , of progress towards completion . As another example , for the 
and / or changes one or more of attributes of edges of the partial matches , the rendering can depend at least in part on 
query graph . The query graph building tool saves the query selectivity of associated query subgraph . The visualization 
graph , including the query subgraphs organized as the tool can repeat these operations as the data graph changes . 
subgraph join ( “ SJ ” ) tree . The visualization tool can render for display , and present 
The query graph building tool can present , on a display on a display screen in conjunction with the match graphic , 

screen , results of searching for the query graph within a data a progress graphic that depicts vertices of an SJ tree for the 
graph . The results can indicate complete matches , if any , of query graph . The rendering the progress graphic can depend 
the query graph as well as partial matches of one or more of at least in part on counts of matches for the vertices of the 
the query subgraphs . After that , the query graph building 60 SJ tree . For example , for the vertices of the SJ tree , color 
tool can receive user input that indicates one or more new and / or size in the progress graphic can depend on the counts 
changes to the query graph and , in response to the user input , of the matches for the vertices of the SJ tree . 
change the query graph . The visualization tool can present the match graphic in an 

The query graph building tool generates query subgraphs abstract view . Or , the visualization tool can selectively 
organized as an SJ tree for the query graph . The query graph 65 composite the match graphic over a geo - spatial map view in 
building tool can receive user input that specifies which of which the vertices of the data graph are depicted at different 
the query subgraphs is to be searched first during a continu physical locations . 

55 
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The visualization tool can be used in various use case FIG . 12 is a flowchart illustrating a generalized technique 
scenarios . For example , in the context of computer network for query graph building from a template , for use in execu 
security , the query graph represents a target pattern of tion of continuous subgraph matching queries on graph 
intrusion or attack in a computer network , the vertices of the structured data . 
query graph and data graph represent network entities 5 FIGS . 13 and 14 are diagrams illustrating features of a 
selected from the group consisting of machines ( having IP user interface for an example query graph building tool . 
addresses or other network addresses ) , services , and appli FIG . 15 is a flowchart illustrating a generalized technique 
cations , and the edges of the query graph and data graph for visualization of results with rendering of partial matches 
represent communications between the network entities . Or , that depends on extent of progress towards completion , 
as another example , in the content of social media analysis , 10 during execution of continuous subgraph matching queries 
the query graph represents a target pattern of relationships in on graph - structured data . 
a social media network , the vertices of the query graph and FIG . 16 is a diagram illustrating features of a user 
data graph represent social media entities selected from the interface of an example results visualization tool . 
group consisting of users , services , and items , and the edges 
of the query graph and data graph represent relationships 15 DETAILED DESCRIPTION 
between the social media entities . Or , as another example , in 
the context of link analysis , the query graph represents a The detailed description presents various innovative fea 
target pattern of links in a set of documents , the vertices of tures of a network analysis tool that performs continuous 
the query graph and data graph represent the respective subgraph matching queries . The network analysis tool facili 
documents , and the edges of the query graph and data graph 20 tates monitoring and analysis of computer network traffic , 
represent links between the documents . Alternatively , the social media events , or other streams of data represented as 
visualization tool is used in some other use case scenario . graph - structured data in order to identify emerging trends . 

The innovations can be implemented as part of a method , The detailed description also presents various innovative 
as part of a computing system adapted to perform the features of a query graph building tool and results visual 
method , or as part of tangible computer - readable media 25 ization tool . 
storing computer - executable instructions for causing a com In the context of computer network security , the network 
puting system to perform the method . The various innova analysis tool can be used to identify emerging network 
tions can be used in combination or separately . The forego intrusions and other threats in a computer network . Com 
ing and other objects , features , and advantages of the puter network data can be modeled as a dynamic data graph , 
invention will become more apparent from the following 30 with vertices representing host machines or other network 
detailed description , which proceeds with reference to the entities , and edges representing messages or other commu 
accompanying figures . nication between the network entities . Different patterns , 

represented as query graphs , can be defined for different 
BRIEF DESCRIPTION OF THE DRAWINGS types of trends in the computer network data . For example , 

35 different query graphs can be defined for specific types of 
FIG . 1 is a diagram of an example computer system in cyber attacks such as network scans , reflector attacks , flood 

which some described embodiments can be implemented . attacks , viruses , worms , etc. The network analysis tool 
FIG . 2 is a block diagram illustrating an example software supports query matching that considers attributes such as 

architecture that includes a query graph building tool , a host names , IP addresses , transport protocols , ports , packet 
network analysis tool , and a results visualization tool . 40 sizes , machine types , and message types . By some reports , 
FIG . 3 is a diagram illustrating an example of subgraph up to 90 % of network intrusions and attacks follow ten 

isomorphism between a query graph and a data graph . common attack patterns . By representing those ten common 
FIG . 4 is a diagram illustrating an example of decompo attack patterns with a small set of query graphs and search 

sition of a query graph into multiple query subgraphs ing for those query graphs in continuous subgraph matching 
organized as an SJ tree . 45 queries , a network analysis tool can detect the vast majority 
FIGS . 5a and 5b are pseudocode listings that illustrate of network intrusions and attacks . A sophisticated attacker 

example processes of dynamic graph searching and SJ tree may attempt to evade detection by hiding or camouflaging 
updating in a serial implementation . the source or origin of an attack , but the overall pattern of 
FIG . 6 is a diagram illustrating an example architecture behavior can still be detected over time by the network 

for continuous subgraph matching query processing in a 50 analysis tool . Further , forcing the attacker to adapt imposes 
distributed computer system that includes a cluster of mul costs on the attacker . 
tiple nodes . A query graph represents a target pattern for matching in 

FIG . 7 is a diagram illustrating example data structures for a data graph . More formally , a query graph can be modeled 
storing a dynamic data graph in memory addressed accord as a temporal , multi - dimensional , directed multi - graph . A 
ing to a global address space . 55 query graph can be quite complex , potentially including 
FIGS . 8a and 8b are pseudocode listings that illustrate many vertices and edges in repeating internal structures 

example processes of parallel SJ tree updates and parallel and / or non - repeating arrangements . If a query graph is 
hash - based join operations for execution of continuous simple , the query graph is easier for a user to understand . To 
subgraph matching queries on graph - structured data in a be useful , however , a query graph should capture enough of 
distributed computer system . 60 the unique structure of the target pattern to identify instances 
FIG . 9 is a diagram illustrating an example of updates to of the target pattern without incorrectly flagging normal data 

an SJ tree . events . 
FIG . 10 is a flowchart illustrating a generalized technique Searching for a complete match of a query graph can be 

for execution of continuous subgraph matching queries on a computationally - intensive process , especially for a con 
graph - structured data , and FIGS . 11a and 11b are flowcharts 65 tinuous query . To reduce computational load , the network 
illustrating example continuous query processes during the analysis tool can decompose a query graph into multiple 
continuous subgraph matching queries . query subgraphs , which provide smaller search patterns as 
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constituents of the query graph . Intuitively , matches of the query subgraphs that only rarely lead to a complete match 
smaller search patterns for the query subgraphs ( partial can be de - prioritized for searching , and rare query subgraphs 
matches ) signify precursor events that emerge in a data that more consistently lead to a complete match can be 
graph before a complete match of a query graph emerges . prioritized for searching . 

In some example implementations , a subgraph join ( “ SJ ” ) 5 The set of edges in a data graph represents communica 
tree organizes the query subgraphs of a query graph . For tions , interactions , or relationships between entities repre example , the SJ tree is implemented as a binary tree that sented by the vertices of the data graph . A data graph can successively divides a query graph into two child query represent data within a particular time window . In some subgraphs . One or more specific vertices , which occur in example implementations , the network analysis tool consid each of the child subgraphs , provide a join point between the 10 ers updates to a data graph , even when those updates are two child query subgraphs . The root vertex of the SJ tree " live " updates streamed at high data rates and almost in real represents the complete query graph , and each descending 
level decomposes the query graph ( or a section thereof ) into time . In this way , batches of new vertices and edges can be 
two child query subgraphs . Decomposition of the query added to a data graph . Concurrently , old vertices and edges 
graph can continue to an arbitrary number of levels . In 15 can be pruned from the data graph . Thus , within a time 
example scenarios , decomposition is stopped when a " primi window , the size of a dynamic data graph may grow as new 
tive ” pattern is reached that is small enough , and discrimi vertices and edges are added , and shrink as old vertices and 
native enough , to be found efficiently in a data graph to edges are removed . The resulting data graph can include 
signify an exact match of a query subgraph . As precursor millions , or even billions , of edges . By effectively searching 
events ( partial matches ) are detected in the data graph for 20 for query subgraphs within the large , dynamic data graph on 
query subgraphs of a query graph , they are associated with a continuous basis , the network analysis tool can identify 
the corresponding vertices of the SJ tree for that query target patterns ( e.g. , for intrusions or other threats ) in a 
graph . timely manner . The network analysis tool can identify new 

Partial matches may be joined to other , previously occur partial matches for query subgraphs , and extend previous 
ring partial matches to signify larger matches . Specifically , 25 partial matches , as the data graph grows and evolves . When 
partial matches for sibling query subgraphs in the SJ tree a node or edge is removed from the data graph due to aging , 
may be combined to form a larger partial match ( or complete any partial match that contains the removed node or edge is 
match ) higher in the SJ tree . For two partial matches of removed from the sets of partial matches in an SJ tree . Child 
sibling query subgraphs to be joined , the partial matches partial matches of the removed partial match may still be 
have matching vertice ( s ) at their join point . The two partial 30 present in the SJ tree , however , since they are independently 
matches connect at their join point to construct the larger retained at the lower level of the SJ tree . 
partial match , which is stored and tracked as a new partial In some example implementations , the network analysis 
match in the SJ tree . The lower level sibling partial matches tool can even track the emergence of small patterns for query 
are retained , as they may continue to be joined in later subgraphs as they appear in a dynamic data graph , without 
operations as more partial matches emerge , even if the larger 35 previous registration of a query graph that includes the query 
partial match is removed . Matches that occur higher in the subgraphs . In this way , the network analysis tool can identify 
SJ tree indicate a higher probability that the complete target zero - day exploits or other previously unidentified patterns . 
pattern ( for the query graph ) is occurring . By limiting exact In particular , the system may be seeded with hints to look for 
subgraph matching to small , discriminative patterns and small patterns that involve rare events ( based on statistics 
using the SJ tree to incrementally grow partial matches , the 40 collected in training ) , critical resources ( such as an authen 
network analysis tool can efficiently grow partial matches tication server , domain name server , database , etc. ) , or 
into complete matches for query graphs . specific entities ( e.g. , host machines ) that are designated as 
A continuous query runs continuously over time ( at least engaging in suspicious or anomalous behavior . When seeded 

logically ) on a data set , even as that data set is dynamically small patterns are found in a data graph , the small patterns 
updated . A continuous query is typically “ registered into a 45 can be tracked and monitored within SJ trees . Query sub 
network analysis tool , and then executed in a data - driven graphs for small patterns can be joined based on specific 
fashion against a data set . That is , even if the continuous criteria such as growth beyond a threshold size , incorpora 
query does not , strictly speaking , execute without interrup tion of critical resources , or detection of a significant inter 
tion on the data set , the continuous query is logically action or communication . Initial seeded patterns may have 
continuous in that it continues execution as streams of 50 confidence scores that are based on collected statistics or 
updates are added to the data set and / or old data is removed assigned by a user . The confidence scores may propagate 
from the data set , without restarting the continuous query . In upward through an SJ tree , until a complete pattern for a 
some example implementations , the data set is organized as query graph emerges . 
graph - structured data . The network analysis tool can be implemented in a 

In some example implementations , the network analysis 55 distributed computer system to utilize additional resources 
tool performs continuous query processes that prioritize for subgraph query matching . Various innovations for par 
certain query subgraphs when searching a data graph . This allelized , distributed subgraph query matching are described 
can speed up processing , especially for a large , dynamic data below . 
graph . The network analysis tool can determine which query The network analysis tool can provide mechanisms for 
subgraphs to prioritize for so - called “ lazy searching ” based 60 users to vet tracked patterns so as to improve analysis and 
on collected statistics about the frequency of different ver performance . In particular , the network analysis tool permits 
tices and edges of a query graph . Confidence scores can be users to eliminate benign patterns from being monitored and 
computed for partial matches of query subgraphs repre assessed . 
sented in an SJ tree through training on a representative set The network analysis tool can include a query graph 
of data , so as to measure frequencies of occurrence for the 65 building tool and / or a results visualization tool . Or , the 
respective query subgraphs as precursors of complete network analysis tool , query graph building tool , and visu 
matches for the query graph . Thus , for example , common alization tool can be separate tools . 
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The query graph building tool provides an interactive tool graph can include vertices that represent services , applica 
for building query graphs starting from templates , for use in tions , sensors , or other network entities , with edges indicat 
execution of continuous subgraph matching queries on ing communications between such network entities . In this 
graph - structured data . A template can provide initial pattern use case scenario , network traffic data can be provided in a 
for a type of query graph . A user can then change the initial 5 IPFIX format , Netflow format , or other format as streams of 
pattern to add or remove vertices , add or remove edges , updates from network traffic monitors . In addition to net 
and / or change attributes in order to adapt the initial pattern work traffic data from traffic monitors , streams of updates to 
for use as a query graph . The visualization tool can present a data graph can be provided from other types of monitors 
to the user results of searching for the query graph in a data ( sources ) , such as an event log , a host scan log , a firewall 
graph . Based on this feedback , the user can further modify 10 log , or anti - malware report . This potentially enriches the 
the query graph in the query graph building tool . In this way , data graph by providing different attributes that can be used 
the user can evaluate the performance of different target during a continuous query process . That is , in addition to 
patterns for query graphs in detecting events of interest . attributes based on network traffic data , a query graph can 
Various innovations for the user interface of a query graph include attributes based on data provided by the diverse 
building tool are described below . 15 types of monitors . 

During the execution of continuous subgraph matching In other use case scenarios , a network analysis tool 
queries on graph - structured data , the results visualization performs subgraph pattern matching for social media analy 
tool can show emerging and evolving patterns in a dynamic sis . A data graph can represent data from a social network . 
data graph , along with a visualization of the SJ tree for a For example , a data graph can include vertices that represent 
query graph . The depiction of the SJ tree can show statistics 20 persons , items , services , or other entities , with edges indi 
that indicate the level of matching for the respective query cating relationships ( such as friend , likes , follows , etc. ) 
subgraphs . A matching score can be computed based on between entities . Or , edges can indicate propagation ( shar 
where a match occurs in the SJ tree . The matching score can ing ) of information between entities . In this scenario , graph 
quantify , for example , the count of edges in the query data can be provided as streams of updates from one or more 
subgraph as a proportion of the count of edges in the query 25 event monitors for the social network . 
pattern . Various innovations for the user interface of a results In still other use case scenarios , a network analysis tool 
visualization tool are described below . performs subgraph pattern matching for link analysis . A data 

In the examples described herein , identical reference graph can represent link data . For example , a data graph can 
numbers in different figures indicate an identical component include vertices that represent books , papers , other publica 
or module . Depending on context , a given component or 30 tions , Web pages , blog posts or other media items , with 
module may accept a different type of information as input edges indicating links ( e.g. , hyperlinks , citations ) from one 
and / or produce a different type of information as output . media item to another media item . 
More generally , various alternatives to the examples Alternatively , a network analysis tool performs subgraph 
described herein are possible . For example , some of the matching queries in another use case scenario that involves 
methods described herein can be altered by changing the 35 streams of data with semantic information ( providing attri 
ordering of the method acts described , by splitting , repeat butes for vertices and edges ) and connectivity information 
ing , or omitting certain method acts . The various aspects of ( for edges between vertices , which represent entities ) . 
the disclosed technology can be used in combination or In some example scenarios , vertices and edges of a data 
separately . For example , the network analysis tool can be graph are homogeneous . That is , the data graph includes one 
used by itself or in combination with the query graph 40 type of vertices ( e.g. , all vertices represent host machines ; all 
building tool and / or visualization tool . Different embodi vertices represent persons ) and one type of edges ( e.g. , all 
ments use one or more of the described innovations . Some edges represent the same type of packets between host 
of the innovations described herein address one or more of machines ; all edges represent relationships between per 
the problems noted in the background . Typically , a given sons ) . In typical scenarios , however , vertices of a data graph 
technique / tool does not solve all such problems . 45 are heterogeneous and / or edges of the data graph are het 
I. Use Case Scenarios erogeneous . That is , the data graph is composed of different 

Innovations in subgraph pattern matching as described vertex types and / or different edge types . 
herein can be used in various use case scenarios . In general , II . Example Computer Systems 
a network analysis tool searches for one or more query FIG . 1 illustrates a generalized example of a computing 
graphs ( including query subgraphs ) in a data graph as the 50 system ( 100 ) in which several of the described innovations 
data graph dynamically evolves . As used herein , the term may be implemented . The computing system ( 100 ) is not 
“ network analysis tool ” indicates an analysis tool used to intended to suggest any limitation as to scope of use or 
analyze any type of data represented in a data graph for a functionality , as the innovations may be implemented in 
network of entities , whether that data is computer network diverse computing systems , including special - purpose com 
traffic , social media relationships , links between documents , 55 puting systems adapted for network analysis . 
or other data . The data graph includes graph - structured data With reference to FIG . 1 , the computing system ( 100 ) 
( organized as vertices and edges between vertices ) and is includes one or more processing units ( 110 , 115 ) and 
updated in response to streams of updates . In general , a memory ( 120 , 125 ) . The processing units ( 110 , 115 ) execute 
stream of updates to a data graph is a time series of updates computer - executable instructions . A processing unit can be 
to the data graph . 60 a central processing unit ( “ CPU ” ) , processor in an applica 

In some use case scenarios , a network analysis tool tion - specific integrated circuit ( " ASIC " ) or any other type of 
performs subgraph pattern matching for network intrusion processor . In a multi - processing system , multiple processing 
detection or other network security analysis . A data graph units execute computer - executable instructions to increase 
can represent network traffic data from a computer network . processing power . For example , FIG . 1 shows a central 
For example , a data graph can include vertices that represent 65 processing unit ( 110 ) as well as a graphics processing unit or 
host machines ( having IP addresses ) , with edges indicating co - processing unit ( 115 ) . The tangible memory ( 120 , 125 ) 
communications between the host machines . Or , a data may be volatile memory ( e.g. , registers , cache , RAM ) , 
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non - volatile memory ( e.g. , ROM , EEPROM , flash memory , of special - purpose hardware and / or hardware with software 
etc. ) , or some combination of the two , accessible by the implementing the functionality described herein . The dis 
processing unit ( s ) . The memory ( 120 , 125 ) stores software closed methods can be implemented using specialized com 
( 180 ) implementing one or more innovations for perfor puting hardware configured to perform any of the disclosed 
mance and usability enhancement for continuous subgraph 5 methods . For example , the disclosed methods can be imple 
matching query processing on graph - structured data , in the mented by an integrated circuit ( e.g. , an ASIC such as an 
form of computer - executable instructions suitable for execu ASIC digital signal processor ( “ DSP ' ) , a graphics process 
tion by the processing unit ( s ) . ing unit ( “ GPU ” ) , or a programmable logic device ( “ PLD ” ) , 
A computing system may have additional features . For such as a field programmable gate array ( “ FPGA ” ) ) spe 

example , the computing system ( 100 ) includes storage 10 cially designed or configured to implement any of the 
( 140 ) , one or more input devices ( 150 ) , one or more output disclosed methods . 
devices ( 160 ) , and one or more communication connections For the sake of presentation , the detailed description uses 
( 170 ) . An interconnection mechanism ( not shown ) such as a terms like " determine ” and “ use ” to describe computer 
bus , controller , or network interconnects the components of operations in a computing system . These terms denote 
the computing system ( 100 ) . Typically , OS software ( not 15 operations performed by a computer , and should not be 
shown ) provides an operating environment for other soft confused with acts performed by a human being . The actual 
ware executing in the computing system ( 100 ) , and coordi computer operations corresponding to these terms vary 
nates activities of the components of the computing system depending on implementation . 
( 100 ) III . Example Architecture for Distributed Continuous Sub 
The tangible storage ( 140 ) may be removable or non- 20 graph Matching Queries on Graph - Structured Data 

removable , and includes magnetic disks , magnetic tapes or FIG . 2 shows an example software architecture ( 200 ) in 
cassettes , CD - ROMs , DVDs , or any other medium which which a continuous subgraph matching query tool ( 210 ) is 
can be used to store information and which can be accessed configured to generate a query graph ( 230 ) , maintain and 
within the computing system ( 100 ) . The storage ( 140 ) stores update a dynamic data graph ( 250 ) ( that is , graph - structured 
instructions for the software ( 180 ) implementing one or 25 data , which is updated to incorporate streams of updates , 
more innovations for performance and usability enhance prune old data , etc. ) , search for matches of the query graph 
ment for continuous subgraph matching query processing on ( 230 ) and its associated query subgraphs in the dynamic data 
graph - structured data . graph ( 250 ) , and present results ( 270 ) of continuous sub 

The input device ( s ) ( 150 ) may be a touch input device graph matching queries . The architecture ( 200 ) supports 
such as a keyboard , mouse , pen , or trackball , a voice input 30 operations in a distributed computer system that includes a 
device , a scanning device , touchscreen , or another device cluster of multiple nodes , which share memory ( 240 ) 
that provides input to the computing system ( 100 ) . The addressed according to a global address space . FIG . 2 shows 
output device ( s ) ( 160 ) may be a display , printer , speaker , a query graph building tool ( 220 ) , network analysis tool 
CD - writer , or another device that provides output from the ( 260 ) , and results visualization tool ( 280 ) as being collo 
computing system ( 100 ) . 35 cated , but the building tool ( 220 ) , network analysis tool 

The communication connection ( s ) ( 170 ) enable commu ( 260 ) , and visualization tool ( 280 ) can instead be located at 
nication over a communication medium to another comput different nodes . Further , although FIG . 2 shows the network 
ing entity . The communication medium conveys information analysis tool ( 260 ) at a single node , operations of the 
such as computer - executable instructions or other data in a network analysis tool ( 260 ) can be distributed among mul 
modulated data signal . A modulated data signal is a signal 40 tiple nodes . A computer system ( e.g. , smartphone , tablet 
that has one or more of its characteristics set or changed in computer , personal computer , or other computing system ) 
such a manner as to encode information in the signal . By can execute software organized according to the architecture 
way of example , and not limitation , communication media ( 200 ) . 
can use an electrical , optical , RF , or other carrier . The architecture ( 200 ) includes an operating system 

The innovations can be described in the general context of 45 ( " OS " ) ( 290 ) and continuous subgraph matching query tool 
computer - readable media . Computer - readable media are any ( 210 ) that uses services of the OS ( 290 ) . In FIG . 2 , the OS 
available tangible media that can be accessed within a ( 290 ) includes components for rendering ( e.g. , rendering 
computing environment . By way of example , and not limi visual output to a display ) , components for networking , and 
tation , with the computing system ( 100 ) , computer - readable components for input processing . Other components of the 
media include memory ( 120 , 125 ) , storage ( 140 ) , and com- 50 OS ( 290 ) are not shown . In general , the OS ( 290 ) is 
binations of any of the above . configured to manage user input functions , output functions , 

The innovations can be described in the general context of storage access functions , network communication functions , 
computer - executable instructions , such as those included in and other functions for the computing system . The OS ( 290 ) 
modules , being executed in a computing system on a target provides access to such functions to the continuous subgraph 
real or virtual processor . Generally , modules include rou- 55 matching query tool ( 210 ) and other software running on the 
tines , programs , libraries , objects , classes , components , data computing system . 
structures , etc. that perform particular tasks or implement A networking module ( 292 ) of the OS ( 290 ) is configured 
particular abstract data types . The functionality of the mod to receive one or more streams of updates to a data graph . 
ules may be combined or split between modules as desired For example , in the context of computer network security , 
in various embodiments . Computer - executable instructions 60 the networking module ( 292 ) is configured to receive , as part 
for modules may be executed within a local or distributed of one or more streams ( time series ) of updates , network 
computing system . flow information from one or more network probes of a 

The terms “ system ” and “ device ” are used interchange computer network in an IPFIX format , Netflow format , or 
ably herein . Unless the context clearly indicates otherwise , other format . Or , in another context , the OS ( 290 ) is con 
neither term implies any limitation on a type of computing 65 figured to receive streams of update data from some other 
system or device . In general , a computing system or device type of event monitors . The networking module ( 292 ) acts as 
can be local or distributed , and can include any combination a collector of messages that include the update data . The 
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networking module ( 292 ) can provide the updates for the process , the multiple query subgraphs and SJ tree are also 
data graph to the data graph updater ( 262 ) of the network passed to the network analysis tool ( 260 ) . 
analysis tool ( 260 ) by passing the messages . Or , the net The statistics collector ( 228 ) is configured to receive 
working module ( 292 ) can extract the update data from the statistics ( 266 ) from the network analysis tool ( 260 ) ( or 
messages and provide the update data directly to the data 5 visualization tool ( 280 ) ) that describe results of continuous 
graph updater ( 262 ) . The networking module ( 292 ) is con subgraph matching query processing that uses the query 
figured to send requests to event monitors ( such as network graph ( 230 ) . The building tool ( 220 ) can present the statis 
probes ) and / or send replies to event monitors , regarding the tics ( 266 ) in a user interface . Statistics ( 266 ) for the query 
messages that include the update data . graph ( 230 ) and / or its query subgraphs can be compared or 

10 juxtaposed against normative patterns . This may help a user A user generates user input , which can be tactile input 
such as touchscreen input , mouse input , button presses or determine which of the query subgraphs has the most 

discriminatory strength and / or assess how many false posi key presses , or can be voice input . An input processing tives are likely with the query graph ( 230 ) . The query graph module ( 294 ) of the OS ( 290 ) includes functionality for generator ( 224 ) is further configured to receive additional 
recognizing taps , finger gestures , or other input to a touch- 15 user input as feedback , then change the query graph ( 230 ) in 
screen , recognizing commands from voice input , mouse response . In this way , the user can define the query graph 
input , button input or key press input , and creating messages ( 230 ) and its query subgraphs , and then iteratively refine 
that can be used by the continuous subgraph matching query query graph ( 230 ) and its query subgraphs in response to 
tool ( 210 ) . The continuous subgraph matching query tool feedback from the continuous query process . 
( 210 ) listens for UI event messages from the input process- 20 The memory ( 240 ) addressed according to a global 
ing module ( 294 ) . The UI event messages can indicate a address space is configured to store the dynamic data graph 
gesture or tap on a touchscreen , mouse input , key press ( 250 ) . Section V describes example architectures for the 
input , or another UI event ( e.g. , from voice input , directional memory ( 240 ) 
buttons , trackball input ) . If appropriate , the continuous The network analysis tool ( 260 ) includes a data graph 
subgraph matching query tool ( 210 ) can react to the user 25 updater ( 262 ) and a multithreaded continuous subgraph 
input ( or another type of notification ) by making one or more matcher ( 264 ) . The data graph updater ( 262 ) is configured to 
calls to the OS ( 290 ) or performing other processing . For receive one or more streams ( time series ) of updates for the 
example , based on user input , the building tool ( 220 ) can dynamic data graph ( 250 ) and make changes to the dynamic 
modify a query graph , the network analysis tool ( 260 ) can data graph ( 250 ) . For example , the data graph updater ( 262 ) 
start a continuous query process , or the visualization tool 30 is configured to add one or more vertices , add one or more 
( 280 ) can adjust how results are rendered . edges between vertices , and / or modify one or more attri 

The building tool ( 220 ) includes a query graph generator butes ( of edges or vertices ) as indicated in the updates . 
( 224 ) , a query graph optimizer ( 226 ) , and a statistics col Concurrently , the data graph updater ( 262 ) can remove one 
lector ( 228 ) . The query graph generator ( 224 ) is configured or more vertices and / or remove one or more edges after 
to receive and react to user input events . For example , the 35 those vertices / edges have “ aged out of the dynamic data 
query graph generator ( 224 ) reacts to user input that indi graph ( 250 ) . Operations of the data graph updater ( 262 ) can 
cates a selection of a query graph template or previously be executed in parallel with multiple processing cores of the 
created instance of query graph by loading the query graph node at which the network analysis tool ( 260 ) operates . 
( 230 ) for the selected template or instance from the query Also , update operations for the dynamic data graph ( 250 ) 
graph library ( 222 ) . The query graph library ( 222 ) can store 40 can be distributed between different nodes of a cluster of 
multiple available query graph templates as well as previ nodes . Examples of update operations for the dynamic data 
ously - created instances of query graphs . The query graph graph ( 250 ) , including update operations distributed 
generator ( 224 ) is also configured to change the data graph between processing cores at one or more nodes , are 
( 230 ) in reaction to user input that indicates changes to the described below . 
query graph ( 230 ) , such as addition or removal of a vertex , 45 To simplify subsequent analysis , the data graph updater 
addition or removal or an edge , or changes to an attribute of ( 262 ) or networking module ( 292 ) can filter updates for the 
the query graph ( 230 ) . In the context of computer network dynamic data graph ( 250 ) and / or aggregate updates for the 
analysis , the attributes of a vertex can include label , host dynamic data graph ( 250 ) . Filtering can reduce redundancy 
name , machine or address type , IP address , and / or port in the update data . Aggregation can reduce the overall cost 
number . The attributes of an edge can include transport 50 of communication operations . 
protocol , message type , packet length , timestamp , and / or The multithreaded continuous subgraph matcher ( 264 ) is 
order . The query graph ( 230 ) can be saved in the query graph configured to receive the query graph ( 230 ) and search for 
library ( 222 ) and / or passed to the network analysis tool matches of the query graph ( 230 ) and its query subgraphs in 
( 260 ) for use in a continuous query process . Additional the dynamic data graph ( 250 ) , which is dynamically 
examples of operations of the query graph generator ( 224 ) 55 updated . The continuous subgraph matcher ( 264 ) finds 
are described below . instances of complete matches of the query graph ( 230 ) or 

The query graph optimizer ( 226 ) is configured to decom partial matches of one or more query subgraphs of the query 
pose the query graph ( 230 ) into multiple query subgraphs . graph ( 230 ) in the dynamic data graph ( 250 ) . The continuous 
The query graph optimizer ( 226 ) can follow a depth - first subgraph matcher ( 264 ) can work concurrently with the data 
traversal , breadth - first traversal , or statistically - driven tra- 60 graph updater ( 262 ) . For example , when one or more new 
versal of the query graph ( 230 ) to generate the multiple vertices / edges are added to the dynamic data graph ( 250 ) , 
query subgraphs . The query graph optimizer ( 226 ) can also the continuous subgraph matcher ( 264 ) can evaluate whether 
react to user input that affects how the query graph ( 230 ) is the query graph ( 230 ) ( or one or more of its query sub 
decomposed into query subgraphs . The query graph opti graphs ) appears in the dynamic data graph ( 250 ) at the new 
mizer ( 228 ) can create an SJ tree that organizes the query 65 edges / vertices . Operations of the continuous subgraph 
subgraphs . When the query graph ( 230 ) is passed to the matcher ( 264 ) can be executed in parallel with multiple 
network analysis tool ( 260 ) for use in a continuous query processing cores of the node at which the network analysis 
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tool ( 260 ) operates . Also , query operations can be distrib graph G , and the vertices of the data graph Gd such that all 
uted between different nodes of a cluster of nodes . Examples vertex adjacencies are preserved . In some example imple 
of query operations , including query operations distributed mentations , the query graph G , and data graph Ga are 
between processing cores at one or more nodes , are directed graphs , in that each edge has an associated direction 
described below . The network analysis tool ( 260 ) is also 5 from one vertex to another vertex . The matching for the 
configured to provide results ( 270 ) of the continuous query isomorphism accounts for attributes of vertices and edges 
process ( e.g. , information about complete matches , infor the network analysis tool checks whether the attributes for a 
mation about partial matches ) . vertex or edge in the data graph Gd are the same as , or 

The results visualization tool ( 280 ) is configured to qualify as an example of , the attributes ( if any ) specified for 
receive the results ( 270 ) of the continuous query process and 10 a corresponding vertex or edge of the query graph G. A 
render one or more graphics ( such as a match graphic subgraph isomorphism of the query graph G , in the data 
depicting complete matches and partial matches for the graph Gd is a matching that involves a one - to - one corre 
query graph ( 230 ) in the dynamic data graph ( 250 ) and / or a spondence between the vertices of the query graph G , and 
progress graphic depicting frequency of different query the vertices of a subgraph ga of the data graph G? such that 
subgraphs ) based on the results ( 270 ) . Examples of graphics 15 all vertex adjacencies are preserved . The matching for a 
are described below . The visualization tool ( 280 ) is config subgraph isomorphism accounts for attributes of vertices 
ured to call the rendering module ( 296 ) of the OS ( 290 ) . and edges in the data graph G , and query graph Gg . 
A rendering module ( 296 ) of the OS ( 290 ) is configured FIG . 3 shows an example of a subgraph isomorphism 

to handle the call ( s ) from the visualization tool ( 280 ) to ( 330 ) between a query graph ( 310 ) and a data graph ( 320 ) . 
generate views of the match graphic and any other graphic . 20 The query graph ( 310 ) includes five vertices and seven 
Section IX describes examples of views for the visualization edges between the vertices . In FIG . 3 , different fill patterns 
tool ( 280 ) . The rendering module ( 296 ) is also configured to for vertices signify different attributes associated with the 
handle calls from the building tool ( 220 ) to generate views vertices of the query graph ( 310 ) . Edges of the query graph 
of the user interface used by the building tool ( 220 ) . Section ( 310 ) can also have attributes ( not shown ) considered in the 
VIII describes examples of views for the building tool ( 220 ) . 25 query process . For the subgraph isomorphism ( 330 ) , an 

Alternatively , the OS ( 290 ) includes more or fewer mod instance of the five vertices of the query graph ( 310 ) 
ules . Or , the continuous subgraph matching query tool ( 210 ) ( including attributes ) with qualifying edges is found among 
includes more or fewer modules . A given module can be the vertices and edges of a subgraph of the data graph ( 320 ) . 
split into multiple modules , or different modules can be There are other instances of subgraphs of five vertices with 
combined into a single module . 30 qualifying edges in similar patterns in the data graph ( 320 ) , 
IV . Continuous Subgraph Matching Queries on Graph but the attributes of the vertices do not match . 
Structured Data , in General The data graph G can change dynamically as vertices and 
A continuous query is a query that logically runs continu edges are added in some cases , removed from the data 

ously over time on a data set , even as that data set is graph Gd . In some example implementations , each edge in 
dynamically updated , as opposed to being a query executed 35 the data graph Gà has a timestamp associated with it . For any 
intermittently ( e.g. , at a scheduled interval ) or on an ad hoc subgraph gd of the data graph Gd , the time interval T ( gd ) is 
basis . A continuous query is typically “ registered ” into a the interval between the earliest and latest edge belonging to 
network analysis tool , and then executed in a data - driven that subgraph 8d . Given the dynamic data graph Gd , the 
fashion against a data set . That is , the continuous query is query graph Gg , and a time window tw , the network analysis 
executed on an updated data set when new data arrives . Even 40 tool can find any instance of a subgraph gà that is isomorphic 
if the continuous query does not , strictly speaking , execute to the query graph G , in the data graph G such that t ( gd ) < tw . 
without interruption on the data set , the continuous query is Isomorphic subgraphs & d are examples of “ complete 
logically continuous in that it continues execution as new matches ” of the query graph G , within the data graph Gd . 
data is added to the data set and / or old data is removed from Given the time window tw , edges can be deleted from the 
the data set , without restarting the continuous query . 45 data graph Ga as they become older than tiast - tw , where trast 
A query can be represented as a query graph that includes is the timestamp of the newest edge in the data graph Gd . 

vertices and edges . The vertices and edges can have attri In general , M ( G ) is the cumulative set of matches 
butes . Similarly , the data set against which the query is discovered until time step k , and Ek + 1 is the set of edges that 
applied can be represented as a data graph ( graph - structured arrive at time step k + 1 . The network analysis tool computes 
data ) , which includes vertices and edges that can have 50 a function f ( G? Go , Ex + 1 ) , which returns the incremental set 
attributes . For a data set that tracks entities as well as of matches that result from updating Ga with Ek + 1 . The 
relationships or activity between the entities , the graph results of the function f ( d , GQ , Ek + 1 ) are equal to 
structured data provides a convenient logical representation M ( G * + 1 ) -MG ) . 
( as opposed to a row / column representation or other repre For a large data set , searching for a query graph can be 
sentation common for a relational database ) . A network 55 computationally intensive . To make the process of query 
analysis tool attempts to find matches of the query graph graph matching tractable for large data sets , a query graph 
within the data graph . That is , the query is executed to find G , can be decomposed into smaller query subgraphs . An SJ 
whether the query graph appears in the data graph for the tree organizes the query subgraphs and tracks partial 
underlying data stream . matches for the query subgraphs . In example implementa 

More formally , a graph G is an ordered pair G = ( V , E ) , 60 tions , the SJ tree T is a binary tree that includes vertices VT : 
where V is the set of vertices in the graph , and E is the set Each vertex in V , corresponds to a query subgraph of the 
of edges that connect the vertices . A labeled graph also query graph Gg . The root vertex of the SJ tree represents the 
includes sets of distinct labels ( for attributes ) for vertices complete query graph . The SJ tree T successively divides a 
and edges of the graph . Given a query graph G , and a larger query graph into two child query subgraphs . One or both of 
data graph G , of data values , an “ isomorphism ” of the query 65 the child query subgraphs can be further divided into two 
graph G , in the data graph Ga is a matching that involves a child query subgraphs , and so on . Decomposition can follow 
one - to - one correspondence between the vertices of the query a depth - first traversal of the query graph , breadth - first tra 



US 10,810,210 B2 
19 20 

versal , or statistically - driven traversal of the query graph , corresponds to the root vertex of the SJ tree T is isomorphic 
and can continue to an arbitrary number of levels . In to the query graph G ,. The leaf vertices of the SJ tree T 
example scenarios , decomposition is stopped when a “ primi represent subgraphs directly used for searching in the data 
tive ” pattern is reached that is small enough , and discrimi graph Gd . The query subgraph corresponding to any internal 
native enough , to be found efficiently in a data graph to 5 vertex of the SJ tree T is isomorphic to the output of the join 
signify an exact match of a query subgraph . operation between the subgraphs for the two child vertices 

For a parent query subgraph ( or the query graph at the root of that internal vertex . Thus , an internal vertex of the SJ tree 
vertex ) , two sibling query subgraphs are split at a join point T represents the result of joining to lower - level vertices . 
between the two sibling query subgraphs . Partial matches Along with its associated query subgraph , each vertex in the 
for the two sibling query subgraphs can be joined at the join 10 SJ tree T maintains a set of matches , where each of the 
point . The join point is one or more vertices that appear in matches corresponds to an instance of an isomorphic sub 
each of the two sibling query subgraphs . graph in the data graph Gd for the query subgraph . Each 
FIG . 4 shows an example of decomposition of a query internal vertex Vinternal of the SJ tree also maintains a 

graph ( 410 ) into multiple query subgraphs ( 413 , 414 , 415 , subgraph CUT - SUBGRAPH ( Vinternal ) that equals the inter 
416 ) organized as an SJ tree . The dotted lines represent 15 section of the query subgraphs of its child vertices . 
vertices of the SJ tree . At the root vertex of the SJ tree , the FIG . 5a shows pseudocode for an example process ( 501 ) 
query graph ( 410 ) includes five vertices ( labeled A - E ) and of dynamic graph searching in a serial implementation . The 
seven edges . At the first level of the SJ tree , the query graph inputs to the example process ( 501 ) are the data graph Gdo 
has been split into two sibling query subgraphs ( 414 , 416 ) . the SJ tree T that stores query subgraphs and associates sets 
The first query subgraph ( 414 ) at this level includes four 20 of matches , and a batch of new edges in the data graph Gd . 
vertices ( labeled B - E ) and five edges . The second query In the example process ( 501 ) at line 1 , the network analysis 
subgraph ( 416 ) at this level includes three vertices ( labeled tool gets the leaf vertices of the SJ tree T ( shown as 
A - C ) and three edges . The join point of the two query “ leaf - nodes ” ) . For each of the new edges ( line 2 ) , the 
subgraphs ( 414 , 416 ) is vertices B and C. network analysis tool adds ( line 3 ) the edge e , to the data 

At the second level of the SJ tree , the first query subgraph 25 graph Gd . Then , for each of the leaf vertices ( lines 4-9 ) , the 
( 414 ) has been further split into two sibling query subgraphs network analysis tool gets ( line 5 ) the associated query 
( 413 , 415 ) . The first query subgraph ( 413 ) at the second subgraph & sub for the leaf vertex , and finds ( line 6 ) any 
level includes three vertices ( labeled B - D ) and three edges . partial matches for the query subgraph sub ? in the data 
The second query subgraph ( 415 ) at the second level graph G at the new edge es . If any partial matches have been 
includes three vertices ( labeled C - E ) and three edges . The 30 found ( line 7 ) , the network analysis tool adds ( lines 8-9 ) the 
join point of the two query subgraphs ( 413 , 415 ) at the partial matches to the set of matches for the leaf vertex of the 
second level is vertices C and D. SJ tree T with calls to UPDATE - SJ - TREE , which can trigger 

During the continuous query process , as partial matches join operations within the SJ tree T. 
are detected in the data graph for query subgraphs of a query FIG . 5b shows pseudocode for an example process ( 502 ) 
graph , the partial matches are associated with the corre- 35 of SJ tree updating in a serial implementation , for the 
sponding vertices of the SJ tree for that query graph . Each function UPDATE - SJ - TREE . The inputs to the example 
non - root vertex of the SJ tree can have an associated set of process ( 502 ) are a vertex ( shown as “ node ” ) and the partial 
partial matches that have been found for the query subgraph match m to be added . Initially , the input vertex is a leaf 
associated with the vertex . A partial match at a non - root vertex of the SJ tree T , but in a recursive call the input vertex 
vertex in the SJ tree may be joined to another , previously- 40 can be an internal vertex of the SJ tree T. The network 
occurring partial match at a sibling vertex in the SJ tree to analysis tool gets ( lines 1 and 2 ) the sibling vertex and parent 
form a larger match , which is in turn associated with a set of vertex for the input vertex . For the join vertices between the 
matches for the parent vertex in the SJ tree . Thus , partial input vertex and its sibling vertex ( returned by CUT - SUB 
matches for sibling query subgraphs in the SJ tree may be GRAPH [ parent ] ) , the network analysis tool calculates a 
combined to form a larger partial match ( or complete match ) 45 hash value to get ( line 3 ) a key k for the input partial match 
higher in the SJ tree . For two partial matches of sibling query m . The network analysis tool retrieves ( line 4 ) the set of 
subgraphs to be joined , the partial matches have matching matches H associated with the sibling vertex , then gets ( line 
vertice ( s ) at their join point . ( That is , the two partial matches 5 ) those matches M , " from H , that have the same key k ( that 
share vertice ( s ) at the join point . ) Even after the two partial is , whose join vertices yield the same hash value ) . For each 
matches are joined , the lower - level partial matches are 50 of the matches M , * from H , that has the same key k ( lines 
retained , as they may continue to be joined in later opera 6-11 ) ( also called join candidates for the input partial match 
tions as more partial matches emerge , even if the larger m ) , the network analysis tool performs ( line 7 ) a subgraph 
partial match is removed . join operation between the partial match m , ( join candidate ) 

In general , matches that occur higher in the SJ tree from the sibling vertex and the input partial match m , 
indicate a higher probability that the complete target pattern 55 yielding a higher - level match msup . In the parent vertex is 
( for the query graph ) is occurring . By limiting exact sub the root vertex of the SJ tree T , the network analysis tool 
graph matching to small , discriminative patterns and using processes ( lines 8-9 ) the higher - level match msup as a com 
the SJ tree to incrementally grow partial matches , the plete match of the query graph . Otherwise , the network 
network analysis tool can efficiently grow partial matches analysis tool processes ( lines 10-11 ) the higher - level match 
into complete matches for query graphs . 60 msup as a partial match , recursively calling the function 
More formally , a match or partial match can be repre UPDATE - SJ - TREE with the parent vertex and higher - level 

sented as a set of edge pairs . Each edge pair represents a match msup as inputs . Finally , the network analysis tool adds 
mapping between an edge in the query graph G , and its ( line 12 ) the partial match m ( and its key k ) to the set of 
corresponding edge in the data graph G Given two sub matches for the input vertex . 
graphs G = ( V1 , E , ) and G2 = ( V2 , E2 ) , the join operation is 65 In some example implementations , a query process for a 
defined as Gz - G , NG2 , such that Gz = ( V3 , E3 ) where query graph looks for only a rare query subgraph first . The 
Vz = V , UV2 and Ez = E1 UE2 . The query subgraph that rare query subgraph is more discriminative ( or “ selective ” ) 
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than other query subgraphs . That is , the rare query subgraph , mands exchanged between the nodes ( 621 ... 62n ) . Differ 
when it appears at all , is more likely to be a precursor of a ent commands can specify different operations , such as 
complete match of the query graph . When the rare query global data read operations , global data write operations , 
subgraph has been found , the network analysis tool looks for synchronization operations , or thread management opera 
more frequent query subgraphs around it . In this way , the 5 tions . 
network analysis tool can use a " lazy searching ” process that For the continuous query process , the local node uses one 
avoids many “ false positive ” instances of partial matches or more worker threads ( 650 ) , one or more helper threads 
that do not ever lead to a complete match for the query ( 660 ) , a communication server ( 670 ) , and assorted queues 
graph . For example , for a new edge in the data graph , the and other data structures . In general , the worker thread ( s ) 
network analysis tool always looks for a partial match of the 10 ( 650 ) , helper thread ( s ) ( 660 ) , and thread for the communi 
most selective query subgraph of a query graph . For any cation server ( 670 ) are scheduled for execution on the 
other query subgraph of the query graph , the network processing cores of the local node . In some example imple 
analysis tool looks for partial matches if and only if a partial mentations , a thread ( e.g. , for the communication server 
match for the sibling query subgraph has been found in the ( 670 ) at a node ) can be durably assigned to a processing 
neighborhood of the new edge . Examples of lazy searching 15 core . 
and modifications to the dynamic search process are An application ( 690 ) can access functionality provided as 
described in Choudhury et al . , " A Selectivity - based part of the software architecture ( 640 ) through an applica 
Approach in Continuous Pattern Detection in Streaming tion programming interface ( " API " ) ( 680 ) . Instructions for 
Graphs ” ( 2015 ) , the disclosure of which is hereby incorpo the application ( 690 ) can be partitioned into tasks . Each task 
rated by reference . 20 represents a set of operations ( e.g. , for updating a data graph , 
V. Example Hardware for Distributed Architecture for identifying partial matches , or for joining partial 

The process of searching for query subgraphs of a query matches ) . One of the queues ( task queue ) buffers one or 
graph in a dynamic data graph can be implemented in a more indicators for tasks , for distribution of the tasks to the 
distributed computing architecture . In some example imple worker thread ( s ) ( 650 ) . In some example implementations , 
mentations , the architecture uses lightweight software mul- 25 the indicator for a task includes a function pointer and 
tithreading with processing cores at different nodes , aggre execution context . Alternatively , a task can be represented in 
gation of messages between nodes , and a partitioned global some other way . 
address space ( “ PGAS ” ) data model for memory at the Each of the worker thread ( s ) ( 650 ) is operable to execute , 
nodes . Distributed data structures in memory at the nodes on one the multiple processing cores of the local node , a set 
store graph data and other data used in the continuous 30 of one or more of the tasks . Each of the worker thread ( s ) 
subgraph matching queries . ( 650 ) is also operable to generate outgoing commands for 

A. Example Architectures . requests . An outgoing command can be directed within the 
FIG . 6 shows an example architecture ( 600 ) for continu local node and / or one or more other nodes ( “ remote 

ous subgraph matching query processing in a distributed nodes ” ) among the multiple nodes ( 621 ... 62n ) . A worker 
computer system that includes a cluster ( 610 ) of multiple 35 thread outputs a command to a command queue , for delivery 
nodes . The cluster ( 610 ) includes multiple nodes , labeled to the communication server ( 670 ) . A worker thread can also 
node 1 ( 621 ) to node n ( 62n ) in FIG . 6. The multiple nodes output an indicator for a task to the task queue , for later 
( 621 ... 62n ) are connected over a network ( 612 ) such as assignment to a worker thread at the local node . In general , 
the Internet . Each of the nodes ( 621 .. 62n ) includes a worker thread can switch between tasks ( and contexts ) at 
multiple processing cores and memory . Different nodes 40 various times , e.g. , when generates a blocking command 
( 621 ... 62n ) can have the same count of processing cores that involves a remote memory operation . 
or different counts of processing cores , and the same amount Each of the helper thread ( s ) ( 660 ) is operable to manage 
of memory or different amounts of memory . For example , reads and writes to the global address space , and handle 
node 1 ( 621 ) includes p processing cores ( labeled 1 ... p ) synchronization operations . Each of the helper thread ( s ) 
and memory ( 631 ) , and node n ( 62n ) includes a processing 45 ( 660 ) is also operable to handle incoming commands for 
cores ( labeled 1 q ) and memory ( 63n ) . The memory requests to the local node . Finally , each of the helper 
( 631 ... 63n ) is addressed according to a global address thread ( s ) ( 660 ) is operable to generate outgoing commands 
space . The PGAS model uses a shared memory abstraction for replies to one or more remote nodes . A helper thread can 
on distributed memory ( 631 ... 63n ) at the different nodes also output an indicator for a task to the task queue , for later 
( 621 ... 62n ) of the cluster ( 610 ) , without neglecting locality 50 assignment to a worker thread at the local node . 
principles . The memory ( 631 . . . 63n ) at different nodes The communication server ( 670 ) is operable to , as a 
( 621 ... 62n ) provides a uniform memory space ( that is , a communication endpoint for the local node on the network 
shared memory view ) even though the memory ( 631 .. ( 612 ) , manage communication of incoming commands from 
63n ) is physically distributed . The PGAS model enables one or more remote nodes and manage outgoing commands 
allocation and access of difficult - to - partition data sets in the 55 to one or more remote nodes . The worker thread ( s ) ( 650 ) and 
aggregate memory ( 631 ... 63n ) of the nodes ( 621 ... 62n ) helper thread ( s ) ( 660 ) may send commands ( through a 
of the cluster ( 610 ) . Each of the nodes ( 621 ... 62n ) also command queue ) to the communication server ( 670 ) for 
includes local memory used to store instructions and data for delivery to one or more remote nodes . Similarly , through a 
operations at that node . Nodes ( 621 ... 62n ) can exchange command queue filled by the communication server ( 670 ) , 
requests in the form of commands ) for remote memory 60 the helper thread ( s ) ( 660 ) may receive commands from one 
access . Even if remote access primitives are adapted for or more remote nodes . Incoming or outgoing commands can 
more regular applications and data sets , multithreading can be aggregated by the communication server ( 670 ) . Concur 
hide the latencies of memory or network data accesses . rency , through software multithreading , can compensate for 
FIG . 6 also shows a software architecture ( 640 ) for one added latency due to aggregation of communications . 

node ( " local node ” ) . Each of the nodes ( 621 ... 62n ) of the 65 In general , for query subgraph processing in the software 
cluster ( 610 ) can run software organized according to the architecture ( 640 ) , opportunities for parallel execution using 
software architecture ( 640 ) , communicating through com multiple processing cores are available at parallel iterations 
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through a loop . For example , a task can be executed in by default ) . Since the size of the data graph and size of the 
parallel for different iterations through a loop that adds adjacency lists for vertices are unknown , the slot size can be 
vertices or edges to a data graph . More generally , the parallel selected according to various criteria . Using a small slot size 
loop construct in the software architecture ( 640 ) enables can be inefficient if many vertices have a large number of 
parallel execution of tasks from iterations of loops over 5 edges , e.g. , due to fragmentation of a large adjacency list 
independent individual structure elements ( e.g. , parallel into multiple slots . On the other hand , using a large slot size 
loops over all vertices or edges of a graph ) . can be inefficient if a large number of vertices have very few 

B. Example Data Structures . edges represented in their adjacency lists . A slot size of 8 or 
A data graph can be represented in memory addressed 16 is a good balance for most scenarios especially if the 

according to a global address space ( e.g. , in memory 10 network analysis tool can compensate for fragmentation by 
( 631 ... 63n ) of different nodes ( 621 ... 62n ) of the cluster processing adjacency lists in parallel . 
( 610 ) shown in FIG . 6. In this case , the respective nodes Retrieving a list of neighbors for a vertex is a core 
receive update data and make changes to the portion of the operation for the data graph . To handle cases in which an 
data graph stored in memory at that node . Each of the nodes adjacency list is fragmented into multiple slots , multiple 
holds part of the data graph , which allows continuous query 15 slots can be " chained ” together . One way to implement 
processing to proceed even if the data graph is too large to chaining is for the last entry of a slot to include a reference 
fit in memory at any single one of the nodes . Each of the ( such as a pointer or offset ) to a next slot in the edge pool 
nodes can then perform specific tasks on the data in its ( 720 ) for the adjacency list . When the network analysis tool 
memory ( e.g. , searching for query subgraphs ) and report reaches the end of a slot , it makes a request to fetch the next 
results to an SJ tree . The SJ tree itself can be stored in global 20 slot , which may involve sending the request across a net 
memory at the nodes . work . Sequentially accessing edges by traversing a chain of 

FIG . 7 shows example data structures ( 700 ) for storing a slots may be slow . 
dynamic data graph in memory addressed according to a FIG . 7 shows an alternative approach to chaining slots , 
global address space . At least some of the example data which uses a multi - level adjacency list structure . In FIG . 7 , 
structures ( 700 ) are distributed in memory at different nodes . 25 the adjacency list index ( 740 ) has multiple entries . The 
The data structures ( 700 ) include an adjacency index list adjacency list index ( 740 ) can be allocated in global 
( 740 ) with entries for vertices , chains ( 730 ) of references to memory . For a vertex of the data graph , a corresponding one 
slots for individual vertices , and an edge pool ( 720 ) divided of the entries of the adjacency list index ( 740 ) stores a 
into slots . reference to the corresponding chain for that vertex . 

For a given vertex of the data graph , one of the slots of the 30 The chains ( 730 ) provide an intermediate layer of index 
edge pool ( 720 ) stores an adjacency list . The adjacency list ing . For a vertex , the corresponding chain is a list of 
enumerates ( as edge information ) one or more other vertices references ( pointers , offsets , etc. ) to slots associated with the 
of the data graph that are connected by edge to the given vertex . The chains ( 730 ) can be allocated as an array in 
vertex of the data graph . In some example implementations , memory addressed according to the global address space . 
the edge pool ( 720 ) is a pre - allocated array in distributed 35 Each section of the array includes a fixed number of refer 
memory . A maximum count of vertices and maximum count ences ( e.g. , 3 in FIG . 7 ) . When one section of the array is 
of edges can be defined for a data graph , which limits how full , the last entry of that section can be a reference ( pointer , 
much memory is allocated for the edge pool ( 720 ) . Even if offset , etc. ) to another section of the array . In this way , the 
the size of the data graph is not known in advance , a chain of references to slots for a given vertex can be 
reasonable approximate size ( considering previous results , 40 implemented as a linked list of sections of the array . 
window size for aging out edges , etc. ) such as 10 million In the adjacency list index ( 740 ) , a new entry can be added 
edges , 100 million edges , or 1 billion edges can be defined . to add a vertex to the data graph . To remove a vertex from 

The slots of the edge pool ( 720 ) can be allocated in the data graph , the corresponding entry of the adjacency list 
various ways . In some example implementations , the slots can be overwritten . Typically , a vertex is removed if it has 
are distributed at least approximately evenly among the 45 no edges to / from it . 
multiple nodes of the cluster , starting from node 1. Alter In the preceding examples , the data structures ( 700 ) are 
natively , the slots can be distributed unevenly between stored in global memory . Alternatively , at least some of the 
different nodes of the cluster . The data graph ( especially the data structures ( e.g. , adjacency list index ( 740 ) , chains 
distribution of slots ) can be periodically rebalanced between ( 730 ) ) may be replicated at the different nodes . Although this 
nodes . This can improve performance if the memory at one 50 entails additional operations to maintain and update the 
node becomes too full ( as vertices and edges are added ) or replicated data structures , threads at each node may more 
too empty ( as vertices or edges are removed ) . quickly determine locations of slots in global memory when 

Initially , each vertex is assigned a slot to store its neigh retrieving edge information . 
bors . As the neighbor list for a vertex outgrows a slot , a next FIG . 7 shows how part of an example data graph ( 710 ) is 
available slot in the edge pool ( 720 ) is assigned to the vertex . 55 represented in the adjacency list index ( 740 ) , chains ( 730 ) , 
The edge pool ( 720 ) can be viewed as a circular buffer and edge pool ( 720 ) . The illustrated part of the data graph 
containing the slots . New edges can be added by writing ( 710 ) is a simple subgraph that includes six vertices , labeled 
entries to slots and , as needed , assigning new slots in which 0 to 5. Edges connect vertex 0 to each of the other vertices 
to write entries for the new edges . Successive slots that store ( 1-5 ) . Edges also connect vertex 0 to a large number of other 
the edges of a vertex of the data graph can be assigned in 60 vertices ( not shown ) . The adjacency list index ( 740 ) includes 
memory on the same node or different nodes of a cluster . an entry for each of the vertices . The entry for vertex 0 stores 
When edges are aged out ( e.g. , according to timestamp a reference ( pointer , offset , etc. ) to the chain for vertex 0 . 
criteria ) , a slot that includes no active edges can de - allocated The chain includes two references to slots , followed by a 
( in effect ) by emptying or overwriting its contents , and then reference to another section of the array , which stores 
assigned to another vertex . 65 another reference to a third slot . The three slots for vertex 0 

The slots of the edge pool ( 720 ) can have a fixed size ( e.g. , store information about edges that connect to vertex 0. For 
each having 8 entries by default , or each having 16 entries each of the other vertices ( 1-5 ) , an entry of the adjacency list 
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With the one or more processing cores at the given node , vertex results from an earlier join between sets of partial 
operations are then performed to add the new partial matches for its child vertices . 
matches , if any , of the one or more query subgraphs to one The network analysis tool handles ( lines 5-7 ) the case in 
or more corresponding new sets of partial matches of the SJ which the root of the SJ tree has been reached by returning 
tree . For example , for a given query subgraph that has been 5 a complete match . 
searched , partial matches are added to a corresponding new Otherwise , for each of the child vertices , respectively , of 
set of partial matches stored in memory addressed according the internal vertex , the network analysis tool performs ( lines 
to a global address space at the given node or another node . 8-17 ) a join operation between the new set of partial matches 

If the multi - node system uses an architecture as described for the child vertex and a cumulative set of partial matches 
with reference to FIG . 6 , a worker thread inserts a partial for its sibling vertex . The network analysis tool gets ( line 8 ) 
match obtained from the search stage into the appropriate the old set of partial matches ( denoted Mleft ) for the left child 
new set of partial matches in the SJ tree . Each of the vertices vertex and gets ( line 9 ) the old set of partial matches 
of in the SJ tree maintains ( with a table or other data ( denoted Mright ) for the right child vertex . The network 
structure ) a new set of partial matches that have been found analysis tool also gets ( lines 10-11 ) the new set of partial 
in the search stage and also maintains an old set of partial matches ( Dieft ) for the left child node and gets ( line 12 ) the 
matches that have been found in previous searches . The sets new set of partial matches ( Oright ) for the right child node . 
of partial matches can be stored in global memory across the The new set of partial matches ( dieft ) for the left child node 
multiple nodes in the cluster . Any partial match that is found can be a new set of partial matches for a leaf vertex at the 
by a worker thread in the search stage is copied from local 20 bottom left of the SJ tree or sub - branch , or it can be a new 
memory at the given node to the memory addressed accord set of partial matches for an internal vertex calculated in an 
ing to the global address space . Specifically , the new partial earlier iteration . The network analysis tool determines ( lines 
match is copied into the appropriate new set of partial 13 , 15 ) the cumulative set of partial matches ( M'lefi ) for the 
matches in global memory with a deep copy " operation , left child vertex as the set union of the old set of partial 
using a function such as memcpy that copies the entire 25 matches ( Mleft ) and new set of partial matches ( dleft ) for the 
partial match from the local stack or heap to the global left child vertex . The network analysis tool also determines 
memory . ( lines 14 , 16 ) the cumulative set of partial matches ( Mright ) 

With the one or more processing cores at the given node , for the right child vertex as the set union of the old set of 
operations are then performed to update the SJ tree . Typi partial matches ( Mright ) and new set of partial matches 
cally , the search stage yields a large number of partial 30 ( Oright ) for the right child vertex . Finally , the network 
matches , and updates to the SJ tree happen concurrently . analysis tool calculates ( line 17 ) a new set of partial matches 
FIG . 8a shows an example process ( 801 ) for updating the SJ for the internal vertex ( designated as the new dleft ) as the set 
tree with parallel operations during execution of continuous union between ( a ) results of a subgraph join between the 
subgraph matching queries on graph - structured data . The new set of partial matches ( Oright ) for the right child vertex 
last line of the example process ( 801 ) shown in FIG . 8a 35 and the cumulative set of partial matches ( M'left ) for the left 
includes two subgraph join operations between sets of child vertex , and ( b ) results of a subgraph join between the 
partial matches . Each of the subgraph join operations can be new set of partial matches ( dleft ) for the left child vertex and 
efficiently implemented with parallel operations as shown in the cumulative set of partial matches ( M'right ) for the right 
the example process ( 802 ) of FIG . 8b . child vertex . The subgraph join can be implemented with 

With reference to FIG . 8a , the network analysis tool 40 parallel hash join operations using the example process 
determines ( line 1 ) the number of leaf vertices ( shown as N , ) ( 802 ) shown in FIG . 8b . 
of the SJ tree ( shown as Tsj ) . For the N , leaf vertices , the FIG . 9 graphically depicts an example ( 900 ) of updates to 
network analysis tool performs No - 1 joins that correspond an internal vertex ( P ) at one level of an SJ tree . The internal 
to the respective internal vertices of the SJ tree . In the serial vertex has two child vertices ( C1 and C2 ) . For the first child 
approach explained with reference to FIGS . 5a and 5b , a 45 vertex ( C1 ) , its new set of partial matches ( dc? ) is combined 
single partial match is added to one of the leaf vertices in the with its old set of partial matches ( Mc? ) to produce a 
SJ tree , triggering joins in progressively higher levels in the cumulative set . For the second child vertex ( C2 ) , its new set 
SJ tree until there are no join candidates to join . In contrast , of partial matches ( dc2 ) is combined with its old set of 
for the parallel approach , for each of the internal vertices of partial matches ( Mc2 ) to produce a cumulative set . The new 
the SJ tree , the network analysis tool handles a new set of 50 set of partial matches ( dc? ) for the first child vertex is joined 
partial matches , which is denoted Ok for vertex k . After the with the cumulative set of partial matches for the second 
parallel search phase , there is a new set of partial matches child vertex . Concurrently , the new set of partial matches 
( Ok ) for each of the leaf vertices in the SJ tree . In some cases , ( c2 ) for the second child vertex is joined with the cumu 
the new set could be an empty set ( no new partial matches lative set of partial matches for the first child vertex . The 
for that leaf vertex ) or include a single partial match , but 55 union of the join operations produces a new set of partial 
typically the new set includes multiple partial matches . matches ( dp ) for the internal vertex ( P ) , which may be 

For each internal vertex in the SJ tree , the network subsequently combined with the old set of partial matches 
analysis tool identifies ( lines 3-4 ) the two child vertices of ( MP ) for the internal vertex ( P ) . This process can repeat 
that internal vertex . In FIG . 8a , the two child vertices are iteratively for the internal vertex ( P ) as a new child vertex at 
denoted njeft and nright and determined according to a par- 60 the next higher level of the SJ tree . 
ticular numbering convention for vertices of the SJ tree . In some cases , operations explained with reference to 
More generally , the vertices of the SJ tree can be organized FIG . 8a can be performed in parallel with different process 
according to another numbering convention . A child vertex ing cores . For example , operations performed to get new sets 
can be a leaf vertex , in which case the new set of partial of partial matches or operations performed to determine 
matches ( ) for that child node results from the search 65 cumulative sets of partial matches can be performed in 
phase . Or , a child vertex can itself be an internal vertex , in parallel for different sibling vertices . As another example , 
which case the new set of partial matches ( Ok ) for that child operations performed for different sub - branches of the SJ 



10 

15 

US 10,810,210 B2 
29 30 

tree may be performed in parallel , so long as there are no Partial matches can be found at successively higher levels 
dependencies between the sub - branches . of the SJ tree . In this way , the network analysis tool can 

With reference to FIG . 8b , the example process ( 802 ) potentially find one or more complete matches of the query 
accepts as inputs two sets ( M1 , M2 ) of partial matches and graph within the data graph . 
produces a new set ( Mou ) of partial matches . For example , 5 In the preceding examples , operations are conducted in 
the two input sets of partial matches can be a new set of parallel to find partial matches for query subgraphs of a 
partial matches ( Oright ) for a right child vertex and a cumu single query graph in a dynamic data graph . A network 
lative set of partial matches ( M'left ) for a left child vertex . Or , analysis tool can also conduct operations in parallel for 
the two input sets of partial matches can be a new set of different query graphs / SJ trees . In this case , the network 
partial matches ( dieft ) for a left child vertex and a cumulative analysis tool may be able to leverage locality in terms of 
set of partial matches ( M'right ) for a right child vertex . operations . For example , if the network analysis tool can 
The example process ( 802 ) uses a map - reduce approach identify a common query subgraph between two or more SJ 

with three phases : map , shuffle , and reduce . In the map trees ( for different query graphs ) , it can effectively search 
phase ( lines 2-5 ) , input partial matches are processed one once for all of the two or more SJ trees . The network 
partial match at a time . This allows different input partial analysis tool can also leverage locality in terms of data . For 
matches to be processed by different processing cores , example , the network analysis tool can identify a region of 
creating an opportunity for massive parallelization . In lines the data graph that applies for multiple searches for query 
2-3 , key - value pairs for the respective input partial matches subgraphs and track / manage that region once for multiple 
in the first input set ( M? ) are inserted into a sequence ( H ) of 20 queries . 
key - value pairs . For a given input partial match , the key is VII . Performance Enhancements for Distributed Continuous 
a hash value of the join predicate of the input partial match , Subgraph Matching Queries on Graph - Structured Data 
and the value is a tuple that includes the input partial match This section describes innovative features of continuous 
and an indication ( “ true ” ) that it is from the first input set subgraph matching queries on graph - structured data in a 
( M2 ) . In lines 4-5 , key - value pairs for the respective input 25 distributed architecture . The innovative features enable effi 
partial matches in the second input set ( M2 ) are inserted into cient continuous subgraph matching queries as updates 
the sequence ( H ) of key - value pairs . For a given input partial arrive for arbitrarily large data sets organized as graph 
match , the key is a hash value of the join predicate of the structured data in various scenarios ( e.g. , social media input partial match , and the value is a tuple that includes the relation tracking , network traffic analysis ) . In some example input partial match and an indication ( “ false ” ) that it is from 30 implementations , results of searching for matches of a query the second input set ( M2 ) . Each processing core performing graph ( and its query subgraphs ) can be provided in a map operations , also known as a mapper , emits a sequence continuous , near - real time manner . of key - value pairs , which are then passed to the shuffle FIG . 10 shows a generalized technique ( 1000 ) for execu phase . For the map phase , different instances of tasks are executable in parallel for different partial matches of the two 35 tion of continuous subgraph matching queries on graph 
input sets of partial matches ( that is , for a given new set of structured data . The generalized technique ( 1000 ) can be 
partial matches and the corresponding cumulative set of performed by a network analysis tool as described in the 
partial matches ) . preceding sections , or by another network analysis tool . 

The shuffle phase is a synchronization step . In the shuffle FIGS . 11 and 11b show example continuous query processes 
phase ( line 6 ) , the network analysis tool aggregates the 40 ( 1100 , 1150 ) that may be performed during one stage of the 
key - value pairs to produce groups of the key - value pairs execution of continuous subgraph matching queries shown 
organized by key . For example , the network analysis tool in FIG . 10 . 
can collect all of the key - value pairs emitted by mappers , The generalized technique ( 1000 ) is performed in a com 
group key - value pairs with the same key together , and send puter system with multiple nodes . Each of the nodes 
different groups to different nodes . Subsequent operations 45 includes multiple processing cores and memory addressed 
for different groups ( associated with different keys ) can be according to a global address space . The multiple nodes can 
performed in parallel on different nodes , since operations on be organized according to the architecture shown in FIG . 6 
tuples with one key are independent of operations on tuples or another architecture . In any case , the multiple nodes , 
with a different key . collectively , are configured to perform operations for the 

In the reduce phase ( lines 7-20 ) , the network analysis tool 50 continuous subgraph matching queries to find partial 
processes the tuples of the key - value pairs for the respective matches of query subgraphs of a query graph within a data 
groups to produce the new set ( Mout ) of partial matches . For graph . 
a given group g , the network analysis tool gets ( line 8 ) the With reference to FIG . 10 , the network analysis tool 
tuples for the group from the sequence ( H ) and sets ( lines receives ( 1010 ) , as part of one or more streams of updates , 
9-10 ) two lists to be empty . The network analysis tool 55 information that indicates additions to a data graph ( graph 
appends ( lines 11-15 ) each of the tuples into one of the two structured data ) . The data graph includes vertices and edges 
list L? and L2 , depending on whether the tuple is from the between the vertices . The information that is received is can 
first input set ( M ) or second input set ( M2 ) . Then , at lines define updates to a data graph in any of various use case 
16-20 , for each pair - wise combination of input partial match scenarios . 
( m ) for a tuple in the first list ( L1 ) and input partial match 60 For example , the information that indicates the additions 
( m2 ) for a tuple in the second list ( L2 ) , the network analysis to the data graph is received as part of one or more streams 
tool performs a subgraph join operation between the input of updates from one or more network traffic monitors . In this 
partial matches my and m2 to produce an output partial case , the query graph can represent a target pattern of 
match ( mou ) , which is added to the new set ( Mout ) of partial intrusion or attack in a computer network , the vertices of the 
matches . For the reduce phase , different instances of tasks 65 data graph can represent network entities such as machines , 
are executable in parallel for different groups among the IP addresses , services , and / or applications , and the edges of 
groups of the key - value pairs . the data graph can represent communications between the 
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network entities . The vertices and edges of the data graph Although the identity of a top - selectivity query subgraph 
may have attributes provided by the network traffic monitors may be the same for all of the parallel searching operations , 
or other sources . the decision about whether to search for a triggered query 

Alternatively , the information that indicates the additions subgraph ( in the area of a previous partial match for another 
to the data graph is received as part of one or more streams 5 query subgraph ) depends on status information for vertices 
of updates from one or more event monitors for a social in the neighborhood of a new edge in the data graph . 
media network . In this case , the query graph can represent In some example implementations , at a given node that 
a target pattern of relationships in the social media network , participates in the parallel searching , a search control data 
the vertices of the data graph can represent social media structure in local memory tracks , for the vertices of the data 
entities such as users , services , and / or items , and the edges 10 graph , if partial matches have been found for the respective 
of the data graph can represent relationships between the query subgraphs . For example , for each given vertex of the 
social media entities . The vertices and edges of the data data graph , the search control data structure includes , for 
graph may have attributes provided by the event monitors or each of the query subgraphs , a value that indicates whether 
other sources . a partial match ( including the given vertex ) has been found 
Or , the information that indicates the additions to the data 15 for that query subgraph . The search control data structure is 

graph is received as part of one or more streams of updates replicated in local memory at other nodes of the distributed 
from one or more link monitors for a link network . The architecture . Updates indicating new partial matches are 
query graph can represent a target pattern of links in a set of exchanged between the nodes , such that each of the nodes 
documents , the vertices of the data graph can represent the includes an identical version of data in the search control 
respective documents such as Web pages , blog posts , etc. , 20 data structure , after updates are processed . For example , 
and the edges of the data graph can represent links between when a thread on a processing core at a given node searches 
the documents . The vertices and edges of the data graph may for the top - selectivity query subgraph and any triggered 
have attributes provided by the link monitors or other query subgraph , if a partial match is found , values for 

vertices in the partial match are updated in the search control 
The network analysis tool performs ( 1020 ) a continuous 25 data structure in local memory at the given node . The partial 

query process to identify complete matches , if any , of a match event is also reported to other nodes , which update 
query graph within the data graph . The continuous query their versions of the search control data structure . At the 
process uses multithreading with tasks executable in parallel respective nodes , changes to the search control data structure 
on at least some of the processing cores of the multiple can trigger new query subgraphs to be searched in the lazy 
nodes . The continuous query process can be performed as 30 search process . 
described with reference to FIG . 11a , performed as Alternatively , the search control data structure can be 
described with reference to FIG . 11b , or performed in some stored in global memory . For example , the search control 
other way described herein . data structure is stored , at different nodes , in memory 

In general , as part of the continuous query process , the addressed according to a global address space . The match 
network analysis tool adds the edges to the data graph . The 35 status information for a given vertex can be stored in 
network analysis tool can also add vertices to the data graph . association with other information ( e.g. , an adjacency list ) 
The continuous query process can include pruning the data for the given vertex . 
graph to remove one or more edges and / or one or more In various circumstances ( e.g. , if the top - selectivity query 
vertices of the data graph . For example , the network analysis subgraph is not chosen carefully , or if the time window for 
tool determines which of the edges of the data graph are 40 partial matches is too long ) , the number of partial matches 
outside a time window defined by a pruning threshold , can mushroom . This can prolong the lazy search process , as 
which depends on implementation . In this case , the pruning new query subgraph searches are triggered . To manage the 
can remove any of the edges of the data graph that are lazy searching process , the network analysis tool can further 
outside the time window defined by the pruning threshold . limit which edges and vertices are searched . 
As another example , the network analysis tool determines 45 FIG . 11a shows an example continuous query process 
which of the vertices of the data graph are attached to none ( 1100 ) in which a network analysis tool conditionally per 
of the edges of the data graph . In this case , the pruning can forms search operations for one or more query subgraphs in 
remove any of the vertices of the data graph that are attached a data graph . The example continuous query process ( 1100 ) 
to none of the edges of the data graph . is an example of the continuous query process described 

The network analysis tool also outputs ( 1030 ) results of 50 with reference to FIG . 10 . 
the continuous query process . The results of the continuous With reference to FIG . 11a , the network analysis tool 
query process can include complete matches , if any , of the updates ( 1110 ) the data graph based on the additions to the 
query graph within the data graph and / or new sets of partial data graph . This adds new edges to the data graph . In the 
matches for query subgraphs within the data graph . For distributed architecture , different instances of tasks are 
example , the network analysis tool outputs ( 1030 ) the results 55 executable in parallel to make updates for different batches 
to a visualization tool . of additions to the data graph , with each batch including one 

The network analysis tool checks ( 1040 ) whether to or more of the additions to the data graph . Batches of 
continue the execution of continuous subgraph matching additions can be distributed to different nodes in various 
queries . If so , the network analysis tool receives , as part of ways . For example , the total count of additions is divided by 
the stream ( s ) of updates , another batch of information that 60 the total count of nodes in order to determine the size of a 
indicates additions to the data graph and performs the batch to be distributed to each node . Or , the total count of 
continuous query process for the new batch of updates . additions is divided by the total count of processing cores 

A. Innovations for Conditional Searching in a Distributed available for update operations in order to determine the 
Architecture . batches to be distributed to the respective nodes ( which also 

Lazy searching in a distributed architecture is complicated 65 depend on the counts of processing cores for the respective 
by parallel searching operations performed with different nodes ) . When updating the data graph , the network analysis 
processing cores at the same node or different nodes . tool ( or , more specifically , a worker thread ) can use a lock 
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mechanism as described in section VI to update edge infor given new edge . Thus , the network analysis tool can check 
mation for a vertex in a thread - safe manner . whether recent updates to vertices ( e.g. , new edges ) have 

The network analysis tool conditionally searches ( 1120 ) , occurred , and then decide whether to search for partial 
based at least in part on evaluation of a condition , for new matches that include those vertices . 
sets of partial matches of query subgraphs of the query graph 5 After the conditional searching ( 1120 ) , the network analy 
at the new edges of the data graph . For the conditional sis tool conditionally performs ( 1130 ) join operations 
searching ( 1120 ) , different instances of tasks are executable between partial matches from the new sets of partial matches 
in parallel to search at different edges of the new edges of the and partial matches from cumulative sets of partial matches . 
data graph . In some example implementations , the condi For the conditional performance ( 1130 ) of the join opera 
tional searching ( 1120 ) follows a “ lazy searching ” approach . 10 tions , the condition can depend on the vertex - level summary 
The network analysis tool searches , at the new edges of the metadata . Or , the condition can be a different condition . 
data graph , for partial matches of only a top - selectivity B. Innovations for Conditional Joins in a Distributed 
query subgraph and any other query subgraph ( among the Architecture . 
query subgraphs of the query graph ) that furthers progress of Join operations in a distributed architecture can be com 
a previous partial match towards completion of a complete 15 putationally expensive , even when operations are performed 
match . If a partial match is found in this searching , the in parallel . As described with reference to FIGS . 8a , 8b , and 
network analysis tool continues by searching , at neighboring 9 , for two sets of partial matches , join operations potentially 
edges of the data graph , for any of the query subgraphs that involve a large number of subgraph joins between pair - wise 
furthers progress of the new partial match towards comple combinations of partial matches from the two sets of partial 
tion of a complete match . Alternatively , the conditional 20 matches , as well as operations to map partial matches to 
searching ( 1120 ) can include searching , at the new edges , for key - value pairs ( tuples ) , sort the key - value pairs into groups , 
partial matches of each unique query subgraph among the and manage lists of partial matches . To limit the computa 
query subgraphs of the query graph . tional complexity of join operations , the network analysis 

For the conditional searching ( 1120 ) , the condition tool can conditionally perform the join operations in a 
depends on vertex - level summary metadata for at least some 25 distributed architecture . 
of the vertices of the data graph . The vertex - level summary FIG . 11b shows an example continuous query process 
metadata can include various types of information , such as ( 1150 ) in which a network analysis tool conditionally per 
indicators of temporal activity , indicators of range of rela forms join operations between sets of partial matches . The 
tions , indicators of updates within a time window defined by example continuous query process ( 1150 ) is an example of 
a search threshold , and / or other indicators for vertices . The 30 the continuous query process described with reference to 
vertex - level summary metadata can be stored in global FIG . 10 . 
memory in conjunction with the data graph at different nodes With reference to FIG . 11b , the network analysis tool 
of the distributed architecture . Alternatively , the vertex - level updates ( 1110 ) the data graph based on the additions to the 
summary metadata can be stored in local memory and data graph , as described with reference to FIG . 11a . This 
replicated at different nodes of the distributed architecture . 35 adds new edges to the data graph . In the distributed archi 

In some example implementations , the vertex - level sum tecture , different instances of tasks are executable in parallel 
mary metadata includes indicators of temporal activity . In to make updates for different batches of additions to the data 
this case , for a given new edge , the conditional searching graph . 
( 1120 ) can depend on whether , for vertices connected to the The network analysis tool searches ( 1170 ) for new sets of 
given new edge , corresponding ones of the indicators indi- 40 partial matches of query subgraphs of the query graph at the 
cate at least a threshold level of activity at the vertices new edges of the data graph . For the searching ( 1170 ) , 
connected to the given new edge . Thus , the network analysis different instances of tasks are executable in parallel to 
tool can check whether vertices have been updated fre search for different edges of the new edges of the data graph . 
quently / regularly or in a burst of updates , and then decide The searching ( 1170 ) can use a lazy searching approach or 
whether to search for partial matches that include those 45 full search approach ( searching , at the new edges , for partial 
vertices . matches of each unique query subgraph among the query 

In some example implementations , the vertex - level sum subgraphs of the query graph ) . The searching ( 1170 ) can be 
mary metadata includes indicators of range of relations . In performed conditionally , as described with reference to FIG . 
this case , for a given new edge , the conditional searching 11a . 
( 1120 ) can depend on whether , for vertices connected to the 50 Then , based at least in part on evaluation of a condition , 
given new edge , corresponding ones of the indicators indi the network analysis tool conditionally performs ( 1180 ) join 
cate at least a threshold range of relations for the vertices operations between partial matches from the new sets of 
connected to the given new edge . Thus , the network analysis partial matches and partial matches from cumulative sets of 
tool can check diversity scores for vertices , and then decide partial matches . The condition is whether affected vertices of 
whether to search for partial matches that include those 55 the data graph for the partial matches from the cumulative 
vertices . The diversity score for a vertex can indicate the sets have been updated within a time window defined by a 
number of attributes satisfied at the vertex , for a given query . join threshold . The join threshold depends on implementa 
More generally , the diversity score can capture a range of tion . Per - vertex information that indicates whether the 
relations that have been satisfied , in a query - specific way or respective vertices of the data graph have been updated 
in a way that applies for multiple different queries . 60 within the time window can be stored in global memory at 

In some example implementations , the vertex - level sum different nodes ( e.g. , in conjunction with other information 
mary metadata includes indicators of updates within a time for the respective vertices ) . Or , such per - vertex information 
window defined by a search threshold . In this case , for a can be stored in local memory ( and replicated ) at different 
given new edge , the conditional searching ( 1120 ) can nodes . 
depend on whether , for vertices connected to the given new 65 For example , for a given partial match from one of the 
edge , corresponding ones of the indicators indicate activity cumulative sets of partial matches , to evaluate the condition , 
within the time window at the vertices connected to the the network analysis tool determines whether the affected 
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vertices for the given partial match have been updated lative set of partial matches in order to remove those partial 
within the time window defined by the join threshold . The matches with affected vertices not updated within the time 
affected vertices of the given partial match can be a subset window . 
( e.g. , join predicate ) of the vertices of the given partial As described with reference to FIG . 8b , the network 
match . Or , the affected vertices can be all of the vertices of 5 analysis tool then aggregates ( shuffle phase ) the key - value 
the given partial match . Depending on implementation , the pairs to produce groups of the key - value pairs organized by 
condition can be satisfied if at least one of the affected key , and reduces ( reducing phase ) the respective groups of 
vertices has been updated within the time window , or key - value pairs . For the reduce phase , different instances of 
satisfied only if all of the affected vertices have been updated tasks are executable in parallel for different groups of the 
within the time window . If affected vertices for the given 10 key - value pairs . If the condition ( for the conditional perfor 
partial match have been updated within the time window mance of join operations ) has not yet been evaluated , the 

condition of affected vertices can be evaluated during the defined by the join threshold , the network analysis tool reducing phase ( e.g. , before line 8 , before line 9 , or before performs a join operation ( e.g. , subgraph join ) between the line 16 of FIG . 8b ) . In this way , the network analysis tool can given partial match and a partial match from one of the new 15 eliminate partial matches with affected vertices not updated 
sets of partial matches . Otherwise , the network analysis tool within the time window , thereby avoiding subgraph joins 
skips the performing that join operation . that involve those partial matches ( at line 18 ) . 

For a given query subgraph in an SJ tree , the new set of Thus , with one or more worker threads , the network 
partial matches can be empty , include a single new partial analysis tool selectively updates the SJ tree . With reference 
match , or include multiple new partial matches . Similarly , 20 to FIG . 9 , for an internal vertex ( P ) of the SJ tree , a worker 
the cumulative set of partial matches for a given query thread need not compare every new partial match ( in dc? ) 
subgraph in the SJ tree can be empty , include a single partial from a child vertex ( C1 ) against every cumulative partial 
match , or include multiple partial matches . match ( in Mc2 ) from its sibling vertex ( C2 ) . Similarly , a 

In some example implementations , an SJ tree includes worker thread need not compare every new partial match 
one or more internal vertices and multiple leaf vertices for 25 ( in dc2 ) from the other child vertex ( C2 ) against every 
query subgraphs of a query graph . Each of the leaf vertices cumulative partial match ( in Mc? ) from its sibling vertex 
of the SJ tree has an old set of partial matches for one of the ( C1 ) . Instead , the worker thread ( s ) can compare new partial 
query subgraphs . The old set of partial matches can be matches of a child vertex against a subset of the cumulative 
empty , include a single partial match , or include multiple partial matches from its sibling vertex , with the subset being 
partial matches . As part of the query process , for each given 30 determined based on which vertices of the data graph have 
leaf vertex of the SJ tree , the network analysis tool adds a been recently updated . 
new set of partial matches for the leaf vertex to the old set VIII . Usability Enhancements for Query Graph Construction 
of partial matches for the leaf vertex , thereby producing a A query graph can be designed in various ways . For 
cumulative set of partial matches . For example , the network example , a query graph ( and associated SJ tree ) can be 
analysis tool calculates cumulative sets of partial matches as 35 designed using a specification language similar to SQL or 
described with reference to FIG . 8a . For a given internal SPARQL , which allows a user to specify vertices , edges , 
vertex of the SJ tree ( having first and second child vertices ) , attributes , SJ tree partitions , and various constraints for the 
the network analysis tool conditionally performs join opera query graph . In text form , the specification of a query graph 
tions between partial matches from the new set of partial can be verbose and complicated , which makes it difficult for 
matches for the first child vertex and partial matches from 40 users to specify query graphs . 
the cumulative set of partial matches for the second child This section describes features of a query graph building 
vertex . For example , the network analysis tool checks the tool that can be used to create a query graph in an intuitive , 
condition of affected vertices before operations in line 17 in graphical manner , for use in execution of continuous sub 
FIG . 8a , and filters the cumulative sets of partial matches graph matching queries on graph - structured data . The build 
( M'left , M'right ) to remove those partial matches with affected 45 ing tool uses a library of templates for different patterns of 
vertices not updated within the time window . In this way , the query graphs . The library can include templates for common 
network analysis tool potentially passes smaller cumulative patterns of query graphs ( by default ) in a given use case 
sets of partial matches to the parallel hash join function scenario , as well as user - created templates for other patterns 
shown in FIG . 8b . of query graphs . In general , a query graph includes vertices , 
As described with reference to FIG . 8b , to perform the 50 attributes of the vertices , edges between the vertices , and 

join operation between a given new set of partial matches attributes of the edges , and a query graph can be used in any 
and corresponding cumulative set of partial matches ( for a of various use case scenarios . 
sibling vertex ) , the network analysis tool maps ( map phase ) For example , the query graph can represent a target 
at least some of the given new set of partial matches and at pattern of intrusion or attack in a computer network . In this 
least some of the corresponding cumulative set of partial 55 case , the vertices of the query graph can represent network 
matches to a sequence of key - value pairs . For the map phase , entities such as machines , services , and / or applications . The 
different instances of tasks are executable in parallel to edges of the query graph can represent communications 
calculate key - value pairs for different partial matches of the between the network entities ( e.g. , message flow ) . 
new set of partial matches and corresponding cumulative set Alternatively , the query graph can represent a target 
of partial matches . If the condition ( for the conditional 60 pattern of relationships in a social media network . In this 
performance of join operations ) is not evaluated before case , the vertices of the query graph can represent social 
operations in line 17 of FIG . 8a , the condition of affected media entities such as users , services , and / or items . The 
vertices can be evaluated before the map phase ( e.g. , before edges of the query graph can represent relationships between 
operations of line 2 of FIG . 8b ) or during the map phase the social media entities . 
( e.g. , interleaved with operations in lines 2-5 of FIG . 8b ) . In 65 Or , the query graph can represent a target pattern of links 
this way , the network analysis tool can filter the input set of in a set of documents . In this case , the vertices of the query 
partial matches ( M or M2 ) that corresponds to the cumu graph can represent the respective documents such as Web 
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pages , blog posts , etc. The edges of the query graph can ( e.g. , defining an order of messages for the query graph or 
represent links between the documents . setting relative ordering requirements between messages for 

In some example implementations , the query graph build the query graph ) . 
ing tool is interactive in several respects . First , the building Returning to FIG . 12 , following the “ no ” branch from 
tool can react to user input to select a template , change 5 decision 1230 , the building tool checks ( 1240 ) if the user 
various features of a query graph , save a query graph , and / or input indicates changes to query subgraphs of the query 
start the process of continuous subgraph matching queries graph . If so ( “ yes ” branch from decision 1240 ) , the building 
using the query graph . Second , the building tool can react to tool generates ( 1242 ) new query subgraphs , consistent with 
changes in a dynamic data graph by adjusting options for the user input , organized as an SJ tree for the query graph . 
attributes of vertices and / or edges of the query graph . 10 Thus , generation of the SJ tree can be guided by user input 

in some respects . In other respects , generation of the SJ tree FIG . 12 shows a generalized technique ( 1200 ) for build is automatic . The building tool can use the query graph , ing a query graph from a template , for use in execution of including ordering details from attributes of edges , to gen continuous subgraph matching queries on graph - structured erate a temporal layout of the query graph . Depending on 
data . A query graph building tool as described with reference 15 user preferences , the building tool can traverse the temporal 
to FIG . 2 , or other query graph building tool , can perform the layout in a depth - first , breadth - first , or statistically - driven technique ( 1200 ) . The building tool can render and present , fashion to set partitions between query subgraphs and iden 
on a display screen , features of a user interface as illustrated tify join predicates across the partitions . In the statistically 
with reference to FIGS . 13 and 14. Alternatively , the build driven approach , the traversal is based on the most discrimi 
ing tool uses different features of a user interface . 20 nant edges in the query graph , as indicated by historical or 

The building tool receives ( 1210 ) user input to create , live training data . In some example implementations , the 
change , save , or otherwise process a query graph . Various building tool can optimize the SJ tree for a query graph 
types of user input are described with reference to FIG . 2 . based on results ( e.g. , partial match characteristics , frequen 
The way that the building tool handles the user input cies for query subgraphs ) of using the query graph in 
depends on what the user input indicates . 25 execution of continuous subgraph matching queries on his 

The building tool checks ( 1220 ) if the user input indicates torical or live training data . Also , after a query graph is 
a selection , from a library of multiple available templates , of changed ( operation 1232 ) , the building tool can automati 
a template for a query graph . If so ( “ yes ” branch from cally generate ( 1242 ) new query subgraphs organized as an 
decision 1220 ) , in response to the user input , the building SJ tree for the changed query graph . 
tool loads ( 1222 ) the template for the query graph and 30 Following the “ no ” branch from decision 1240 , the build 
renders for display graphical indications of the vertices of ing tool checks ( 1250 ) if the user input indicates to save the 
the query graph , their attributes , the edges of the query query graph . If so ( “ yes ” branch from decision 1250 ) , the 
graph , and their attributes . In general , a template is a type or building tool saves ( 1252 ) the query graph , including query 
pattern of query graph , with at least some details ( e.g. , subgraphs organized as an SJ tree . 
vertices , edges , default values of attributes ) specified for the 35 Otherwise ( “ no ” branch from decision 1250 ) , the building 
query graph in the template . Examples of templates are tool handles ( 1260 ) the user input in some other way . For 
described below . Alternatively , the library includes other example , the user input can specify which of the query 
and / or additional templates . subgraphs is to be searched first during a continuous query 

Otherwise ( “ no ” branch from decision 1220 ) , the building process ( e.g. , for a " lazy searching ” approach ) . In response , 
tool checks ( 1230 ) if the user input indicates one or more 40 the building tool can change the SJ tree for the query graph 
changes to the query graph . If so ( “ yes ” branch from and save , in association with the SJ tree , an indication of 
decision 1230 ) , the building tool changes ( 1232 ) the query which of the query subgraphs is to be searched first during 
graph based on the user input and renders for display the continuous query process . Or , the user input can specify 
graphical indications of the vertices , edges , attributes , etc. of that continuous subgraph matching queries should be started 
the changed query graph . 45 for the query graph . In response , the building tool can pass 

In some example implementations , vertices and edges of the query graph ( and SJ tree ) to a network analysis tool , 
a query graph are fixed ( not changeable ) for a template , but which registers the query graph and begins continuous 
attributes of the vertices and / or edges can be specified . In subgraph matching queries within a data graph . 
response to the user input , the building tool can change one After handling the user input , the building tool checks 
or more of the attributes of the vertices and / or one or more 50 ( 1270 ) whether to continue the building process . If so , the 
of the attributes of the edges of the query graph . In this way , building tool continues by receiving ( 1210 ) new user input 
after selecting a template for a query graph , the user can to process . 
selectively populate the attributes of vertices and edges of As noted , the building tool can pass the query graph ( and 
the query graph . associated SJ tree ) to a network analysis tool , which can 

In other example implementations , in addition to speci- 55 perform continuous subgraph matching queries for the query 
fying attributes , a user can change the structure ( vertices , graph within a dynamic data graph . The building tool ( or an 
edges ) of the query graph . For example , in response to the associated visualization tool ) can present , on a display 
user input , the building tool can add one or more new screen , results of searching for the query graph within the 
vertices , remove one or more vertices , add one or more new data graph . The results can indicate complete matches , if 
edges , remove one or more edges , reroute one or more 60 any , of the query graph as well as partial matches of one or 
edges , change one or more of the attributes of the vertices , more of the query subgraphs of the query graph . The 
and / or change one or more of the attributes of the edges of presented results can also include statistics about which 
the query graph . query subgraphs are most common . This can help a user 
Agiven one of the attributes of the vertices or edges of the identify “ false positive ” matches of query subgraphs that do 

query graph can have a wildcard value , a specific value , or 65 not lead to complete matches . 
a range of values . Attributes of edges can define ordering In response to the display of results , the building tool can 
requirements or other temporal constraints for the edges receive ( 1210 ) additional user input . For example , the addi 
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tional user input can indicate one or more new changes to the BOT MASTER , BOT ) . A value of an attribute of a vertex or 
query graph . In response , the building tool can change edge of the query graph ( whether default value or user 
( 1232 ) the query graph . Or , as another example , the addi specified value ) can be shown in the annotated diagram 
tional user input can change which of the query subgraphs ( 1460 ) next to the vertex or edge . 
is to be searched first during a continuous query process 5 In FIG . 14 , the annotated diagram ( 1460 ) shows four 
( e.g. , for a “ lazy searching ” approach ) . In response , the vertices , which are associated with host machines having 
building tool can change the SJ tree for the query graph and host addresses , and three edges , which are associated with adjust the indication of which of the query subgraphs is to 
be searched first during the continuous query process . Thus , messages . The input areas / controls ( 1470 ) show default 

values for attributes of the query graph and settings for the a user can modify the SJ tree so that a rare query subgraph 10 continuous that is likely to lead to a complete match is searched first in query process . The settings for the continuous 
a “ lazy searching ” approach , and resources are not spent query process include a time window ( which can be set to a 

duration in hours , minutes , and seconds ) and message count . tracking partial matches of common query subgraphs 
unlikely to signify the emergence of a complete match . In For the query graph shown in the annotated diagram ( 1460 ) , 
this the user can set an IP address for each of the four host query graph can be made more selective and 15 
helpful to the user . machines associated with vertices . By default , the IP address 

In some example implementations , for a dynamic data can be any IP address ( wildcard ) . To specify a range of IP 
graph , the building tool automatically populates values of addresses , the IP address can be specified using a subnet 
attributes of vertices and / or edges of the query graph in the mask . The user can set the message type for each of the three 
user interface of the building tool , based on contents of the 20 messages associated with edges . 
dynamic data graph as it changes . For a user , this can For other templates , the query graph has different vertices 
simplify the process of adapting the query graph to suit the and edges , and the attributes for vertices and edges can 
data graph . change depending on the template . A given vertex can have 

The building tool can be distributed between multiple a single attribute or a combination of multiple attributes . For 
nodes in a distributed architecture . For example , a query 25 example , the attributes for a vertex can include label , host 
graph can be constructed using an application that executes name , host address ( e.g. , IP address ) , machine type , address 
in a Web browser environment , then submitted to a Web type , and / or port number . An attribute such as host address 
server for registration and use in continuous subgraph or port number can be specified as a range . The attributes for 
matching queries . The continuous subgraph matching que an edge can include protocol ( e.g. , HTTP ) , packet length , 
ries can be executed in a distributed manner using a cluster 30 packet count , message type ( e.g. , ICMP echo request , ICMP 
of nodes , as explained in previous sections . The Web server echo reply , DNS query ) , timestamp , and / or temporal order 
can provide results of the queries back to the Web browser , within the query graph ( relative to other edges of the query 
for presentation in the Web browser environment as feed graph ) . An attribute such as packet length , packet count , or 
back to the user , who may adjust the query graph . timestamp can be specified as a range . With the temporal 
FIG . 13 shows features of a user interface ( 1300 ) for an 35 order attribute , a user can define the target chronological 

example query graph building tool / visualization tool . The order of messages associated with edges . 
user interface ( 1300 ) includes a main view window ( 1310 ) For a specific type of network intrusion or attack , the 
in which results of continuous subgraph matching queries template can permanently set ( fix ) the structure ( vertices and 
can be displayed , a zoom in / out slider ( 1350 ) , and a view edges ) of the query graph while allowing the user to specify 
type toggle ( 1340 ) , which can be used to switch between an 40 attributes of vertices and edges . FIG . 14 shows an example 
abstract view and geo - spatial view . The user interface also of this approach . For another type of network intrusion or 
includes a menu ( 1320 ) of templates for query graphs . In attack , the user can also vary the “ scale ” of the query graph , 
FIG . 13 , the menu shows options for the use case scenario by adjusting the number of internal patterns in the query 
of computer network security . The options include query graph . For example , in a Botnet query graph , the user can 
graphs for various types of network intrusions and attacks , 45 specify the number of “ bots ” for the query pattern ( e.g. , > 20 , 
including Path Query , Botnet ( command and control ) , Exfil > 50 ) . In other cases , the user is allowed to arbitrarily adjust 
tration , Watering Hole , DDoS , and Crossfire DDoS . Other edges and / or vertices of the query graph . Also , in some 
available templates ( not shown ) can include templates for examples , the value of an attribute of a vertex or edge of a 
Witty Worm , Smurf DDoS , Fraggle DDoS , DNS amplifica query graph may be fixed ( not changeable ) according to a 
tion DDoS , and sequential attack vectors . 50 template . Typically , however , attributes can be changed . 
FIG . 14 shows features of a user interface ( 1400 ) for the FIG . 14 shows input areas ( 1470 ) for attributes . Alterna 

example query graph building tool . The user interface tively , the value of an attribute can be set with a pick - list 
( 1400 ) includes a query graph construction window ( 1450 ) menu , dialog box , or other type of user interface control , 
and control ( 1490 ) . The query graph construction window which may be activated by selection of the control or other 
( 1450 ) includes an annotated diagram ( 1460 ) and input 55 indicator that is visually associated with the attribute in the 
areas / controls ( 1470 ) . The control ( 1490 ) can be actuated to user interface of the building tool . In some example imple 
pass the query graph shown in the query graph construction mentations , when a vertex or edge is selected by the user in 
window ( 1450 ) to a network analysis tool and cause the the annotated diagram ( 1460 ) , the user interface presents 
network analysis tool to start the continuous query process input areas / controls for the attributes of the selected vertex 
using the query graph and a data graph ( specified else- 60 or edge . The current ( or default ) values of the attributes of 
where ) . the selected vertex or edge can be shown . The user can then 

The annotated diagram ( 1460 ) shows the query graph for change one or more of the attributes . When the user selects 
a selected template , which is the Path Query template in another vertex or edge in the annotated diagram ( 1460 ) , the 
FIG . 14. The annotated diagram ( 1460 ) depicts vertices and attributes of the previously selected vertex / edge are hidden . 
edges of the query graph . The annotated diagram ( 1460 ) can 65 In other example implementations ( as in FIG . 14 ) , the user 
show roles or labels of the vertices and edges ( e.g. , HOSTI , interface presents input areas / controls for the attributes of all 
HOST2 , MSG1 , MSG2 , ATTACKER , CONTROLLER , of vertices and edges of the query graph . 
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When an attribute is specified for a vertex or edge of a query graph within the data graph . The data graph includes 
query graph , the network analysis tool checks whether a vertices and edges between the vertices . The query graph 
vertex or edge in a data graph satisfies the attribute during includes multiple query subgraphs . As part of the searching , 
subgraph pattern matching . If the attribute of the query a network analysis tool finds complete matches , if any , of the 
graph is an exact value , the network analysis tool checks 5 query graph within the data graph and also finds partial 
whether the attribute of the vertex or edge in the data graph matches of query subgraphs within the data graph . As part 
exactly matches the attribute of the corresponding vertex or of the visualization , the visualization tool renders partial 
edge in the query graph . If the attribute of the query graph matches in a way that depends on extent of progress ( or 
is a range , the network analysis tool checks whether the maturity ) towards completion . 
attribute of the vertex or edge in the data graph falls within 10 With reference to FIG . 15 , the visualization tool receives 
the range of the attribute of the corresponding vertex or edge ( 1510 ) information that indicates complete matches , if any , 
in the query graph . If the attribute of the query graph is the of the query graph within the data graph . The visualization 
wildcard value or is not specified , the attribute of the vertex tool also receives ( 1520 ) information that indicates partial 
or edge in the data graph always matches the attribute of the matches of the query subgraphs within the data graph . For 
corresponding vertex or edge in the query graph . 15 example , a network analysis tool provides such information 
IX . Usability Enhancements for Match and Progress Visu in the form of new sets of partial matches ( or complete 
alization matches ) for vertices of an SJ tree . 

Results of subgraph query matching can be visualized in The visualization tool renders ( 1530 ) for display a match 
various ways . This section describes features of a results graphic that depicts ( a ) at least some of the vertices of the 
visualization tool that presents results of continuous sub- 20 data graph , ( b ) at least some of the edges of the data graph , 
graph matching queries on graph - structured data . According ( c ) the complete matches , if any , and ( d ) the partial matches . 
to the new visualization approach , significant early stage For the partial matches , the rendering depends on extent of 
results can be presented in context as the underlying data in progress ( maturity ) towards completion . It can also depend , 
a data graph dynamically changes . at least in part , on selectivity of associated query subgraph . 

In a match graphic rendered by the visualization tool , 25 In some example implementations , the visualization tool 
partial matches at key vertices and edges of a dynamic data lays out partial matches using a force - directed graph layout 
graph can be emphasized in early stages of continuous algorithm . Alternatively , the partial matches are laid out in 
subgraph matching queries on graph - structured data . That is , some other way . The visualization tool presents ( 1540 ) , on 
a partial match can be emphasized before a complete match a display screen , the match graphic . 
has been found . In particular , partial matches for rare , 30 For example , for the partial matches , color in the match 
high - selectivity query subgraphs can be emphasized in the graphic depends on the extent of progress towards comple 
user interface by the visualization tool at early stages , which tion . In this way , the visualization tool can provide a 
may indicate the emergence of a complete match or the start contextualized “ heat map ” for the results of continuous 
of another significant event . In some example implementa subgraph matching queries . The “ heat ” of the heat map 
tions , partial matches ( especially rare ones ) are graphically 35 corresponds to the extent of matching of a query graph , with 
highlighted in a different color ( e.g. , brighter color ) or a " coolest ” color indicating no matching query subgraphs 
heavier lines in order to accentuate differences compared to and the “ hottest ” color indicating a complete match . Thus , a 
underlying data in the dynamic data graph . color gradient can indicate a " confidence ” for the extent of 

At the same time , context for partial matches is presented . match found so far . 
The underlying data graph can be graphically depicted as 40 In some example implementations , a user can select with 
vertices and edges that connect the vertices . In this graphical user input ( e.g. , through a mouse or other pointing device ) 
arrangement , a partial match can be graphically highlighted one of the vertices of the data graph depicted in the match 
as described above ( e.g. , different color and / or heavier graphic . In this case , the visualization tool can center the 
lines ) . As a partial match becomes more complete ( by match graphic around the selected vertex , with edges flow 
merger of partial matches for different query subgraphs ) , the 45 ing from the selected vertex to other , connected vertices of 
higher - level partial match can be further emphasized ( e.g. , the data graph depicted in the match graphic . The selected 
made brighter and / or heavier ) . In some example implemen vertex can be rendered in a different color than other , 
tations , a partial match changes to a uniform , distinctive non - selected vertices . In the match graphic , partial matches 
color as the partial match becomes a complete match . As that involve sets of edges and vertices can be depicted in a 
partial matches “ age out , ” they can be deemphasized ( e.g. , 50 manner that depends on the extent of progress towards 
made less bright and / or narrower , or “ written over ” by newer completion . The visualization tool can also render associ 
vertices / edges ) . ated information for the selected vertex ( e.g. , one or more 

The visualization tool can be used in any of various use attributes of the selected vertex , a number of complete 
case scenarios ( e.g. , computer network security , social matches involving the selected vertex , a number of partial 
media network analysis , link analysis ) , as described above . 55 matches involving the selected vertex , a match score for the 
FIG . 15 shows a generalized technique ( 1500 ) for results selected vertex ) . The associated information can be pre 

visualization during execution of continuous subgraph sented in a side area adjacent the match graphic or in a small 
matching queries on graph - structured data . A results visu area near the selected vertex , overlaying the match graphic . 
alization tool as described with reference to FIG . 2 , or other In some example implementations , a user can actuate a 
results visualization tool , can perform the technique ( 1500 ) . 60 control ( such as the zoom in / out slider ( 1350 ) shown in FIG . 
The visualization tool can render and present , on a display 13 ) to zoom in or zoom out around the selected vertex . In 
screen , features of a user interface as illustrated with refer this way , the visualization tool can render the immediate 
ence to FIG . 16. Alternatively , the visualization tool uses neighborhood around the selected vertex in more detail or 
different features of a graphical user interface . render a progressively higher - level view of the data graph . 

According to the technique ( 1500 ) , during execution of 65 The visualization tool checks ( 1550 ) whether to continue 
continuous subgraph matching queries on graph - structured the visualization process . If so , the visualization tool con 
data , the visualization tool renders results of searching for a tinues by receiving ( 1510 , 1520 ) new information that 
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indicates complete matches , if any , and partial matches . In vertices ) . To show partial matches , the way that vertices 
this way , the visualization tool can repeat the operations and / or edges in the geo - spatial view are rendered can depend 
shown in FIG . 15 as the data graph changes , new complete on extent of progress towards completion ( e.g. , brighter 
matches are found , new partial matches are found , and so on . colors and / or heavier lines for vertices / edges in more mature 
New partial matches and new complete matches can be 5 matches ) . 
emphasized ( e.g. , by compositing them in a “ top ” layer of In some example implementations , in the geo - spatial 
the match graphic ) . Over time , old complete matches and view , to make the graphic less crowded , the visualization 
old partial matches can be de - emphasized in the user inter tool can render a subset of the vertices and edges of the data 
face ( e.g. , by overwriting them with newer matches at higher graph . For example , vertices of a data graph that are mapped 
layers and / or depicting them in a different color or narrower 10 to “ key ” ( critical actor ) vertices of a query graph can be 
lines ) . shown in the geo - spatial view . The key ( critical actor ) vertex 

The user interface can also show a progress graph that of a query graph can be defined as part of a template , set 
depicts the SJ tree associated with the query graph . For through an API , or otherwise set . For example , the key 
example , the visualization tool renders for display a progress vertex of a query graph representing a DDoS attack can be 
graphic that depicts vertices and edges of an SJ tree for the 15 the vertex that is the source of messages . Or , as another 
query graph . The progress graphic is a diagrammatic rep example , the key vertex of a query graph representing a 
resentation of the SJ tree . The rendering the progress graphic Botnet attack can be the vertex that has the role of " bot 
depends at least in part on counts of matches ( partial master . ” 
matches or complete matches ) for the vertices of the sub The visualization tool can be distributed between multiple 
graph join tree . The visualization tool can then present , on 20 nodes in a distributed architecture . For example , the visu 
the display screen , the progress graphic in conjunction with alization tool can run as an application in a Web browser 
the match graphic . environment . Results can be sent to a Web server for 

For the vertices of the SJ tree , color and / or size of rendering , and the Web server can provide the match graphic 
elements in the progress graphic can depend on the counts and progress graphic for rendering in the Web browser 
of the matches for the vertices of the SJ tree . For example , 25 environment . 
to indicate the frequency of partial matches for different FIG . 16 shows features of a user interface ( 1600 ) of an 
query subgraphs in the progress graphic , the visualization example results visualization tool . The user interface ( 1600 ) 
tool can change the size and / or line weights for vertices and shows a match graphic ( 1610 ) and a progress graphic 
edges of the query graph . As partial matches are found more ( 1620 ) . The match graphic ( 1610 ) is centered around a 
frequently for a query subgraph , the vertex for the query 30 selected vertex ( 1612 ) of the data graph . The selected vertex 
subgraph in the progress graphic can be depicted with a ( 1612 ) is rendered in a different color than other , non 
larger circle and / or heavier line . At the same time , the edges selected vertices in the match graphic ( 1610 ) . Information 
in the progress graphic can also be depicted with heavier associated with the selected vertex ( in FIG . 16 , a count ( 1 ) 
lines . Thus , the progress graphic can indicate the number of of complete matches and a match score ( 11 ) ) is rendered 
partial matches occurring for the query subgraph of each of 35 next to the selected vertex ( 1612 ) . If the user selects a 
the non - root vertices of the SJ tree . The progress graphic can different vertex , the match graphic ( 1610 ) can be re - centered 
also indicate the number of complete matches occurring for around the newly selected vertex , with the newly selected 
the query graph of the root vertex of the SJ tree . vertex rendered in a different way and information associ 

The colors of partial matches in the match graphic can ated with the newly selected vertex presented . 
track the colors of corresponding vertices of the SJ tree in 40 In FIG . 16 , with the zoom in / out slider ( 1650 ) , the view 
the progress graphic . For example , partial matches for a has been set to show a small neighborhood around the 
given query subgraph are rendered in the match graphic in selected vertex ( 1612 ) . ( This helps show details for indi 
the same color as the vertex for the given query subgraph in vidual matches . When zoomed out more , the match graphic 
the progress graphic for the SJ tree . The color can corre ( 1610 ) can depict hundreds , or even thousands of vertices , 
spond to the level or degree of progress towards a complete 45 with tens of thousands or even millions of edges , and a large 
match , or it can indicate a degree of selectivity ( discrimi number of matches . ) In FIG . 16 , the match graphic ( 1610 ) 
natory power ) for query subgraphs . Text indicating a match depicts some of the vertices of a data graph , some of the 
ing score or percentage can also be shown for each vertex of edges of the data graph , one complete match ( 1614 ) , and two 
the SJ tree in the progress graphic . partial matches ( 1616 ) . For the sake of illustration , the 

The visualization tool can switch between an abstract 50 complete match ( 1614 ) is shown in the heaviest lines , the 
view and geo - spatial view ( e.g. , depending on the view type partial matches ( 1616 ) are shown in narrower lines , and 
toggle ( 1340 ) shown in FIG . 13 or view type toggle ( 1640 ) other vertices / edges ( not involved in any matches ) are 
shown in FIG . 16 ) . For the abstract view , vertices of the data shown in the narrowest lines . In some example implemen 
graph are depicted in an abstract configuration , and can be tations , vertices / edges are rendered in different colors 
reconfigured to focus on a selected vertex , as described 55 depending on extent of progress towards completion ( e.g. , 
above . For the geo - spatial view , the visualization tool com with vertices / edges in complete matches being rendered in a 
posites at least some of the match graphic over a geo - spatial brightest or " hottest " color , vertices / edges in partial matches 
map view , such that the vertices of the data graph are being rendered in a less bright or " cooler ” color , and other 
depicted at different physical locations . This can help pro vertices / edges being rendered in a least bright or “ coolest ” 
vide real - world context for the match graphic . For example , 60 color ) . 
vertices that represent host machines having IP addresses The progress graphic ( 1620 ) includes a vertex for each of 
can be rendered at or near the physical locations associated the vertices of the SJ tree . The vertices of the progress 
with those IP addresses . Information associated with the graphic ( 1620 ) are connected by edges that indicate parent / 
vertices can be depicted ( e.g. , one or more attributes of the child relationships and sibling relationships in the SJ tree . 
respective vertices , number of complete matches involving 65 The size of a vertex in the SJ tree corresponds to a count of 
the respective vertices , number of partial matches involving matches found for the associated query subgraph ( for a 
the respective vertices , match scores for the respective non - root vertex ) or query graph ( for the root vertex ) . The 










