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Resilience is more than reliability

Performance and recovery graphic adapted from: Kröger W. (2019) Achieving Resilience of Large-Scale 
Engineered Infrastructure Systems. In: Noroozinejad Farsangi E., Takewaki I., Yang T., Astaneh-Asl A., 
Gardoni P. (eds) Resilient Structures and Infrastructure. Springer, Singapore. https://doi.org/10.1007/978-
981-13-7446-3_12

Resilience is measured by a system’s ability to 
persist over time with the same basic structure.1

2

Resilience is a multifaceted capability of complex 
systems that encompasses avoiding, absorbing, 
adapting to, and recovering from disruptions.2

Resilience addresses short- and long-term risks, 
vulnerabilities, adaptation, and reliability.3

1 Holling, C. S., Resilience and stability of ecological systems, Ann. Rev. Ecol. Systems, 4, 1-23, 1973. 
2 Fraccascia, Luca, Ilaria Giannoccaro, and Vito Albino. "Resilience of complex systems: state of the art and 
directions for future research." Complexity 2018 (2018).
3 Watson, Jean-Paul, et al. "Conceptual framework for developing resilience metrics for the electricity oil and gas 
sectors in the United States." Sandia national laboratories, albuquerque, nm (united states), tech. rep (2014).
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Improving resilience is critical

Billion-dollar disasters and costs 
in United States (1980-2020)

NOAA National Centers for Environmental Information (NCEI) U.S. Billion-Dollar Weather and Climate 
Disasters (2021). https://www.ncdc.noaa.gov/billions/, DOI: 10.25921/stkw-7w73

Hsiang, Solomon, Robert Kopp, Amir Jina, James Rising, Michael Delgado, Shashank 
Mohan, D. J. Rasmussen et al. "Estimating economic damage from climate change in 
the United States." Science 356, no. 6345 (2017): 1362-1369.
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Disaster costs to water and power utilities are of 
similar magnitude -- in the billions

• McKinsey estimates average storm damage costs 
and lost revenues total $1.4B per power utility 
over the last 20 years for ten power utilities in seven 
states (Alabama, Florida, Georgia, Louisiana, North 
Carolina, South Carolina, and Texas, plus New 
Jersey, where hurricanes are less common but dense 
coastal populations mean damage from storms can 
be particularly costly).1

• The cost of repairing Hurricane Sandy’s damage 
to sewage treatment plants in New York is nearly 
$2 billion. The New Jersey Department of 
Environmental Protection plans to allocate nearly $1 
billion for recovery and repair of facilities, and another 
$1.7 billion for building resilience into the system.2

1https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-insights/why-and-how-utilities-should-start-to-manage-climate-change-risk?cid=other-eml-nsl-mip-
mck&hlkid=aa974100b02e4e9ca955efa48f16b516&hctky=1132273&hdpid=c42f05b4-e07c-4331-af95-2aedccc22f27#
2https://www.climatecentral.org/news/11-billion-gallons-of-sewage-overflow-from-hurricane-sandy-
15924#:~:text=The%20cost%20of%20repairing%20Sandy's,building%20resilience%20into%20the%20system.

Mukherjee, Sayanti, Roshanak Nateghi, and Makarand Hastak. "A multi-hazard 
approach to assess severe weather-induced major power outage risks in the 
us." Reliability Engineering & System Safety 175 (2018): 283-305.
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Investment needs for aging infrastructure provide 
opportunities to improve resilience

Chart appears in: EPA's 6th Drinking Water Infrastructure Needs Survey and 
Assessment https://www.epa.gov/dwsrf/epas-6th-drinking-water-infrastructure-
needs-survey-and-assessment

Chart derived from: ASCE Failure to Act, Electric Infrastructure 
Investment Gaps in a Rapidly Changing Environment 
https://www.infrastructurereportcard.org/new-asce-report-electrical-
infrastructure/
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Including wastewater infrastructure, the total 
water-related investment gap is estimated at 

$434 billion by 2029 (ASCE)
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Significant resilience planning is ongoing in the 
water and power sectors, but in a siloed fashion

Selected 
Water Sector 
Resilience 
Tools and 
Approaches

https://acwi.gov/swrr/p&p_library/mar31_2015/hecht_resilience&water_presentation.pdf
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Selected 
Power 
Sector 
Resilience 
Tools and 
Approaches
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Integrated planning for resilience across water 
and power?

Most research and 
industry efforts have 
been either:
• Water for energy, or
• Energy for water 

Rather than:
• Water and energy for 

resilience

Some exceptions:

And now, this project!
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Resilience hazards affect the key points of 
interdependence between water and power
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Water and power resilience strategies are often the 
same – why not deploy them jointly?

Potential resilience strategies include:
• Adding reservoir storage capacity to capture flows in 

wet years
• Developing groundwater supplies
• Increased reuse of treated wastewater
• Desalination
• Demand-side conservation programs
Many of these strategies are costly and may affect credit 
ratings and financial risk

Consider the case of drought:
Water utilities are concerned about their ability to continue to 
supply water to their customers. Drought can affect water 
supplies and water quality, affecting supply and treatment costs. 
Utilities are interested to secure alternative water supplies if 
their primary water sources become unavailable or unusable. 

Grid operators and electric utilities are concerned about 
reductions in hydropower production due to reduced 
flows/reservoir storage and reductions in thermoelectric 
generation due to lack of cooling water. These impacts could 
lead to much higher wholesale electricity prices, thermoelectric 
plant shutdowns, and potentially system outages. 

Potential resilience strategies include:
• Adding reservoir storage capacity to capture flows in 

wet years
• Developing groundwater supplies
• Increased reuse of treated wastewater
• Desalination
• Demand-side conservation programs
Many of these strategies are costly and may affect credit 
ratings and financial risk
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Communication
Establish capability to 

communicate with 
electric providers, 

local agencies and the 
public to help your 

utility respond more 
quickly and efficiently 

to a power loss.

Power 
Assessments
Conduct a power 
assessment to 

understand your 
essential equipment 

energy needs.

Emergency/ 
Standby 

Generators
Learn how to select, 

maintain, and register 
requirements for a 
fixed or portable 

emergency generator 
for your utility.

Fuel
Develop plans to 
ensure you have 

enough fuel for your 
generator during a 

power outage 
emergency.

Energy Efficiency
Increase your energy 
efficiency to allow you 
to operate on back-up 
power longer during 
emergencies and to 

reduce your electricity 
bills during normal 

operations

On-site Power
Consider options for 
generating your own 

power.

Black Sky 
Planning

Prepare for long-
duration, widespread 

power outages.

Funding
Learn about possible 
funding sources for 

resilience measures.
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More examples of the potential synergies in a 
coordinated response to resilience

EPA recommendations for the 
water sector

McKinsey recommendations for the power sector

https://www.epa.gov/sites/production/files/2016-
03/documents/160212-powerresilienceguide508.pdf

https://www.mckinsey.com/industries/electric-power-and-natural-gas/our-insights/why-and-how-utilities-should-start-to-manage-climate-
change-risk?cid=other-eml-nsl-mip-mck&hlkid=aa974100b02e4e9ca955efa48f16b516&hctky=1132273&hdpid=c42f05b4-e07c-4331-
af95-2aedccc22f27#

New partners to help develop and 
finance resiliency strategies 

Decentralized 
generation

Battery 
storage Microgrids Environmental 

management
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The Integrated Water-Power Resilience Project

Recognition of:
• Shared resilience hazards 
• System interdependencies
• Common resilience 

strategies

Benefits:
• Increased long-term 

economic viability
• Reduced financial risks
• Lower service costs
• Increased reliability
• Reduced outage 

recovery times
• Reduced impacts to 

vulnerable communities
• Improved environmental 

outcomes such as 
reduced GHG 
emissions, improved 
water quality

Coordinated 
Planning, 
Investment, and 
Operations

PNNL-SA-161248
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High Impact,
Lower Frequency

High Impact,
High Frequency

Low Impact,
Low Frequency

Low Impact,
Higher Frequency

Increasing
Magnitude
of Hazard
Impact(s)

Increasing Frequency of Hazard(s) 

Net benefits will be 
addressed on a multi-party, 
multi-objective basis:
• Utilities, customers, 

environment
• Capital costs
• Operating costs
• Environmental impacts
• Social justice 
• Uncertainty 

characterization
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Feedback please! 

DOE/WPTO Project Goals

• Identifying Barriers to and Opportunities for Joint Resilience Planning
• Integrated Water-Power Case Studies
• Open-Source Decision Support Models/Tools
• Demonstration/Pilot Projects
• Stakeholder Engagement
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