
Hardware-in-the-loop (HIL) 
approaches allow a real-time 
distribution model to be interfaced 
with a range of protection and 
control equipment. By also building 
a cyber layer that can capture the 
interactions between the power 
grid and the ancillary equipment, 
a cyber-physical twin can be 
realized. By allowing automation 
and orchestration, the twin can 
be subjected to a range of 
adverse conditions, operation 
modes, and novel controls—all 
while capturing valuable data on 
both the cyber and physical 
levels.

High-fidelity experimentation allows control, protection, and communication 
infrastructures to exist in a realistic environment that can mimic real-world 
distribution system operation modes, failure modes, and vulnerabilities to 
be assessed. Rigorous experimentation can be enabled for power grids by 
coupling real-time simulators with a wide range of industrial equipment, a 
rich cloudstack, and scripted automation sequences.

High-Fidelity Testbed
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●  Fidelity Level
●  Realism
●  Impact Studies
●  Vulnerability 

● Physical Process Emulation
● SCADA Capability & 

Automation
▪ SEL RTAC
▪ OPC Server
▪ Support of Modbus, DNP3, 

& many other protocols
● Multi-vendor power devices 

(RTU, relays, meters, 
microgrid controllers, PMUs)

● Building 
Controllers/Amplifiers

● Network Emulation

Adverse Conditions & Impact

Define Level of Fidelity to Capture Impact

Meaningful Datasets & Experiments

Real World Cyber-physical Twin

https://www.pnnl.gov/projects/center-collaborative-cyber-physical-research/powernet-testbed
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