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SUMMARY

On February 29, 2016, the Snohomish County Public 
Utility District (SnoPUD) and the Department 
of Energy’s (DOE) Pacific Northwest National 
Laboratory (PNNL) co-hosted the third annual 
Washington State Cybersecurity Summit, bringing 
together industry leaders and policymakers to review 
what is being done in the state of Washington and 
engage in a dialogue about how to build a better 
defense network, combat cyberattacks, and train next-
generation cyber professionals. The goal of the summit 
was to broaden the state’s perspective by hearing 
from public and private experts on cybersecurity and 
examining both the newest cyber technologies and 
what is needed to create more resilient systems.

The meeting began with welcome remarks from 
Jessica Matlock (SnoPUD) and Bjong “Wolf” 
Yeigh (University of Washington) who highlighted 
the workshop’s goal to bring together a cross section 
of public and private experts to examine challenges, 
opportunities, and solutions. This was followed by  
a video presentation from Senator Patty Murray,  
who reflected on the state’s unique opportunity to  
be a leader in cybersecurity education, research,  
and technology.

Major General Bret Daugherty (Washington State 
National Guard) spoke briefly about the potentially 
drastic impacts of a cyberattack to the region and 
the need to think holistically about solutions then 
introduced the keynote speakers.

Featured guest speakers Scott Charney (Microsoft 
Corporation) and Patricia Hoffman (DOE Office of 
Electricity Delivery & Energy Reliability) discussed 
the future of cybersecurity from both a private and 
public perspective.

PANELS

The keynote speakers were followed by a series of 
presentations and panels addressing the following 
focus area and questions:

Emerging threats and response

» What are the threats and how do we protect our 
assets against rapidly evolving cyber threats?

» What is needed during these types of events and are 
we getting what we need?

» What is working and not working and where do we 
need assistance from policymakers and the federal 
government?

Trends in cyber detection  
and protection

» What are the trends in cyber detection and 
protection?

» What is the future looking like?

» What are the new tools and processes that are 
emerging? 

Privacy, public disclosure,  
and information sharing

» How can we ensure information sharing occurs 
between the organizations and infrastructure while 
still addressing some of the public disclosure and 
privacy concerns?

Workforce development and education

» What are the challenges with growing the 
cybersecurity workforce for critical infrastructure?

» How do we develop needed faculty?

» How do we work with industry to reflect their needs?

» Do universities need to integrate programs more 
closely with industry, particularly in this field?

» How do we motivate universities to embrace needed 
changes?

» What does the ideal world look like for us?

OUTCOMES

This report summarizes the presentations, discussions, 
and outcomes from the workshop. This and previous 
cybersecurity summit reports are available at http://
www.snopud.com.
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INTRODUCTION

On February 29, 2016, the Snohomish County Public 
Utility District (SnoPUD) and the Department of 
Energy’s (DOE) Pacific Northwest National Laboratory 
(PNNL) co-hosted the third annual Washington State 
Cybersecurity Summit, bringing together industry 
leaders and policymakers to review what is being 
done in the state of Washington and engage in a 
dialogue about how to build a better defense network, 
combat cyberattacks, and train next-generation cyber 
professionals. Building on the previous summits, 
the goal of the event was to broaden the state’s 
perspective by hearing from public and private experts 
on cybersecurity and examining both the newest 
cyber technologies and what is needed to create more 
resilient systems.

WELCOME REMARKS

Speakers

» Jessica Matlock, Director, Government Relations, 
SnoPUD

» Chancellor Bjong “Wolf” Yeigh, University of 
Washington

» Senator Patty Murray, U.S. Senator, Washington

Jessica Matlock (SnoPUD) welcomed participants 
to the third annual cybersecurity summit, providing 
highlights from the previous years’ meetings and 
reiterating the goal for the event: to foster engaging 
discussion about how to enable more resilient 
cybersecurity. 

Chancellor Bjong “Wolf” Yeigh (University of 
Washington [UW]) shared information highlighting 
the UW’s growing cybersecurity education and 
research, including work at its Tacoma, Seattle, and 
Bothell campuses. Wolf reported that the school is 
currently ranked 10th in best places in the country  
to study cybersecurity. He also reported that the 
Tacoma campus will be hosting a cyber symposium 
later in 2016.

Wolf was followed by a video presentation from 
Senator Patty Murray (U.S. Senate), whose opening 
remarks reflected on the state’s unique opportunity as 
a regional leader in cybersecurity education, research, 
and technology. Senator Murray praised the state’s 
growth in cybersecurity leadership and underpinned 
the importance of convening stakeholders to pioneer 
the next bold and innovative step forward.

Major General Daugherty (Washington National Guard) 
introduces the keynote speakers.

“Washington State is uniquely positioned to  
emerge as a national and global hub for 
cybersecurity.” 

Senator Patty Murray
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Scott Charney (Microsoft) discusses Trustworthy Computing 
2.0.

“No matter how great our expertise, we can’t 
prevent or respond to an event alone.” 

Major General Bret Daughtery 
Washington National Guard

KEYNOTE SPEAKERS

Speakers

» Major General Bret Daugherty, Adjutant General, 
Washington National Guard

» Scott Charney, Corporate Vice President for 
Trustworthy Computing, Microsoft

» Patricia Hoffman, Assistant Secretary, DOE Office 
of Electricity, Delivery & Energy Reliability

Major General Bret Daugherty (Washington 
National Guard) shared insight into the potential 
and drastic impact a cyberattack could have on public 
infrastructure. Major General Daugherty is the senior 
official for responding to a major cyber event and 
homeland security advisor to Governor Jay Inslee. 
Major General Daugherty highlighted recent advances 
by the Washington State Military Department 
to advance security efforts and the forming of 
a Washington State infrastructure protection 
subcommittee charged with advising himself and the 
governor on emergency preparedness. An annual report 
on statewide cybersecurity readiness is due in the fall.

» Secure operations (national and international 
certifications, operational security assurance)

» Secure ecosystems (cybersecurity collaboration, 
cybercrime prevention, cyber norms)

» Secure development (security development lifecycle, 
software integrity policies).

Scott Charney (Microsoft) walked the audience 
through the historical evolution of cyberattacks, from 
the early days of young hackers exploring networks 
to today’s forward-looking complexities facing the 
nation as the Internet of Things (IoT) becomes more 
prevalent and as militarization of cyberspace continues. 
He noted that the IoT is here, and with it comes 5 
billion assets to secure, and yet many of the IoT devices 
will not be built by companies with cybersecurity 
experience.

To that end, Scott showcased Microsoft’s “Trustworthy 
Computing 2.0” model, built around the following:

» Secure and empower customers (security services/
features, transparency, controllability)

“Cyber used to focus on stealing information, 
which led to long and slow destruction of a 
business. Now there are more destructive 
attacks and the effects are more immediate.” 

Scott Charney, Microsoft

Scott responded to questions regarding the challenges 
of investing in cybersecurity solutions, noting that 
hardware roots of trust are being leveraged to address 
authentication of both devices and individuals. 
Additionally, it is critical to implement domain 
isolation, separating critical systems that must be 
more highly protected. He also noted that since all 
attacks will not be prevented, there is a need to focus 
on infrastructure resilience, exploring how to contain 
an attack to a certain area, how to reconstruct the 
environment, and how to validate the integrity of data. 

Patricia Hoffman (DOE Office of Electricity, Delivery 
& Energy Reliability) focused on utility infrastructure 
and workforce management and how to strengthen the 
ability to respond cohesively. Patricia noted the need 
for a tactical approach that addresses infrastructure, 
enterprise risk strategy, asset management, and 
access management as well as supply chain and 
workforce management. She emphasized that as the 
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cyber landscape evolves, there is a growing need to 
integrate control systems into major functions as well 
as education, challenging that more control systems 
should be brought into major fields. Patricia also 
emphasized the importance of recovery and the need 
to focus on it in the coming years.

During the question and answer (Q&A) session, 
speakers addressed current trends and challenges 
including:

» The importance of information sharing

» How utilities can use backup servers and 
redundancies in systems

» Advancing federal standards and how states address 
utilities

» Hardware risks and prevention solutions

» Integrating cybersecurity into basic education 

» The human-computer division of work in industry.

» Edison Electric Institute: Scott Aaronson, 
Managing Director, Electric Sector and National 
Infrastructure Protection

» Washington Military Department’s Emergency 
Management Division: Robert Ezelle, Director

» U.S. Navy: Darla Montgomery-Sherrell, 
Command Information Officer, Navy Facilities 
Engineering Command Northwest

The panel opened with a presentation from Scott 
Aaronson (Edison Electric Institute), who presented 
“Industry-Government Partnerships for Critical 
Infrastructure Security.” Scott described the threat 
landscape relative to the likelihood of an attack versus 
its consequence. He then outlined current industry-
government collaboration and the Electric Sector 
Coordinating Council (ESCC) efforts in overseeing 
industry-government coordination, leveraging 
infrastructure and research and development, sharing 
threat information, and coordinating across sectors.

“If we don’t get cybersecurity at scale from 
a critical infrastructure point of view, we are 
going to have a great hurdle to overcome. 
How do we share and incorporate those 
capabilities?”

Patricia Hoffman, DOE Office of Electricity, 
Delivery & Energy Reliability

EMERGING THREATS  
AND RESPONSE 

This panel explored emerging threats, what is working 
and not working, and what is needed to better protect 
our assets against rapidly evolving cyber threats.

Panelists:

» Facilitator: Phillip B. Jones, Commissioner, 
Washington Utilities and Transportation 
Committee

» SnoPUD/National Guard: Benjamin Beberness, 
Chief Information Officer, SnoPUD

“You can’t protect everyone from everything. 
Protection of critical infrastructure is a shared 
responsibility.” 

Scott Aaronson, Edison Electric Institute

Benjamin Beberness (SnoPUD) presented on the 
National Guard Penetration Test, an operation in 
which cybersecurity professionals from the Washington 
National Guard and a series of industry experts tested 
the cyber defenses of SnoPUD. The friendly but 
life-like hack featured a realistic-looking work email 
disseminated to employees. Benjamin described the 
challenges and benefits of the effort, explaining that 
it took support from all ranks and organizational 
levels to coordinate the successful operation. While a 
table-top exercise is great, an operation is even better, 
he said. Benjamin also highlighted the Electricity 
Sector Information Sharing and Analysis Center 
(ISAC). The Electricity ISAC, in collaboration with 
the DOE and the ESCC, serves as the primary security 
communications channel for the electricity subsector 
and enhances the subsector’s ability to prepare for and 
respond to cyber and physical threats, vulnerabilities, 
and incidents.
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to apply the lessons learned to future collaborations  
with industry and vendors.

Robert Ezelle (Washington Military Department’s 
Emergency Management Division) discussed how 
Washington State, both generally and from a military 
perspective, would respond to a cyber event. Within 
the last decade, the cyber threat and the potential 
consequences have come forward in the state’s 
Emergency Management Division response thinking, 
he said. He cited the SnoPUD exercise as a positive 
example of the state’s response capabilities. Robert 
emphasized the need for unified coordination and 
partnerships, from the governor directing state entities 
to state emergency and outreach centers developing 
action plans, allocating resources, and facilitating 
interagency resolution of priorities and conflicts.

Panelists discuss emergency threats and response.

“The [National Guard/SnoPUD] cyber 
operation made us a little more humble and 
made my staff rethink cybersecurity and 
rethink our response.”

Benjamin Beberness, Snohomish County 
Public Utility District

Darla Montgomery-Sherrell (Navy Facilities 
Engineering Command Northwest [NAVFAC 
NW]) presented “NAVFAC NW Cybersecurity 
Challenges,” describing efforts to work with the critical 
infrastructure community and lend expertise and 
capabilities to advance coordinated training. The effort 
seeks to advise and assist by leveraging a coordinated 
response, situational awareness, organizational 
mapping, and security remediation. Darla highlighted 
challenges, risks, and constraints facing the Northwest 
and described NAVFAC NW’s efforts to build and 
maintain sustainable facilities, deliver utilities and 
services, and provide Navy expeditionary combat  
force capabilities. She highlighted efforts to build  
on existing successful partnerships with a goal  

“Cybersecurity is much more than an IT 
issue—we see it as a matter of public safety.” 

Robert Ezelle, Washington Military 
Department’s Emergency  

Management Division
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Robert also noted future efforts with the Department 
of Homeland Security, Federal Emergency 
Management Agency, and the National Guard to 
enhance cyber resource typing and training. He shared 
how the National Guard is working with the critical 
infrastructure community to lend their expertise and 
capabilities to enable coordinated response, situational 
awareness, and organizational mapping.

TRENDS AND PERSPECTIVES  
IN CYBER DEFENSE

Panelists provided industry and government 
perspectives on emerging trends and tools in  
cyber defense.

Panelists:

» Facilitator: Gordon Matlock, Cyber Practice Lead, 
Bridge Partners

» PNNL: Troy Thompson, Chief Information 
Security Officer

» Neoprime Solutions: Craig Schultz, CEO

Troy Thompson (PNNL) began the panel discussion 
with a presentation on the conventional cybersecurity 
landscape and the role of national laboratories. He 
shared how laboratories balance mission needs with 
cybersecurity demands along with risk tolerance, 

training, and awareness. Troy noted the importance 
of considering differing perspectives (adversary versus 
defender) across the physical, human, and digital 
domain.

Troy Thompson (PNNL) and Craig Schultz (NeoPrime) discuss trends and emerging challenges in cybersecurity.

“The challenge is how quickly can we cycle 
through and understand mission priorities, 
what we’re doing to detect, respond, recover, 
and measure effectiveness.” 

Troy Thompson, 
Pacific Northwest National Laboratory

Craig Schultz (Neoprime Solutions) focused on the 
changing economics of attack and defense, the cost of 
an attack versus the cost of defense. He also reflected 
on his experiences abroad understanding attackers’ 
views in emergency security and technology control.

During the discussion, Troy and Craig explored the 
rising challenges and opportunities as people grow 
more connected across all fronts—at home, at work, 
in medical technologies, in their cars, etc. They 
highlighted trends in security products and their 
lifecycle and compared current-to-emerging next-
generation security control models.
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During the Q&A session, the audience asked how 
to protect the local account as attacks continue to 
escalate. The speakers discussed typical measures such 
as account lockout, aggressive scanning, and password 
policies, but reiterated the need for behavior-based 
approaches, emphasizing the need for new models of 
user training and awareness.

Panelists:

» Facilitator: Ann Lesperance, Director, Northwest 
Regional Technology Center, PNNL

» American Public Power Association: Joy Ditto, 
Senior Vice President, Legislative and Political 
Affairs

» National Cybersecurity and Communications 
Integration Center U.S. Department of Homeland 
Security: Mike Roskind, Deputy Director, National 
Coordinating Center for Communications 

» Microsoft: Aaron Kleiner, Director, Industry 
Assurance and Policy Advocacy

Joy Ditto (American Public Power Association) 
reviewed recent history from passage of the 
Energy Policy Act of 2005, which created the 
Critical Infrastructure Protection standards, to the 
establishment of the electric sector cyber coalition in 
2007 and passage of the Cybersecurity Act of 2015, 
an information sharing framework across critical 
infrastructure sectors long sought by the electric sector. 
Joy also discussed the grid security provisions of the 
2015 Fixing America’s Surface Transportation Act 

“Trends in security products and their 
lifecycle are making it more dynamic in how 
security has to be put into place—you can’t 
be static anymore.” 

Craig Schultz, Neoprime Solutions

PRIVACY, PUBLIC DISCLOSURE, 
AND INFORMATION SHARING

Panelists discussed information sharing among and 
between critical infrastructure providers and how to 
address public disclosure and privacy concerns.

Aaron Kleiner (Microsoft) discusses cybersecurity information sharing and risk management.
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(5-year, $305 billion). Joy said that Congress has honed 
in on the concepts regarding with whom information 
is being shared, encouraging certain information to be 
unclassified, giving liability protection to the private 
sector, and facilitating rapid sharing of information. 
Implementation of the bills passed in 2015 by the 
Department of Homeland Security, DOE, and Federal 
Energy Regulatory Commission will be important to 
monitor and engage in where appropriate.

“What you’ve seen all day long about 
resilience and response—that is where we’re 
working to make improvements.” 

Joy Ditto,  
American Public Power Association

Mike Roskind (National Coordinating Center for 
Communications [NCC]) presented on the NCC 
Communications ISAC. Mike provided an overview of 
the NCC programs and operations as well as activities 
to develop a common operating picture for coordinated 
and local response to ensure communications, protect 
national security, and enable emergency preparedness. 

Panel discusses challenges and opportunities for developing next-generation leadership in cybersecurity.

“You have to be able to create the 
environment from the high levels of 
management, to clear the deck so the action 
officers can do their job to develop strategies 
and implement.” 

Mike Roskind, National Coordinating 
Center for Communications

Mike also highlighted how the Communications 
ISAC, as a function of the NCC, is facilitating 
voluntary collaboration and information sharing.

To that end, Ann Spangler (SnoPUD) spoke briefly 
on the state’s Public Records Act, noting that there 
are no specific exemptions for critical infrastructure 
or privacy, except for vulnerability assessments and 
emergency response plans.

Aaron Kleiner (Microsoft) presented “Cybersecurity 
Information Sharing: Foundational Element of 
Risk Management,” defining key elements for 
building an effective and sustainable information 
sharing program. These building blocks include a 
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detailed understanding of the methods, models, and 
mechanisms of exchange; actors involved; scope and 
purpose; and types of information involved. Kleiner 
provided a series of recommendations for developing 
an information sharing network. More information 
is available in the white paper titled, “A Framework 
for Cybersecurity Information Sharing and Risk 
Reduction.”

also highlighted PISCES, the Public Infrastructure 
Security Collaboration and Exchange System, through 
which local government can share information and 
provide rich telemetry.

“Commitment, trust, cooperation, and a clear 
sense of value are required.”

Aaron Kleiner, Microsoft

WORKFORCE DEVELOPMENT 
AND EDUCATION

This panel addressed challenges and opportunities 
for growing the cybersecurity workforce for critical 
infrastructure.

Panelists:

» Facilitator: Barbara Endicott-Popovsky, Ph.D., 
Professor, UW Institute of Technology

» T-Mobile Corporation: Bill Boni, Vice President 
& Corporate Information Security Officer

» Critical Informatics: Mike Hamilton, CEO 

» UW Department of Urban Design and Planning: 
Jill Sterrett, Lecturer and Leadership Advisor, 
Master of Infrastructure Planning and Management 
Program

» Columbia Basin College: Matt Boehnke, Assistant 
Professor Computer Science/Cyber Security

Mike Hamilton (Critical Informatics) emphasized 
the need for incoming talent to get first-hand exposure 
to life in the cyber trenches and the need for industry 
and government to integrate to develop solutions 
along with mutual aid. He cited several existing 
opportunities such as the Washington Technology 
Industry Coalition Tech Apprenticeship, which was 
established in 2015 and is set to train and place 600 
registered apprentices over the next five years. He 

“We need new models for user training and 
awareness. We need new clever approaches 
that provide the awareness, the training, the 
so what for our user community.”

Mike Hamilton, Critical Informatics

Jill Sterrett (UW Department of Urban Design 
and Planning) discussed major changes affecting 
infrastructure and requiring the attention of managers 
and planners, focusing on cybersecurity, climate 
change/climate instability, and sustainability. Jill noted 
that all three of these factors are rapidly changing our 
infrastructure systems and demand approaches other 
than just hard engineering. Jill urged for solutions that 
are holistic and integrated across multiple disciplines, 
solutions that are based on future-casting for an ever-
changing world (not forecasting based on trend lines 
from the past), and solutions that consider lifecycle 
costs of construction, operations, and maintenance 
over the full life of the system, including benefits 
and costs to the full community (not just monetary 
expenditures). These are all planning and management 
issues that require a broad understanding of the 
integration of multiple infrastructures, knowledge of 
the challenges and threats we face, and awareness of 
how they interface with the wider community. She 
also noted the need for universities to integrate with 
industry to develop professionals to bridge the gaps as 
the workforce and industry change.

“We need people who are able to understand 
those effects of climate change and 
sustainability across multiple sectors and  
how sectors can work together.”

Jill Sterrett, UW Department of Urban 
Design and Planning
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Matt Boehnke (Columbia Basin College [CBC]) 
discussed efforts to bring military into cybersecurity 
education and how basic training could require 
students to think tactically, operationally, and then 
strategically. The effort aims to ensure students are 
“shovel ready” with qualified skillsets. He discussed 
CBC’s partnering with PNNL to provide vibrant, 
dynamic opportunities for students. PNNL supports 
CBC’s Cybersecurity Bachelor of Applied Science 
Program and welcomes numerous cybersecurity interns 
to its team annually.

» Support has to come from the top.

» Utilities need to look at access management and 
controls. 

» Security cannot be static; it must be dynamic.

» Key approaches include diversion deception 
techniques, cloaking, decoys, and moving toward 
zero administrators or specific use access.

» You need to know the specific risk or your risk 
tolerance.

» We can build walls higher but real change requires 
behavioral change.

» We need to look at critical infrastructure as a 
holistic state. 

» Cybersecurity should be incorporated into basic 
education. 

» University and colleges need to hear what 
companies need to structure their programs.

» Observe legislation regarding pre-emption issues  
of the Sunshine Laws. 

» States should enable protections for critical 
infrastructure.

NEXT STEPS

Looking forward, participants from the workshop 
will continue to engage and explore opportunities for 
research and development to address key challenges 
defined during the summit:

» Building informal public-private partnerships

» Defining a framework for cyber recovery

» Assessing an entity’s risk and determining what to 
spend on cyber

» Building response and recovery plans that protect 
against vulnerabilities

» Enabling capabilities at scale and informing 
investment strategies

» Building next-generation cybersecurity professionals

Results from the workshop will be shared with 
participants and made available on the SnoPUD 
website (http://www.snopud.com).

“The more you’re in it, the better you get at 
it. Students need the motivation of a job and 
working with an industry where they have an 
immediate impact.”

Matt Boehnke, Columbia Basin College

During the Q&A session, speakers discussed 
opportunities to more effectively leverage better 
curriculum along with more cutting-edge and less 
state-centric approaches for workforce development, 
noting the need for a compelling and challenging 
working environment as being key to success. They 
were also asked to identify key skills they see as 
most important for incoming talent, to which they 
collectively responded with 1) communications and  
2) the ability to work on a team.

“We can teach methods and concepts, but 
books alone do not work—the way we get 
our students ready is to bring people like we 
have here today into the classroom.”

Barbara Endicott-Popovsky, UW Institute 
of Technology

WRAP-UP

Jessica Matlock (SnoPUD) concluded the day’s 
discussions with a recap of the recurring themes and 
ideas the participants will continue to explore in the 
future. These included:

» Information sharing, resiliency, and collaboration 
are important as ever.
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» Ann Lesperance, Director, Northwest Regional 
Technology Center, PNNL

» Gordon Matlock, Cyber Practice Lead, Bridge 
Partners

» Jessica Matlock, Director, Government Relations, 
SnoPUD

» Senator Patty Murray

» Darla Montgomery-Sherrell, Command 
Information Officer, NAVFAC NW

» Mike Roskind, Deputy Director, National 
Cybersecurity and Communications Integration 
Center, U.S. Department of Homeland Security

» Craig Schultz, CEO, Neoprime Solutions

» Bjong “Wolf ” Yeigh, Chancellor, UW Bothell

» Jill Sterrett, Lecturer and Leadership Advisor, 
Master of Infrastructure Planning and Management 
Program, UW Department of Urban Design  
and Planning

» Troy Thompson, Chief Information Security 
Officer, PNNL
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» The Evolution of Attacks (Microsoft)

» Industry-Government Partnerships for Critical Infrastructure Security (Edison Electric Institute)

» Cybersecurity Challenges (NAVFAC NW)

» Trends & Perspectives in Cyber Defense (PNNL, NeoPrime)

» Privacy, Public Disclosure and Information Sharing: Finding the Balance (American Public Power Association)

» Cybersecurity Information Sharing: Foundational Element of Risk Communication (Microsoft)
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