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SUMMARY

On March 26, 2013, the Snohomish County Public
Utility District (PUD) and the U.S. Department

of Energy’s (DOE’s) Pacific Northwest National
Laboratory (PNNL) jointly hosted the Pacific
Northwest Cyber Summit with the DOE’s Office of
Electricity Delivery and Energy Reliability, the White
House, Washington State congressional delegation,
Washington State National Guard, and regional
energy companies.

The aims of the cyber briefings were twofold. The

first aim was to further inform the Congressional
delegation on the policy and technical challenges

that disparate organizations in the Northwest are
confronting and articulate the opportunities the state

is seeking to further advance the security of critical
infrastructures from cyber-attacks. The second aim
was to discuss how regional partnerships, collaboration,
and information sharing can assist in defending critical
infrastructures.

The meeting began with a welcome and opening
remarks provided by Mike Kluse (Laboratory
Director, PNNL), Steve Klein (General Manager,
Snohomish County PUD), and Congresswoman
Suzanne DelBene (D-WA Ist District) who remarked
that the region has a real opportunity—due to the
assets and resources of the state—to tackle the hard
work needed to safeguard critical infrastructure from
cyberrelated events. The opening remarks were
followed by a series of presentations:

» Mike Smith (Senior Cyber Policy Advisor,
DOE Office of Electricity Delivery and Energy
Reliability) joined the meeting via telecon with
Samara Moore (Director of Critical Infrastructure,
National Security Staff, White House) for a
discussion on DOE’s collaboration efforts with
its Energy Sector partners. Mr. Smith’s remarks
highlighted key cyber policy activities, including
the implementation of Executive Order 13636—
Improving Critical Infrastructure Cybersecurity,
and Presidential Policy Directive 21— Critical
Infrastructure Security and Resilience. There
was also a discussion of the Electricity Subsector
Cybersecurity Capability Maturity Model.

» Troy Thompson (Cyber Account Manager,
National Security Directorate, PNNL) highlighted
the current cyber capabilities and information-

sharing programs at PNNL and the research

underway that will provide an asymmetric
advantage to the defender.

» Philip Jones (Commissioner at the Washington
Utilities and Transportation and President of
the National Association of Regulatory Utility
Commissioners) reiterated that state commissions
are ultimately responsible for determining the
appropriate balance between cybersecurity
investments and maintaining fair and reasonable
rates for utilities within their jurisdiction.
Cybersecurity measures need to be justified by the
utility as prudent and necessary.

» Mike Hamilton (Chief Information Security
Officer, City of Seattle) discussed the Public,
Regional Information Security Event Management
system, which monitors cybersecurity. He addressed
how it is being used to monitor attempts to disrupt
infrastructure.

» Lt. Col. Welsh (Chief Information Officer,
Washington State National Guard) provided
an overview of the Washington State military’s
perspective on cyber and response planning.

» Benjamin Beberness (Assistant General
Manager, Information Technology Services,
Snohomish County PUD) concluded the
summit’s presentations. He discussed a proposed
cybersecurity framework that identifies what
is working now in relation to Federal Energy
Regulatory Commission/North American Electric
Reliability Corporation standards, how those
security efforts can be improved, and how gaps can
be filled in to better protect systems.

The meeting concluded with a round table discussion
led by Ann Lesperance (PNNL), Gordon Matlock
(PNNL), Angela Becker-Dippman (PNNL), and
Jessica Matlock (Snohomish County PUD) where
there was an overall consensus that the participants in
the room want to come together as a region to tackle
some of the cybersecurity issues they confront. They
also agreed that there should be a follow-on meeting
and identified potential next topics for discussion.

This report includes a summary of the presentations
and panel discussion as well as questions or comments
that were raised. Presentation materials and a list of
the attendees are also included.
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INTRODUCTION

Cybersecurity remains a topic at the front of serious
policy debates in Washington, D.C. In the case of
national cybersecurity policy, there are certain issues

of “principle” where the state needs to come together

to develop a consensus, including necessary privacy
protections associated with the treatment of personally
identifiable information, the kinds of assurances industry
needs to continue to do business efficiently, innovation
across power-house sectors of the state’s economy, and
safeguarding key intellectual property.

Many Northwest organizations including Snohomish
County Public Utility District (PUD), Pacific Northwest
National Laboratory (PNNL), Washington State
National Guard, and City of Seattle, among others, are
participating in a handful of federal initiatives associated
with bolstering the defenses of Washington State’s critical
infrastructures, including its cyber defenses. The idea
for the Pacific Northwest Cyber Summit emerged from
ongoing conversations among these organizations, given
the diversity of cyber assets and interests in the state.
The notion guiding the summit is that the region would
collectively benefit from a more structured dialogue
about the kinds of activities the regional institutions/
entities may be individually pursuing—to take a more
focused, concerted look at whether “the whole may be
greater than the sum of its parts”—and whether there
are areas where collaborative activities undertaken in
Washington State could be exportable as a potential
model at the national level.

Mike Kluse (Laboratory Director, PNNL), Steve

Klein (General Manager, Snohomish County PUD),
and Congresswoman Suzanne DelBene (D-WA 1st
District) provided introductory remarks that emphasized
the goal of resilience and the need to rely upon one
another if government is unable to provide support
during a cyber-related incident. They also stressed
partnerships and the need to better understand and work
together—across industry, research, federal agencies, the
White House, and Congress—on this topic. Information
sharing, whereby the “whole is greater than the parts,”
was a common theme.

U.S. DEPARTMENT OF ENERGY'S
AND THE WHITE HOUSE'S
PERSPECTIVES

Mike Smith (Senior Cyber Policy Advisor, U.S.
Department of Energy (DOE) Office of Electricity
Delivery and Energy Reliability), joined the meeting
via telecon with Samara Moore (Director, Critical
Infrastructure, National Security Staff, White

House). Mr. Smith’s presentation discussed DOE’s
collaboration efforts with its Energy Sector partners. He
highlighted key cyber-policy activities, including the
implementation of Executive Order 13636 —Improving
Critical Infrastructure Cybersecurity, and Presidential
Policy Directive 21— Critical Infrastructure Security
and Resilience. Mr. Smith emphasized that these policy
statements are not trying to replace existing relationships,
but to rather update them. While developing
partnerships needs to happen early, maintaining them
requires frequent and ongoing communication and
interaction.

Mr. Smith is managing all of the work activities

under these policies to include the development of an
integrated task force. His expectation is that it will take
nine months to cover the implementation of all the
requirements, update deliverables, and prepare reports.
Patricia Hoffman (Assistant Secretary for the Office of
Electricity Delivery and Energy Reliability, DOE) is
actively engaged in communicating with federal, state,
tribal, and local governments, and regulatory agencies.

(Left to right: Steve Klein, Congresswoman Suzanne DelBene,
Mike Kluse)




Finally, Mr. Smith provided an update of the
Electricity Subsector Cybersecurity Capability
Maturity Model (ES-C2M2). The basic question that
this model addressed was “what is the cybersecurity
posture of the grid?” As part of their outreach efforts,
DOE has engaged with stakeholders across government
and the private sector—collaborating extensively to
gain answers to this question. The overall purpose

of the model is to help grid operators and utility
companies assess their systems’ cybersecurity maturity
to help prioritize investments and actions to improve
cybersecurity. To date, 190 utilities have asked for
support and information under the ES-C2M2.

Questions/Comments:

Question: The current emphasis is on information
technology (IT); what is the plan of taking I'T/
operational technology (OT) convergence in the
future?

» Samara Moore stated that the Executive Office will
develop a framework and will look at the I'T/OT
environment. The next iterations of the maturity
model will incorporate the framework and further
address I'T/OT. They are looking for feedback on
how to improve this process for the next iteration
of the Maturity Model.

» From the Bonneville Power Administration’s BPA’s
perspective, they have used the tool for their control
area networks (field networks, control networks,
etc.). The ES-C2M2 questionnaire has worked well
in these instances.

» From Snohomish County PUD’s perspective, you
can look at business units or at the enterprise and
get value out of the tool in using the ES-C2M2.

PACIFIC NORTHWEST NATIONAL
LABORATORY'S PERSPECTIVE

PNNL is working on technologies
and programs to identify

threat discovery utilizing both
traditional and non-signature
based cyber solutions. Troy
Thompson (Cyber Account
Manager, National Security
Directorate, PNNL) highlighted
current cyber capabilities and
information sharing programs

at PNNL, and the research that is underway that will
provide an asymmetric advantage to the defender.
PNNULs focus is on prevention and discovery. PNNL
has 150 staff working on cybersecurity in operations,

mission support, and research and development. By
having an understanding and working knowledge of
the operational context, they better understand how
the research they are doing aligns with the needs of
industry, community, and clients.

Mr. Thompson also spoke about the Cybersecurity
Risk Information Sharing Program (CRISP). 1t is

a program similar to Public, Regional Information
Security Event Management (PRISEM), but examines
the value of looking at threats across other sectors and
how these sectors can all come together and work as a
community to protect systems. In the future, PNNL
will identify two or three critical infrastructures to
expand their protections.

Questions/Comments:

Question: When you talk about looking at other
sectors, are the cyber threats looking different across
different sectors (in water vs. electric for example)?

» The threats run the spectrum; there is real value in
doing analysis of what threats are happening, but
they are seeing targeting on specific sectors.

Question: How do sectors get hands on training
instead of taking systems offline?

» The sectors can build upon U.S. Department of
Homeland Security’s (DHS’) powernet testing. This
is a simulated testing environment that models
communications infrastructure and physical systems
allowing PNNL to look at the impacts to these
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structures without bringing and actual system down.
The plan is to expand this out to test between multiple
facilities instead of one large testbed.

» Mr. Thompson is looking for feedback from
community and where to grow it.

» No national platform for testing currently exists. This
maybe an area for future action and collaboration.

Question: I feel like we miss things outside of
arms reach. What about intrusion detection and
penetration, and where is PNNL going with that?

» Within the DOE complex, there are red teams that
attack systems. How do you cross over to the private
sectors? We should institutionalize these programs
across sectors.

» The Washington National Guard needs the
360-degree piece. They have red-teaming but, again,
how this is applied to other sectors is still a question.

» PNNL is the lead on the smart grid investment grants.
While the utilities and transportation commissions
and boards regulate distribution utilities, CRISP
operates at the bulk electric level.

Question: Threats increase with smart grid, any
linkage between CRISP and smart grid work? Can
PNNL extend CRISP to look at control systems, and
drill down into distribution systems?

» CRISP cannot look at control systems.

WASHINGTON UTILITIES

AND TRANSPORTATION
COMMISSION'’S AND PRESIDENT
OF NATIONAL ASSOCIATION

OF REGULATORY UTILITY
COMMISSIONERS’ PERSPECTIVE

Philip Jones (Commissioner,
Washington Utilities and
Transportation Commission and
President, National Association of
Regulatory Utility Commissioners
(NARUC) reminded the

audience that state commissions
are ultimately responsible for
determining the appropriate
balance between cybersecurity

investments and maintaining fair and reasonable rates
for utilities within their jurisdictions. He stated that
cyber threats require a new type of thinking and analysis
regarding the dynamic cyber threats and vulnerabilities
for electric and gas utilities. Risk assessments need to be
broad and flexible so that regulators can accommodate
new and dynamic risks to the system as they assess the
plans and strategies of the utilities. He further added
that the commissions need to develop a certain level

of foundational knowledge regarding these risks and
vulnerabilities—both the traditional compliance-based
approach to cybersecurity as well exploring more adaptive
approaches. Ultimately, the cost of cybersecurity
measures needs to be justified by the utility as prudent
and necessary, and commissions need to respond in a
timely way to such requests.

Mr. Jones further added:

» Evidence shows that 40% of all attacks are against
critical infrastructure/key resources; however,
government response is not very good.

» NARUC published a cybersecurity primer (updated
to version 2.0 in January, 2013), which is available on
the NARUC website (www.naruc.org). This provides
an overview of the key cybersecurity concepts and
challenges for commissioners and staff, and suggests
approximately 50 key questions/concerns that they can
pose to regulated utilities under their jurisdiction.



» NARUC established a committee, the Critical
Infrastructure Committee, after 9/11 to examine
the key issues of privately-owned infrastructure

industries, which interacts a great deal with DOL,
Federal Energy Regulatory Commission (FERC),
North American Electric Reliability Corporation
(NERC, DHS, and the national laboratories. With
an increased focus on cybersecurity, the committee
has focused on some of the following issues:

- Cost recovery—how do you figure out the cost/
benefit of a cyber-attack or is there another
metric? Benefits are difficult to quantify, and
the costs for cyber/I'T are not necessarily clearly
broken out by the utility. Doing a traditional
cost-benefit analysis is not the appropriate metric,
but the utility and the commission need to
develop some framework.

- Conduct a risk assessment and then describe
the probability of the risk and how secure you
want to be. Total protection and redundancy
is not possible and too expensive. Therefore,
developing a dynamic risk assessment
methodology is vital, and educating
commissioners and staff on how to utilize it is
equally important.

- Leadership from the Chief Executive Officer is
imperative to enable effective cybersecurity since
leadership starts from the top and flows down to
the Chief Information Officer, Chief Security
Officer, and other senior executives. Also,
allowing cyber experts to directly brief the Board
of Directors and its key committees (usually the
Audit Committee) is important.

- Get the experts in cyber to brief utility boards
(Military Department/National Guard, PNNL)
on a regular basis, and include a table-top
exercise in the plan.

- Supply chain management is a very important
issue—it is not easy, but the NARUC primer
suggests a series of questions to pose to utilities
regarding how they are verifying good security
procedures from vendors.

Questions/Comments:

Question: Cross-sector monitoring—how hard
would it be for ratepayers to pay for this monitoring?

» This is difficult because cross-subsidizing would
occur to those that are not paying the rates.
Why should someone pay for something that is
transferred free of charge to someone else? Another
way of dealing with this is to add a surcharge to
cover the costs of cybersecurity, but the problem
remains of not having a better grasp of the risks in
a robust risk assessment method and then doing a
cost-benefit analysis. We don’t know how to put
a price tag on the benefits of protecting against
cybersecurity in order to accurately reflect the cost
of protecting Washington’s grids from cyber-attacks.

Question: How would utility rates be impacted by
addressing cyber security?

» Commissioner Jones looked briefly at a current
general rate case that is being litigated and at
the New York Public Service Commission with
Consolidated Edison filing. Although the amounts
are not especially large and the risk assessment
methodology is not well developed, it does provide
a reference point for other utility filings around
the country. Cybersecurity is a tough issue to
address in rates. The issue today is protection and
recovery; it is not as much about absolute prevention
at the firewall since bad actors and malware are
always going to find a way to penetrate a system.
Equipment to protect and recover would normally
be approved by a commission if the risks are
identified and the costs are well documented.

Question: Who are key players outside of
Washington State delegation?

» There are several from the U.S. Senate—Senators
Wyden and Murkowski (Energy Committee),
Senator Carper (Homeland Security), Senator
Feinstein (Intelligence Committee), and Senator
Rockefeller of the (Commerce Committee). From
the U.S. House, Representatives Rogers, Upton,
Whitfield, and McMorris-Rodgers.
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If Legislators and rules are so technical, is there
concern that there is not enough knowledge in
Congress?

» The challenge drafting legislation is determining
which federal agency is the primary overseer of the
infrastructure of which industry. For the electric
generation industry and grid operators, FERC and
NERC have always been the key regulators for
standard-setting for reliability and oversight. NARUC
and the state commissions are also fellow regulators of
the grid at the local distribution level. How involved
should agencies like U.S. Department of Defense
and DHS be involved in these critical infrastructure
industries? These are both difficult policy questions,
and it will require a great deal of coordination from
federal and state agencies.

» There are also no clear definitions or direction
and framework for coordination and information
sharing. For example, the Executive Order and
PPD-21 set out broad objectives for key agencies like
DHS (information sharing), the National Institute of
Standards and Technology (cybersecurity framework),
and others. But it is difficult to see how all the pieces
are going to fit together even among the federal
agencies, not to mention how state agencies will
interact with their federal counterparts.

CITY OF SEATTLE’'S PERSPECTIVE

Mike Hamilton (Chief
Information Security Officer,
City of Seattle) described the
PRISEM system, which monitors
cybersecurity events for 11 local
jurisdictions, maritime ports, and
other organizations. The city
had to take on this issue locally
and figure out how to approach it
because the federal government is
not addressing the issues.

Questions/Comments:

Question: What do data-sharing agreements look like?

» We need to change provisions in the Public Disclosure
Act to help with cybersecurity sharing agreements.

Question: Any issues with Seattle’s intelligence
gathering rules?

» Not really; it does not say what was in email, or
identify the webpage. It just identifies the source.

Question: How would CRISP and PRISEM work
together?

» CRISP would focus on private sector. I am not
sure how they would be integrated because separate
sensitivities exist on the datasets. PRISEM would
be able to inform the federal government what is
happening at local levels.



WASHINGTON NATIONAL
GUARD'S PERSPECTIVE

Lt. Col. Gent Welsh (Chief Information Officer,
Washington State National Guard) provided
perspectives on cyber and response planning. He
stated that:

» Alot of the planning is starting locally because
entities are losing patience with the federal
government not doing something.

» He reiterated that there are a lot of cyber resources
in the state, but questioned: how can the National
Guard use these resources to assist others? Not
every state has this capability.

» Senator Murray recently co-sponsored the Cyber
Warriors Act—something he suggested that the
attendees should to pay attention to.

» The Washington State military is only one of two
states in the country (the other is Michigan) that
currently conducts cyber exercises. He posed the
question of how we could all better work together in
these exercises.

Questions/Comments:

Question: What services do the public have
available for testing?

» The challenge is that there are legal issues that need
to be sorted through, but if there is a willing entity
to say that we want this, it could occur.

Question: How can cybersecurity be integrated
into other emergency support functions (ESFs) in
exercises and real operations? What happens if we
are communicating through ESF 2’s and bypassing
ESF 12’s?

» Have eight state, local, and federal unified
coordination group members and sector-specific
participants as part of the coordination group. The
question is how we tie this effort into the state level.
There will be an energy sector representative in the
ESF coordination group at the fusion center. And
how do we address cyber clearly and sufficiently
and determine its impacts across all sectors and
functions within each sector?

SNOHOMISH COUNTY PUD’S
PERSPECTIVE

Benjamin Beberness (Chief
Information Officer, Information
Technology Services, Snohomish

County PUD) discussed a
proposed cybersecurity framework

that identifies what is working
now in relation to FERC/NERC
standards, how those security
efforts can be improved upon, and
how gaps can be filled to better
protect the states” systems.

Mr. Beberness stated that the standards, while iterative
and improving, cover the basic security of utilities—
and that might get you 80 percent secure. The other
19 percent is addressed by good internal practices,
through existing programs like the DOE maturity
model, and also through robust information sharing
from government to utilities, utilities to government,
and utilities to utilities. The final one percent is what
we can’t anticipate or protect against, and that will
result in operational consequences. For that final
layer of protection, utilities need robust response and
recovery plans that include sharing information and
other mechanisms to protect against vulnerabilities.

Questions/Comments:

Question: In order to get patches over a lifecycle,

a lot of utilities don’t upgrade the system before

the patches are sent. So, what is the right approach
on how to do collective planning; how do vendors
design their system to not cost millions of dollars
and so much time to do the patch? How can this be
done in a more efficient/effective manner?

» This is a critical point; for utilities that are used
to using assets for 30-40 years, we have to refresh
IT systems every five or so years, which creates a
multitude of issues for any organization that deals
with technology.

Question: So, how do we break the back of this?

» Through pooling of resources and collaboration.
It is a bottomless pit because we are living with a
constant refresh (which has been everyday life for
banking and transportation sectors, etc.). This issue
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is bigger for all systems that have I'T imbedded in
them. Maybe we should elevate this to larger context
and include the sectors that have been dealing with
this for some time to help make changes.

Question: If an entity has a small staff to respond to a

cyber-event, what other resources do you use?

»

»

»

We would call partners like Microsoft and Alstom to
help mitigate the problem. It’s an agreement where
we will call, we know what it will cost to bring them
on board, and we know how long it will take. You
could sign up for a service that would also assist where
we don’t have the expertise.

The other option is to build a network to seek help
from groups like EnergySEC or the National Electric
Sector Cybersecurity Organization. We need to bring
people together to a place to talk about what’s going
on and obtain advice on how to respond.

This is a large conundrum; we cannot continue to
increase rates to deal with this issue, so the state needs
to break the back of the problem, the cost of patches,
etc. The state needs to build a stronger ecosystem
with vendors and hold them more accountable for
their products.

GROUP DISCUSSION HIGHLIGHTS

Following the presentations, Ann Lesperance (PNNL),
Gordon Matlock (PNNL), Angela Becker-Dippman
(PNNL), and Jessica Matlock (Snohomish County
PUD) conducted a group brainstorming session that
addressed the following questions:

»

»

»

»

»

Do we want to come together as a region to tackle
some of the issues?

What are possible activities/focus areas that we
can do to assist not only this region, but the federal
government?

How do we leverage the state’s unique assets and
resources?

Who is missing?

What's next?

There was consensus that this group wanted to reconvene
again in the future.

10—

Based upon the breakout session, a follow-on meeting
will occur—to include additional players—for the
purpose of discussing action items and determining

if working groups are necessary to tackle the action
items identified below. Snohomish County PUD and
PNNL will work with this group to determine topics
and expected outcomes of follow-up meetings, who and
how to reconvene, and when it should be held and the
location. Specific topics and actions include:

1. Early warning system:

» We already have a detection process for natural
resources, so could we model this for cyber?

» How do we share best practices?
» What information is critical to share?

» Who owns this in Washington State? Is it the
National Guard or someone else?

Action: A subset of this group will form to develop a
proposed plan for how this would work.

2. Who acts to bring entities together?

» How do we get public and private sectors together?
They must respect barriers, but need a place to share
best practices and cyber-attacks so that we can learn
from each other.

» Is a non-profit organization an important partner?

» How do we get businesses to buy-in or look for another
way?

» Make it valuable. Is there value to forming this type of
group (i.e., to rate payers, to share best practices, to be
cost effective, to include vendors)?

» Many groups already exist, including the vendors’
forum, DHS, National Emergency Management
Association, EnergySec, and Western Interconnection
Compliance Forum (regional group). Possibly choose
a group and own it

» There needs to be one regional-based information
sharing group and one national information sharing
group (that may be sector specific and must be non-

profit)

Action: A subset of this group will form to develop a
proposed plan for how this would work.



3. Training

» The Military Department is conducting training
(September and November 2013) in coordination

with NERC and GRIDx

» The Washington State National Guard conducted
training recently and had upcoming training with
Avista and Snohomish County PUD

- The group would like to invite more utilities to
participate

» Educate and train the workforce

o Adopt an intern program; there are many students
that will work for free to gain cyber experience

» Utilize PNNLs testbed

Action: City of Seattle (Mike Hamilton) has a list of
students interested in becoming cyber interns, and the
Washington National Guard will send out information
on these training exercises (Lt. Col. Welsh).

4. Open Records Act issue

» Governor Inslee is working to develop a bill that
will modify the Sunshine Laws in order to make
information sharing more productive (contact:

Michael Cockrill)

Action: Work with Mr. Cockrill during the interim to
educate members on information sharing issues within
the state and how those create a roadblock to protecting
the state’s cyber assets.

5. Vendors

» Develop requirements in contract

» Hold the vendor community more accountable for
cyber protections on their software/hardware

Action: Include the vendor community in the next
meeting.

6. Legislation

» Capitalize on the state’s political capitol

» This group could be a Washington State sounding
board for future cybersecurity legislation

» Bring a contingent of this group to Washington,
D.C. to meet with members of Congress

Action: Develop a list of common messages addressing
what the sectors need in order to better protect the
systems. Take this list to Washington, D.C. to inform
members of what is really needed if legislation is
written/considered. The Cybersecurity Framework
that Benjamin Beberness presented may be a good
starting point.

7. Convene another meeting

» Is there value to the group in convening another
meeting? What would be helpful to people if we
did convene another meeting?

» Expand the invite list to vendors, small PUDs,
Pacific Northwest Region, etc.

» Should we expand to other sectors or keep this
group small at first (i.e., electric sector)?

» If small work groups are formed to address the
action items above, would these work groups report
out to the larger group meeting? If yes, August may
be a good timeframe.
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AGENDA

Location: PNNL/Battelle Seattle office: 1100 Dexter Ave N, 4th Floor, Seattle, WA 98109 (for directions and parking,
see below). This is an RSVP event only please.

9:00 - 9:15 am: Welcoming and Opening Remarks
» Mike Kluse, Laboratory Director, PNNL
» Steve Klein, General Manager Snohomish PUD
» Congresswoman Suzanne DelBene (D-WA Ist District)

9:15 - 9:45 am: Discussion of DOE’s collaboration efforts with its Energy Sector partners. Mr. Smith’s remarks will
highlight key cyber policy activities, to include the implementation of Executive Order 13636 - Improving Critical
Infrastructure Cybersecurity and Presidential Policy Directive 21 — Critical Infrastructure Security and Resilience.
Also a discussion of the Electricity Subsector Cybersecurity Capability Maturity Model (ES-C2ZM2).

» Mike Smith, Senior Cyber Policy Advisor, DOE Office of Electricity Delivery & Energy Reliability; joined by
Samara Moore, National Security Staff; Director, Critical Infrastructure, White House.

9:45 — 10:10 am: Discussion of PNNL Cyber capabilities and new approaches to information-sharing.
» Troy Thompson, Cyber Account Manager, PNNL/National Security Directorate

The Pacific Northwest National Laboratory is working on technologies and programs to identify threat discovery
utilizing both traditional and non-signature based cyber solutions. This talk will highlight current cyber capabilities
and information-sharing programs at PNNL, and the research underway that will provide an asymmetric advantage
to the defender.

10:10 — 10:20 am: Break

10:20-10:50 am: “How a PUC grapples with costs and benefits of cybersecurity”
» Philip Jones, WUTC and President, NARUC

State commissions are ultimately responsible for determining the appropriate balance between cybersecurity
investments and maintaining fair and reasonable rates for utilities within their jurisdiction. —This requires a new
type of thinking and analysis regarding the dynamic cyber threats and vulnerabilities for electric and gas utilities.
This risk assessment needs to be broad and flexible so that regulators can accommodate new and dynamic risks to
the system as they assess the plans and strategies of the utilities. The commissions need to develop a certain level

of foundational knowledge regarding these risks and vulnerabilities, and both the traditional compliance-based
approach to cybersecurity as well as a more adaptive approach. Ultimately, the costs of cybersecurity measures need
to be justified by the utility as prudent and necessary, and the commissions need to respond in a timely way to such
requests.
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10:50- 11:10 am: Discussion of the PRISEM regional monitoring system, and how it is being used to monitor

attempts to disrupt infrastructure.
» Mike Hamilton, CISO, City of Seattle

This discussion will describe the Public, Regional Information Security Event Management (PRISEM) system,
which monitors cybersecurity events for 11 local jurisdictions, maritime ports, and other organizations. A recent
example will be used to describe how regional monitoring may be used to investigate cybersecurity events that
may indicate a focus on infrastructure elements of the Puget Sound metropolitan area.

11:10- 11:40 am: Washington Military Department: Cyber Perspectives & Response Planning
» Lt Col Welsh, Washington State National Guard

11:40 - 12:00 pm: A discussion on a proposed cyber security framework that identifies what’s working now in
relation to FERC/NERC standards and how we can improve upon those security efforts and fill any gaps necessary
to better protect our systems.

» Benjamin Beberness, Assistant General Manager, Information Technology Services,
Snohomish County PUD

12:00 - 12:10 pm: Lunch will be provided (please grab a box lunch)
12:10 — 1:00 pm: Round Table discussion led by PNNL and Snohomish County PUD

1:00 - 1:15 pm: Wrap- up and Adjourn
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PRESENTATIONS

Mike Smith, Senior Cyber Policy Advisor, DOE Office of Electricity Delivery and
Energy Reliability

March 26, 2013

Implementing Executive Order 13636 and
Presidential Policy Directive 21

Mike Smith, Senior Cyber Policy Advisor, Office of Electricity
Delivery and Energy Reliability, Department of Energy

michael.smith2@hg.doe.gov

* Executive Order 13636 and Presidential Policy
Directive 21
o Enhancing Security and Resilience
]

Integrating Cyber-Physical Security

o Stakeholder Engagement Maodel

o Integrated Task Force and Working Groups
o Principles of Engagement

o Participation and Contact Information

* Electricity Subsector Cybersecurity Capability
Maturity Model (ES-C2ZM2) Program

o Overview
o Structure
o Participation and Contact Information

16




Enhancing Security and Resilience

America's national security and economic prosperity are
dependent upon the operation of critical infrastructure that
are increasingly at risk to the effects of cyber attacks

The vast majority of U.5. critical infrastructure is owned and

operated by private companies

A strong partnership between government and industry is
indispensible to reducing the risk to these vital systems

We are building critical infrastructure resiliency by establishing

and leveraging these partnerships

Executive Order 13636 Improving Critical
Infrastructure Cybersecurity directs the
Executive Branch to:

= Develop a technology-neutral voluntary
cybersecurity framework

= Promote and incentivize the adoption of
cybersecurity practices

— Increase the valume, timeliness and
quality of cyber threat information
sharing

— Incarpoerate strong privacy and civil
liberties protections into every initiative
to secure our critical infrastructure

— Explore the use of existing regulation to
promote cyber security

— Presidential Policy Directive-21: Critical
Infrastructure Security and Resilience
replaces Homeland Security Presidential
Directive-7 and directs the Executive
Branch to:

= Develop a situational awareness
capability that addresses both physical
and cyber aspects of how infrastructure
is functioning in near-real time

= Understand the cascading consequences
of infrastructure failures

= Evaluate and mature the public-private
partnership

— Update the National Infrastructure
Protection Plan

= Develop comprehensive research and
development plan

17
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7 | Stakeholder Engagement Model

s5as and * Guiding Principles
ﬂ;}:‘.‘d
/"\_/\ * Involve those responsible
surr owaars for critical infrastructure

Entities | el

A operatons security and resilience.
Integrated Reflect stakeholder views in

Task Force
\// program design and policy

—_— Ragional implementation.
| Ervtities
\,& N + Use existing bodies and
astuty ) channels when possible,

supplemented as needed to
ensure a diversity of
relevant viewpoints.

Integrated Task Force

* Establishes and manages working groups to accomplish the
major deliverables and action items

* Integrates efforts for delivering EO and PPD requirements
* Develops and manages the governance process

* Engages relevant partners and stakeholders to develop
products

= Request for Information, Federal Register Notices, social media, meetings,
presentations, workshops, interviews, etc

* Regularly reports on progress made throughout the EO and
PPD implementation to partners and stakeholders
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1)
2)
3)
4)
5)
6)
7)
8)

Integrated Task Force Working
/ Groups

Stakeholder Engagement

Planning and Evaluation

Situational Awareness and Information Exchange
Cyber-Dependent Infrastructure |dentification
Incentives

Research and Development

Framework Collaboration

Assessments: Privacy and Civil Rights & Civil Liberties

Principles of Engagement

Partnership and inclusivity

Leverage existing and ongoing work, frameworks, and
venues

— ...and identify opportunities to expand
Strive towards broad support for EO and PPD products
Communicate clearly
Be transparent in product development
Embed privacy and civil rights & civil liberties protections

Innovate engagement opportunities
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Participation and
Contact Information

* The ITF working groups seek regular and substantive
engagement from across the community, to include Federal,
State, local, Tribal, Territorial, international, private sector and
academic partners.

* |TF working group inquires can be sent to:
EO-PPDTaskForce@hq.dhs.gov

* Energy-specific ITF working group inquiries can be sent to:
EnergyEO-PPDTaskForce@hg.doe.gov

Electricity Subsector Cybersecurity Capability
Maturity Model (ES-C2M2) Program

Participating Organization

@ Edinan Electric m a2 S 1.1 | Mational Electric Sector
i

it Pacific Morthwest B Cybersecurity Organization

Nond i o o
Qi.m_ S0 PO LS [ T

¥ ot s e b
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Overview

* Challenge: Develop capabilities
to manage dynamic threats and
understand cybersecurity
posture of the grid

+ Approach: Develop a maturity SR 2

) capabilities
model and self-evaluation * Enable consistent evaluation
survey to develop and measure and benchmarking of

cybersecurity capabilities
* Share knowledge and best
* Results: A scalable, sector- practices

specific model created in * Enable prioritized actions and
cybersecurity investments

cybersecurity capabilities

partnership with industry

Asset, Change,
Risk it and
Management 2 Configuration
Management

Threat and

o3

Event and
T - Information = Incident
Situational ;
PRI Sharing and
S = Communications

MES

Depen
Manag

SITUATION
PENDEMN

DE

- = Domains are logical groupings of
Warkforce 5 Cybersecurity cybersecurity practices

Managemeant

I'-.-Tanngr:'rllﬁenl = Each domain has a short name for
easy reference

Office of Elsctricity Delhvry and Energy Ratinbalit
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Participation and
Contact Information

* The ES-C2M2 is available for download at:
http://energy.gov/oe/downloads/ et oy nit o
electricity-subsector-cybersecurity-
capability-maturity-model-may-2012 . -

* Requests for the E5-C2M2 Toolkit, 0
program information, or facilitated self- ©
evaluations can be sent to
ES-C2M2@HO.DOE.GOV

Fﬁ | Questions
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Cyber Summit

March 26, 2013

Delivering the science to secure
America’s future...

Troy Thompson, Cyber Account Manager, PNNL/National Security Directorate

Pacific Northwest

Prowdy Cipevated by BaBCSE Since 1G5

Computer Network and Defense Framework

e

L
o
Pacific Morthwest

o

Feedback for correlating threats to mitigation activities,
effectiveness, policy and legislation

' ¥ 1 3
Discovery
\ R
Prevention Detection esponse Recovery

[& Insider threats B Advanced sensor [E situational [E Fly-away team
E Training techinclogies understanding
E Detadled theeat [ Malware and attack

anabysis discowvery, attribution
= Indications and detection and

warnings characierization

Outcomes: vulnerability reduction, national risk profile, effective resource
allocation, enhanced preparedness, voluntary actions, enhanced policies
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7
Our strength is derived from applying the results of e
our R&D to support operational missions

» Cyber Data Collection Systems = e
B Metwork-based = e R
ﬁ_- —— e e
B Hosl-based =] I L_l_,_l_l ]
b- “u I“sourc& Data Analﬁics _____ .r[\..nd._
B Cyber —
m Text !
B Mullimedia cucwE

Behawioral Maodeling
s Anomaly Detechios

» Operational Subject Matter
Expertise i e
B Cybersecurity o i Viatiton
E Conftrol Systems

Canopy
Whaitimada Comens Aralyus

Cooperative Protection Program ~7”

Pacific Northwest

The DOE Cyber Security Enterprise System s

* A voluntary partnership between DOE HQ elements, the 90+ participating
sites, and analysis centers,

* Collects high quality, information rich network data sets, enabling a more
rabust defense against adversaries targeting DOE assets.

# “Smart” network sensors capable
of monitoring 10 Gigabit network
links

> Examine ~36TB/day of raw network
communications

» Generate over 1.4 TB/month
processed data.
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Cybersecurity Risk Information Sharing
Program

s
7

Pacific Morthwest

PNNL is helping define the USG-private sector partnership
maodel for protecting US Critical Infrastructure

= Sponsored by DOE Office of Electricity
Delivery and Energy Reliability (OE)

= Pilot project predates President Obama's
recent Cybersecunty Executive Order 13636

»  Commercial asset owners voluntanly provide
cyber data for threat analysis

* Unclassified reports are provided to asset
owners 1o inform cyber defense

+ Classified briefings are provided, where
possible, to enhance understanding of the
threats impacting the Energy Sector

Value and Impact

Discovery of pevicusly unknown
maschous activity

Incident response and site
coliaboration erhancement

Scoping of mascious activity

Timely, enerprise-wide @Ctivity
awareness

Damage assessment

Entorprise-wide Network
Baseline

Enterprize network INfrastructure
Awareness

MNetwork Forensics

s
e

Pacific Morthwest
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Discovery of emerging cyber threats

to our most critical infrastructures...

_ Banking and
. Finance
Fatiaral
Maonumens
| And lcons

i
Transpartation
Systemi

Government
Facilithes

Defense
Industrial

s
7

Pacific Morthwest

I_ Hialthoare ard
. Public Heath
L%
Muclear Reactors
Baterials and
Wails
.w“"

Impact of five years of research, development,

education, and outreach on cyber agenda

Impact

Cutroma. An operafional
reference modl for
security operation conbers
wpporting Sgnaturs
discoveny.

Dutcome: Contmuous
collecrion, analysh and
monioring ol critical
wirasbisciure deployed
#CT0d3 LR Ny Sector,

3 Years

CrAcoers: National
Uity targeted af the
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knowledge across
maiinls critical
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Mike Hamilton, Chief Information Security Officer, City of Seattle

PRISEM

Public Regional Information Security Event Managemen
//
DO1 1100100100

PNNL/SnoPUD Briefing
26 March 2013

WHAT IS IT? R
PRISEM is a unique DHS-funded
community service, which aggregates
and processes cybersecurity logs and
event data across a number of local
jurisdictions and maritime ports, provides
correlated alerts, and extends cyber
situational awareness across the greater
Puget Sound region.
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DHS S&T STATE & LOCAL Government
Botnet Technology Transfer

Program: DHS S&T RTAP CS 1 - Botnet Detection and Mitigation — Phase 2

Goal: Transition US-CERT technology to local and state governments through the
Public Regional Information Security Event Management (PRISEM) project

+ Enhance the information security and compliance status of participant agencies

+  Provide a method for reporting cyber-security event and trend information to padicipants, and the
intelligence and law-enforcemeant communities

+ Create an operational setting for the deployment of research-grade technologies

e E

e &) W
"‘._m_:' ”‘...,.__,yll
@ et
o

COMBINED CAPABILITIES

i o o 0 U A o WA I e i i
- N
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PRISEM IN ACTION: HUNT FOR APT1
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* Develop and implement cross-organizational
correlation

» Automate event escalation to federal level
(US-CERT; NCCIC)

* Integrate the Collective Intelligence Framework
* Implement self-directed data access control

@
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o

CROSS-ORG CORRELATION
Q)

I'm being hit with an attack
* Who else in the region is seeing it?
« Who else in my sector is seeing it?
« How long has the threat persisted?
« What other tactics are being used by this actor?
« What is this actor likely to be after?

* What is the taxonomic ID of the threat actor?

An event has been converted to actionable

@ intelligence

DATA SHARING WITH US-CERT

Structured Threat Information eXpression (STIX)
Architecture v0.3 Cylx
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NEXUS TO EDUCATION, LAW . ___
ENFORCEMENT, INTELLIGENCE ™~
AND EMERGENCY SERVICES

* Training tool: internships and apprenticeships

* Cyber-analyst in the Fusion Center able to check
for suspect activity and alert participants

* Quickly find victims and estimate dollar damage

« State incident response plan for significant cyber
disruption will use PRISEM for SA during a
regional event

@
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Benjamin Beberness, Assistant General Manager, Information Technology Services,

Snohomish County PUD

Cyber Framework

SBrROFCOMISH COLUNTY

PUBLIC UTILITY DSTRICT MO T

Speaker Bio — Benjamin Beberness

Benjarmin Beberness has more than 20 years of information technology experience, most
recently as Chief information Officer for Snohomish County PUD. As the CIO of
Snohomish County PUD he is responsible for all IT operations and cyber secunfy, Prior
to Snohomish, he held the position as Director of Delivery Services for PacifiCorp in
Portland, Oregon. He has extensive expenence managing abra&d-mrg&_nf!&dmﬁagy:
security and compliance issues including fourfeen years in large scale management
roles. His background also includes work for Williams Gas Pipeline in Houston, Texas,
and the Deloitte and Touchd Consulting Group / DRT Systems.

Bebemess cumrently is on the National Electnic Sector Cybersecurily Organization
(NESCQ) Advisory Board, Public Regional Information Securly Event Management
(PRISEM) Advisory Board, Society for Information Management (SIM) Board and
Chairman of the Microsoft Smart Energy Reference Architecture (SERA) Adwsory Board,

Bebemess holds a bachelor's of science degree in computer science from Portland State
University.

35



Pacific Northwest Cyber Summit | BRIEFINGS AND DEMONSTRATION

Cyber Framework
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7. Utilize a cyber 2. Risk based

fl';?:::g‘k — audits ..

| 3. Incentives and/
or Regulatory
Reliaf

. 6. Information
Sharing

&
A
b,

S
; 4. Vendors |
5. Incentives for | Supply Chain

upgrade
211+ J l standards

—|

Cyber Security Frameworkw_qé
T

1t Risk based standards
= & tak-teied apgoach erablis ulges 1 implemant the secustly meaiates Mal s | —
sl appropriale b mitigating e speofic reks they hos ard in delermining th best
courss of acton for prolecting Sr unigue sysiems.

2. Risk based audits == o o
- Ay naw legisiaton should indude assurances. thal audits of By newy 1Sk based.
sARNEaES will foous The prociss uied by he usilisy
LE Incentives andlor Regulatory Relief
- Ripquiring nere cyber standands cbiigasing o ulility 10 undeeg
wulumwmumhmuamummmmvmh
ihe gstabliskment af rw Standands

a. Vendors [Supply Chain standards
- meammwmmlmmmmnw
cyber security capabiities o i products and serices
5. Incentives for upgrade

= Subrsides o stslancs i Me cycling legacy Bullk Becing System (BES) equipmen
should b avalabie

B. Infarmation Sharing

- This is an impartant SWop N Promoting mMone Jecune SyEems and must ansurn Lmedy
and actionabhe ghanng of information o be successhd

[ Utilize a cyber securily framework
- Lgisiabon shouid not minverd the wheol, but should call for ullizaton of 8 conststant
nidion basaling socunty Inenimwork

I e e
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Protect and Prevent

NERC CIPS V3

CIP002 (Critical Cybar Asset idantification)
CIP-003 (Security Managomant Controls)
CIP-004 (Personnel and Training) +
CIP-005 [Electronic Secunty)

CHP-006 (Fhysical Securily)

CIP007 [Syslems Securily Management}

Monitor and Detect

NERC CIPS V3

CIP-D02 (Crilical Cyber Asset IdenbiBoaton)
CIP-D03 (Security Managament Controls)

CIP-004 (Posonnel and Training) +
CIP-D0% {Elecaronic Securily)

CIP-D06 {Physical Security)

CIP-00T (Systems Security Managomeand)

PAGE 4
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Respond

NERC CIPS V3

CIP-001 {Sabolage Reporting )

CIP-D04 (incident Reporing and Response
Planning)

Recover

HERC CIPS V3

CIP-008 {Incident Repoming ard Response
Planning)

CIP-00% (Recovery Plans for Crtical Cybor
Asgats)
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Summary

The standards, while iterative, and improving cover the basic security of utilities
— that might get you 80 percent secure. The other 19 percent is addressed by
good internal practices, through existing programs like the DOE maturity model,
and also through robust information sharing from government to utilities, utilities
to government, and utilities to utilities. The final one percent is what we can't
anticipate or protect against, and that will result in operational

consequences. For that final layer of protection, utilities need robust response
and recovery plans that include sharing of information @and other mechanisms
to protect against vulnerabilities.
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Lt. Col Gent Welsh, Chief Informantion Officer, Washington State National Guard

Washington Military Department

Cyber Perspectives and Response Planning

March 26, 2013

Lt Col Gent Welsh
Chicfl Information Officer/J6

Agenda

« National Perspectives & Background

+ WA State Cyber Planning

+ Steady State/Significant Relationships

- WA State Cyber CONOPS

» Washington State Significant Cyber Incident Annex
+ Exercise Concepts

= Accomplishments

« Questions
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National Perspectives
¢ | _§ & _}§ |} § § J QI

— 911 Commission Report (22 July 2004, Chapter 11, Foresight and Hindsight):
“We believe that the 9/11 attacks revealed four kinds of failures—in
imagination, policy, capabilities, and management.”

— Senator Joe Lieberman (14 Feb 12, Senate Floor): “I know it is February 14,
2012, but | fear that when it comes to protecting America from cyber-attack
it is September 10, 2001, and the question is whether we will confront this
existential threat before it happens

— Secretary of Defense Panetta (11 Oct 12, New York): “..the collective result
of these kind of attacks could be a cyber Pearl Harbor; an attack that would
cause physical destruction and the loss of life. In fact, it would paralyze and
shock the nation and create a new, profound sense of vulnerability.”

— President Obama (21 Nov 12): “The cyber threat to critical infrastructure
continues to grow and represents one of the most serious national security
challenges we must confront.”

— Defense Science Board (fan 13): “The U5 cannot be confident that our critical

IT systems will work under attack from a sophisticated and well-resourced
opponent...”

Background

* InJan of 2012...

— Washington State did not have a comprehensive strategy to confront the
challenges of cyber security

— Mo “whole of government” dialogue on the issue
= Any plans existed solely at the individual state agency level
— Cyber was an IT problem...not an Operational issue

= The Comprehensive Emergency Management Plan (CEMP) mentioned cyber
twice in 119 pages

— We lacked imagination, policy, capabilities, and management on the cyber
issue

* By March of 2012...

— TAG/Homeland Security Advisor sponsored a Cyber Integrated Project Team
along the lines of the Domestic Security Executive Group (DSEG) model

— Used Emergency Support Function 2 (Communications) as the foundation

— State CI0 established "Security™ as his #1 priority in Technology Strategy
Document
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Washington State Cyber Integrated Project Team

WASHINGTON

. £ Lt ik
TAG/Homeland Security Advisor U I
rapidly organizing key state c
agg,ncies III“I'OI!I'EI’ |'|-| qur UTILITIES AND TRARSPORTATION

planning, response, mitigation FOMRISSION

Objectives: W —

1. Develop a Washington State Cyber T v

Incident Annex based on National Cyber
Incident Response Flan

2. Develop a domestic Cyber Planning and
Response Concept of Operations that
erosswalks National Guard eyber —
capabilities with state domestic cyber Washington MIilF epartment

regquirements

3, Create a “bottom up” state cyber Washington State Depanment of
response planning forum [requirements, i i
capabilities, action plan) for others in Enterpnse Servlces

FEMA Region X and nationally that
leverages the "Cyber Center of

Excellence”™ found in the Pacific
S W
walready accomplishing B of the 12 ohjectives in l

the NGA "12 Steps to Secuns Cyberspace™

Corselidated Tachaology Sarvicen = WA

Steady State - Cyber

Hm'ﬁﬂd Day to day operations
Security Independent plans and processes
Limited coordination

Multiple lines of communication
Military Dept.
)

i i Bl |

Other )
Private Critical Governments State
Industry J Infrastructure (Gouniy:Local) Government
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Significant Event - Cyber

[

Hmna!grn:l Post State of Emergency
Security Coordinated processes

; : Simplified lines of communication

Military Dept.

\_I_n'

Oth
Critical Governments. State

Infrastructure (County, Local) Government

Private Industry

View Cyber as a Continuum
¢ | __§ 8 | }§ § § § O}

= Gyutein Secudity standard consullation
= Compliance revieas
= Exercise support
+ Projict team

(5. . N
How can
the MNational
Guard

support the + Cyber Continulty of

* Oatier Agcover
¥ « Vulnerabifity

Identification and

Gavernment (DO0PF] Remasdiation

domestic
cyber
continuum®?
'\_ o

= Law Erforcement Support
= Incidént Respanse Teams
= Fodenisics
= Root Cause
+ Antribiution
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Washington NG Domestic Cyber CONOPS
¢ | __§ _§ _§ 8§ }§ J }§] 0}

Washimgban Matiaral Guard
Concept of Oparaticns
et Dommatic Cybernpace Responss

= Defines the requirement

* Matches requirement to NG capabilities
+ Addresses “cyber resource type” issues
* Takes a holistic perspective

-y

L e
L proviteieyy
PR ————
B e ]

WA State Significant Cyber Incident Annex

- . Washisgfon Stats
I.'/::EMP designed as an “All \*ﬁ e negamact Y
Hazards" Emergency ~ Bai Fian -
Management Plan
- Domestic cyber issues managed as “All
Hazard" along with other natural and
manmade disasters
Significant Cyber Incident Annex P
(under development) 7]
B ' Washington State
+ Validation during DH5 tabletop exercises Significant Cyber Incident Anmex
\\jil Sept and Nov 2013 -/ et Comprbesie
merpenry Munugemens Flax

s
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Cyber Exercises - 2013

Dates: Sept and Nov 2013

Locations: Fusion Center, participating sites
Facilitator/Planner: DHS, WMD, Industry
Participants: Cyber UCG, DHS, CIKR Sector Reps
[SnoPUD, Avista)

Objectives:

1. Validate Wa State UCG Concept and WaCIA
plan

2. Integrate actual WA CIKR (energy) sector

player

Validate communications processes

Develop W state cyber resource types

Validate WNG response CONOPS for a

significant cyber incident response

L S

Accomplishments to date
8 | % § 1§ 1§ | J 14}l

FY12 DHS HLS Grant = 580k to OCIO for domestic

cyber planning {June 12}

= 540k matching funds to hire state Cyber Policy
Coordinator

— 525k for National Guard penetration testing of
cybeer critical infrastructure (in State Active
Chuty)

— 515k to begin development of state-wide
cyber critical infrastructure response plan

DHS Cyberstorm IV exercise (14-15 Aug 12)
— Hosted by WA Consolidated Technology
Services

= Capture issues/gaps for potential FY12 DHS
grant funding

— Left participants “wanting more...”

TAG/HSA appointment letter (31 Oct 12) =
—  TAG/HSA "Senior Official” and Military T B
Department “Lead Agency” = —
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Three Final Points
7 1 § § 1 & 0 8 010}l

« The National Guard has a unique role in domestic
cyber...

+ Information sharing/formalize relationships

* Partnerships, partnerships, partnerships...

Questions?
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ACRONYMS AND ABBREVIATIONS
CRISP

DHS

DOE

ES-C2M2

ESF

FERC

IT

NARUC

NERC

oT

PNNL

PRISEM

PUD

Cybersecurity Risk Information Sharing Program

U.S. Department of Homeland Security

U.S. Department of Energy

Electricity Subsector Cybersecurity Capability Maturity Model
emergency support function

Federal Energy Regulatory Commission

information technology

National Association of Regulatory Utility Commissioners
North American Electric Reliability Corporation
operational technology

Pacific Northwest National Laboratory

Public, Regional Information Security Event Management

public utility district
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