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Operations Research at PNNL
 One of the largest OR capabilities within national lab complex

 Decades of operational experience in diverse domains

 Mainstay skills in:
o Discrete event simulation

o Optimization

o Mathematical modeling

o Decision analysis

o Life cycle cost analysis



Risk Modeling Examples
 Successful identification of current and future threats and risk 

assessments for:

o DHS 

o DOE

o DoD

o IC

o State and local governments

 Efforts require interdisciplinary teams, ability to leverage experts in 
variety of domains, and working directly with our sponsors



Risk: Potential for an unwanted outcome resulting from an incident, event, or 
occurrence, as determined by its likelihood and the associated consequences 
Risk Score: Numerical result of a semi-quantitative risk assessment 

methodology
o Gauges the combination of threat, vulnerability, and consequence at a specific 

moment and location

Basic risk equation:
R = f (T, V, C )

Definitions and Risk Analysis Introduction



Risk Reduction and Resource Assessment Model 
(3RAM)
 First model to quantify risk from VBIEDs and now active threats 

on WA State Ferries

 Uses risk-based approach vs. screening percentage

 Optimizes placement of WA State Patrol officers and canines to 
minimize risk to ferry system

 Operational since 2008



Airport Risk Assessment Model (ARAM)
 Airport security countermeasures work together in innumerable 

ways to counter potential threats and to create uncertainty
o … but which way is best?

 Founded on DHS risk doctrine, ARAM is …
o A risk-based, intel-driven decision platform (web-based software tool)

o to assess and quantify terrorism risk at airports

o and optimally deploy available countermeasures to minimize risk





ARAM Overview Video



ARAM Overview Video



Aviation Security Screening Optimizer for Risk and 
Throughput (ASSORT) 
 Explore risk-based approach to screening and checkpoint operations

o Risk mitigation benefits of new technologies, policies, and CONOPS

o Resource requirements, both personnel and systems

 Employ DHS risk components: R = f (T, V, C) 

 Opportunities for optimization and trade-off analysis
o Increased risk mitigation

o Reduced staffing and life cycle costs

o Increased risk deterrence

o Improved passenger experience



Distributed Architecture Physical Layout (Notional)
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ASSORT Technologies/Processes:
• Cameras/video -- "Vis" (visual data) with AI/ML for anomaly detection; initially looking for suspect 

threat via facial recognition, but may also consider tips about known entity (human sensor)
• Biometrics/automated credential checking -- face match ID, etc. 
• X-ray -- bag screening at checkpoint using phased contrast x-ray, etc.
• mmWave -- As-is and walk-by (future)
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For more information, contact:

Nick Betzsold
Data Scientist
Aviation Security & Soft Targets
NATIONAL SECURITY DIRECTORATE

Pacific Northwest National Laboratory
Richland, WA 99352  USA
Tel: (509) 375-4583
nicholas.betzsold@pnnl.gov 

Questions? 
 

mailto:nicholas.betzsold@pnnl.gov




ASSORT Modeling Process Flow



Risk Equations

Threat = System Threat x Scenario Threat x Deterrence Modifier

Vulnerability = Target Hardness x Organic Security

Consequence = Death/Injury + Economic Impact

Baseline Risk = Threat x Vulnerability x Consequence

Total Risk = Baseline Risk / Passenger Trust



Ops Model: Passenger Flow
Three classes

General

Trusted

Trusted+

Technology General
Passengers

Trusted
Passengers

Trusted+
Passengers

Baseline Trust 0.10 0.30 0.50

Camera/Video 0.325 0.533 0.75

Biometrics 0.55 0.766 1.0

mmWave 0.775 1.0

X-Ray 1.0

Passenger trust levels after each technology

*Data on this slide is completely notional.



Ops Model: User Inputs & Modifications

Simulation Config. Airport Config. Passengers Risk

Duration Number of lanes Arrival rate3 Risk calculation interval

Time units Lane statuses2 % Trusted travelers Initial security posture4

Random seed1 Tech mod per set % Trusted+ travelers Security posture impacts5

1. Allows replication of results and different time periods to run (i.e., testing 100 
random seeds for 24 * 60 minutes runs the simulation for 100 different days)

2. Options: “Trusted+”, “Trusted”, “General”
3. Currently modeled as a Poisson arrival process at overall airport checkpoint
4. Options: “High”, “Medium”, “Low”
5. Security posture impacts screening times for each technology, random 

screening rates, and false alarm rates for each technology







ASSORT “Demo”

 Setup for modeling PDX checkpoints

o Checkpoint 1: 6 general lanes, 2 trusted 
lane, 1 trusted+ lane

 50% / 30% / 20% traffic by lane type

 47.8% total airport traffic

o Checkpoint 2: 6 general lanes, 2 trusted 
lane, 1 trusted+ lane

 50% / 30% / 20% traffic by lane type

 52.2% total airport traffic

o Typical day: 26,762 total PAX

o Total LCC: 2 x $97M = $194M



Risk by each target area 
associated with checkpoint 1



Security state = f(security posture, TSA 
staffing, and random screening levels)



Total airport risk is the sum 
of risk at all target areas



Operational performance 
metrics for checkpoint 1



Risk by each target area associated 
with checkpoint 1 with 50% increase 
in total airport PAX



Increase in risk is associated with increased 
PAX queues (e.g., bio queue length)
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