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Abstract
Implementing a Vision to Create and Deploy the Airport Risk Assessment Model 
(ARAM)

This presentation will review a vision enabled by our sponsor, U.S. Department of Homeland Security, Science and 
Technology Directorate (DHS S&T), and established by working closely with our partner stakeholders (e.g., TSA) for a tool 
that quantifies the risk from terrorist threats at U.S. airports and then optimally deploys resources to reduce this risk. This 
tool is called the Airport Risk Assessment Model (ARAM). This presentation will also outline the methods for quantifying 
key risk components, along with resource effectiveness. Finally, we will discuss the potential extensions of ARAM to other 
domains that are applicable to a range of military and civilian critical infrastructure systems.



Agenda
o What is ARAM?

o Background on how we got here

o Risk basics and ARAM methods

o Then and now

o “Demo”

o Questions



Airport Risk Assessment Model
o Developed by Pacific Northwest National Laboratory – first model 

to dynamically quantify risk from terrorist threats at airports

o Automatically optimizes recommended assignment locations of 
deployable security countermeasures

o Demonstrated to  DHS S&T, TSA, Port of Seattle Security/Police 
Department, and Delta Airline Security

o Operationally deployed at Sea-Tac starting in
September 2019; additional airports to follow

o Sponsored by DHS S&T – APEX Program



Risk Reduction and Resource Assessment Model -
Highlights
o Operational since 2008, first model to quantify risk from VBIEDs 

and now active threats on WA State Ferries

o Uses risk based approach vs. screening percent

o Optimizes placement of WA State Patrol officers and canines to 
minimize risk to ferry system

o Spin-offs include ARAM for Sea-Tac and potentially
BORAM for U.S. Border Patrol and SRAM for CBP at seaports 





ARAM Risk Engine
o MP Formulation:

• Decision variables: where and when
to place assets

• Objective function:
Minimize Daily Risk

• Constraints: 
asset availability and
other imposed
requirements



Baseline maximum risk as assessed 
for threats and areas

Risk with no security assets as 
airport volume ebbs and flow

Risk with routine security asset 
assignments 

Risk with optimized security 
asset assignments 

ARAM Typical Results – Risk Comparison



Then and Now

Spring 2017 Summer 2019



ARAM Demo

o Workflow:

• CONOPS

• Model setup

• Inputting countermeasures

• Notional results



1. Stakeholders input availability of 
deployable countermeasures

2. Hit the “easy button” to obtain 
schedule of optimal assignments

3. Patrol assigned areas per 
defined stakeholder CONOPS

4. View risk buydown and heat 
maps to evaluate benefits in 
terms of countermeasure 
contributions to overall risk 
reduction 

ARAM CONOPS

Typical ARAM Operational Flow Process
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A total of 13  
different 
countermeasures 
(notional) were 
input = 104 hours of 
deployed assets

Risk buydown = 43 
points starting from 
79 risk points with 
36 total risk points 
remaining for the 
day
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ARAM Summary
o Risk-based approach to decide on best use of discretionary 

resources

o Accounts for multiple threats

o Unity of effort across stakeholder organizations / reduces 
duplication of effort

o Tracks risk and risk reduction trends over time

o Easy to use
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