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Pacific

Northwest  Definitions and Risk Analysis Introduction

OOOOOOOOOOOOOOOOOO

> Risk: Potential for an unwanted outcome resulting from an incident, event,
or occurrence, as determined by its likelihood and the associated
consequences

> Risk Score: Numerical result of a semi-quantitative risk assessment
methodology

O Gauges the combination of threat, vulnerability, and consequence at a
specific moment and location

> Basic risk equation:
R=£(TV,C)
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£<RAM AIRPORT RISK ASSESSMENT MODEL

RISK MODEL

AIRPORT DEFINITION

AIRPORT AREAS
+ VULNERABILITY NODES (VNs)

FS
=

DEPLOYABLE

COUNTERMEASURES

* TSA Transportation
Security Officer

* TSA Canine

= TSA Visible Intermodal
Prevention and Response

= Airport Police Dept. Patrol

ASSESSED INPUTS

A

THREATS

PBIED
» VBIED
= Chem/Bio
= Active Shooter
* Insiders
* Placed IED

EFFECTIVENESS
AGAINST THREAT

Prevent & Detect

Deterrence

DATA INPUTS

g Employees
=3 Vehicles
& Passengers
£» Vendors

% Other

RISK COMPONENTS

= Death/injury

« Economic Impact

= Environmental impact
* National Defense

= Availability
= Accessibility

L

= Symbolic Effect
* Recoverability
* Redundancy

= Organic Security
= Target Hardness

Optimal countermeasure

OPERATIONS

Assignment
Accepted

Deployment
Made (Terminal C)

Unmitigated Risi

100 ' j
il
[Risk Buydown

N
Q

Remaining Risk
as Deployed

RISK ENGINE  assignments: which VNs
and when to patrol

= Airport Police Dept. Canine
+ Airport Security

Unmitigated Risk Remaming Risk Total risk bought down by 26%
— —

Hour of the Day




ARAM Risk Engine

O Math Program Formulation:

* Objective function: Minimize Daily Risk

e Decision variables: where and when
to place assets

e Constraints: ZRp m-lzszzklnai+Zx:,h.mn,,
asset availability and ) | |
other imposed silfj et  Xije < ay vi,j € (i)t
requirements

‘X{}'k < afI({'”\ VI,] C /(I),k,t
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ARAM Typical Results — Risk Comparison

Risk Score
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Then and Now

Spring 201
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assignments. Click "hot” button links o mave from one section of the taol to Wednesday, March 29, 2017 k\ Pa
another.
User Instructions:
1] Proceed to the Asuae ARAM Risk Comparison Optimized Risk by Airport Area
Availability tab to set the
scheduled availability of s e
each team. ol | e e S i |} | "o
2) Proceed to the Parsmatars L s e o L
tab to adjust any default =
settings far threat vakies - .
as appropeate and to -E
seloct the date to model. ol i
3) Return 1o the Homepage to o | |
Run ARAM and to abtain QN 57 S 1 B e e g il e s B e
the optimal recommended J
Lo 8 1 2 4 4 % & T 8 3 W UD o187 19N

SEA Baseline Risk by Threat

= min

PP WA Boctsr ¥ DemBo  ® i W At

&

E

§ 53

Threat & per Hour Random Simulati

¥ Sea-Tac

Fall 2020




ARAM Demo

0 Workflow:
e CONOPS
 Model setup
* |nputting countermeasures

e Notional results




ARAM CONOPS

1. Stakeholders input availability of
deployable countermeasures

2. Hit the “easy button” to obtain
schedule of optimal assignments

3. Patrol assigned areas per
defined stakeholder CONOPS

4. View risk buydown and heat
maps to evaluate benefits in
terms of countermeasure
contributions to overall risk
reduction

1.0 Fixed
Countermeasures

1.1 Organizational
supervisors input fixed
countermeasures (i.e.,

type, quantity, hours) at
fixed locations

1.2 “Add Shifts” — “Get
Schedule” = “Confirm
Schedule” to compute risk
buydown based on fixed
countermeasures

0.0 ARAM Executive
Administrator update
model parameters based
on real-world events or
input from Organizational
Administrators

2.0 Planned
Countermeasures

2.1 Organizational
supervisors input planned
countermeasures (i.e.,
type, quantify, hours)

2.2 “Add Shifts” — “Get
Schedule” — “Confirm
Schedule” to compute risk
buydown based on planned
countermeasures

2.3 Provide recommended
assignment schedules to
planned countermeasures

3.0 Unplanned
Countermeasures

3.1 Organizational
subscribers input
availability during the day
(i.e., type, hours)

t

3.2 “Preview My
Assignment” — “Accept &
Print” to compute risk
buydown based on
subscriber countermeasure

3.3 Follow recommended
assignment schedule for
subscriber
countermeasures

e

Typical ARAM Operational Flow Process



Email Address

nicholas.betzsold@pnnl.gov

Password

Security Code
842944

Cancel

This is a Federal computer system and is the property of the United States Government. It is for authorized use only. Users (authorized or unautherized) have no explicit or implicit
expectation of privacy.

Any or all uses of this system and all files on this system may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized site, Department of Energy,
and law enforcement personnel, as well as authorized officials of other agencies, both domestic and foreign. By using this system, the user consents to such interception,
meonitoring, recording, copying, auditing, inspection, and disclosure at the discretion of autherized site or Department of Energy personnel.

Unautherized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties. By continuing to use this system you indicate your
awareness of and consent to these terms and conditions of use. LOG OFF IMMEDIATELY if you do not agree to the conditions stated in this warning.




X Sea-Tac

Port
of Seattle

Heatmap / Risk

3% Dashboard

— Unmitigated Risk

ARAM
DASHBOARD

Risk by Area

Baggage Clai 2 Hours Deployed




X Sea-Tac Nick Betzsold =

Port B - .
of Seattle rh Configuration
Areas Vulnerability Nodes Countermeasures Threats Randomness Factor

An Airport Area as a specific division of the airport which is distinguished because of its geographic location, functional purpose within the airport, or the resulting effects from a terrorist attack. Learn more

Alphabetical

Configuration

Baggage Claim

Cargo

ARAM . Checkpoint
CONFIG TAB:
AREAS B Curbside

Mezzanine

Parking Garage
Secured Area - A Gates
Secured Area - B Gates

Secured Area - C Gates




X Sea-Tac Nick Betzsold =

Py — : 1 H
(;PSeatrIe rha Configuration

Vulnerability Nodes Countermeasures Threats Randomness Factor

A Vulnerability Node (VN) is defined as a specific location at which a given threat can be introduced against an area. A VN may provide access to one or multiple areas (e.g., catering services introduces a potential path to multiple
+ Add secure areas). It is designated by its physical vulnerabilities and is sized to be effectively patrolled by a single countermeasure unit. Learn more

VINs may affect ple areas. Select all of the areas that are accesible to each VIN.

Alphabetical
. Configuration

Baggage Claim
Arrival Curbside (Curbside) 9929

. . Areas accassible by this VN
Baggage Claim (Baggage Claim) @ Baggage Claim

A R A M Cargo (Cargo) o

Checkpoint

CON FIG TAB ) i Curbside
V N , S Catering (Secured Area) Mezzanine

Checksd Baggage Zone (Secured Area) Parking Garage
Secured Area - A Gates
Checkpaints (Checkpoint) Secured Area - B Gates

Secured Area - C Gates

Departure Curbside (Curbside) Secured Area - D Gates

Secured Area - North Satellite

Departure Gates - A Concourse (Sterilg) Secured Area - South Satellite
Sterile
Departure Gates - B Concourse (Sterile) Ticket Counter

Vehicle Access Gate - Secure Area
Departure Gates - C Concourse (Sterile)

Nenarture Gatas - N Canconres (Sterilal




X Sea-Tac Nick Betzsold =

POrt

of Seattle rh Configuration

Vulnerability Nodes Countermeasures Threats Randomness Factor

A Vulnerability Node (VN) is defined as a specific location at which a given threat can be introduced against an area. A VN may provide access to one or multiple areas (e.g., catering services introduces a potential path to multiple
+ Add VN secure areas). It is designated by its physical vulnerabilities and is sized to be effectively patrolled by a single countermeasure unit. Learn more

VINs may affect ple areas. Select all of the areas that are accesible to each VIN.

Alphabetical
. Configuration

Catering
Arrival Curbside (Curbside)

Areas accassible by this VN
Baggage Claim

ARAM e

C O N F I G TA B . \ .I Checkpoint

Curbside
tering (Secured Area) .
V N I S Vezzanine

Baggage Claim (Baggage Claim)

Checksd Baggage Zone (Secured Area) Parking Garage
Secured Area - A Gates

Checkpaints (Checkpoint) Secured Area - B Gates
Secured Area - C Gates
Departure Curbside (Curbside) Secured Area - D Gates

Secured Area - North Satellite

OoooOoo@

Departure Gates - A Concourse (Sterilg) Secured Area - South Satellite

Sterile
Departure Gates - B Concourse (Sterile) Ticket Counter

Vehicle Access Gate - Secure Area
Departure Gates - C Concourse (Sterile)

Nenarture Gatas - N Canconres (Sterilal




X Sea-Tac Nick Betzsold =

P — b T H
of Seattle th Configuration

Areas Vulnerability Nodes Countermeasures Threats Randomness Factor

A countermeasure (or asset) is defined as an action, measure, or device intended to reduce an identified risk. This includes security assets (people, processes and associated technology resources) that are both known and
+ Add Countermeasure available to schedule at the start of the day and ARAM “subscribers” that can be added to the model at various times as they become available. Learn more

Select all VINs that are accessible to each countermeasure.

Alphabetical
. Configuration

LLL] EE CUuuy Lo

POS PD Canine [l TSACanine Team

accessible by this countermeasure
Arrival Curbside

A R A M POS Security Baggage Claim

Cargo

CONFIG TAB Catering

POS Staff

C M I S Checked Baggage Zone

3TS0 Checkpoints

VNs
POS PD Patrol @
2

Departure Curbside

TSA Atlas Team

nine Team

. TSA VIPR Team

Departure Gates - A Concourse
Departure Gates - B Concourse

Departure Gates - C Concourse
Departure Gates - D Concourse
Departure Gates - North Satellite

Departure Gates - South Satellite

[ RE
W TssE

FIS/IFA Checkpoint
Food Court

Parking Garage

00000 OoO00OO@

Secured Area - A Gates (planeside)
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Port == rh Configuration

of Seattle (LT

Areas Vulnerability Nodes Countermeasures Threats Randomness Factor

+ Threat AThreat is a natural or man-made occurrence, individual entity, or action that has or indicates the potential to harm life, information, operations, environment, and/or property. Learn more
Add Threa

Alphabetical

. Configuration

Active Shooter

Chem/Bio

ARAM
CONFIG TAB:
THREATS

Workers with Access




Port
of Seattle

. Configuration

ARAM

CONFIG TAB:
RANDOM
ASSIGNMENTS

X Sea-Tac

h Configuration

Areas Vulnerability Nodes Countermeasures Threats Randomness Factor

The Randomness Factor sets the amount of random assignments that are produced for scheduling. A higher factor will create schedules that are less optimized, but more unpredictable by adversaries.

Nick Betzsold =
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Port == 11t Risk Scores

of Seattle

These are the active risk scores

To modify the risk scores, edit them below and then click "Save Changes”

Active Shooter

. Chem/Bio

B =0

14§ Risk Scores FBIED

B vBED

ARAM RISK
SCORES

Workers with Access




Port am—
of Seattle

Risk Scores

ARAM RISK
SCORES:
THREAT

X Sea-Tac

Nick Betzsold =

Active Shooter

Threat Score Consequence Vulnerability
2]

Baggage Claim

Cargo

Checkpoint

Curbside

Mezzanine

Parking Garage

Secured Area - A Gates

Secured Area - B Gates

Secured Area - C Gates

Secured Area - D Gates

Secured Area - North Satellite

Secured Area - South Satellite

Sterile

Ticket Counter

Wehicle Access Gate - Secure
Area

Detact & Prevent

Deterrence




Port amm
of Seattle

4 Risk Scores

ARAM RISK
SCORES:
CONSEQUENCE

X Sea-Tac

Nick Betzsold =

Active Shooter

Threat Score Caonsequence Vulnerability

7]

Baggage Claim

Cargo

Checkpoint

Curbside

Mezzanine

Parking Garage

Secured Area - A Gates
Secured Area - B Gates
Secured Area - C Gales
Secured Area - D Gales
Secured Area - North Satellite
Secured Area - South Satellite
Sterile

Ticket Counfer

Wehicle Access Gate - Secure Area

Detact & Prevent

Deterrence

B Chem/Bio

B =0




Port 4
of Seattle

Risk Scores

ARAM RISK
SCORES:
VULNERABILIT

X Sea-Tac

Nick Betzsold =

Active Shooter

Threat Score Consequence Vulnerability Detect & Prevent

o

Arrival Curbside

Baggage Claim

Cargo

Catering

Checked Baggage Zone
Checkpeints

Departure Curbside

Departure Gates - A Concourse
Departure Gates - B Concourse
Departure Gates - C Concourse
Departure Gates - D Concourse
Departure Gates - North Satellite
Departure Gates - South Safellite
FISAFA Checkpoint

Food Court

Parking Garage

Secured Area - A Gafes (planeside)
Secured Area - B Gates (planeside)
Secured Area - C Gafes (planeside)

Secured Area - D Gates (planeside)

Deterrence




Port am—
of Seattle

4 Risk Scores

ARAM RISK
SCORES:

COUNTER-
MEASURES

X Sea-Tac

Nick Betzsold =

Active Shooter

Threat Score Consequence Vulnerability

FAM

FSD Staff

Mezzanine

Off-duty LEO

PQS PD Canine

POS PD Patrol

POS Security

POS Staff

STSO

TSAAtlas Team

TSA Canine Team

TSAVIPR Team

TSI

TSS-E

Diatact & Prevent

o

Deterrence




Port am—
of Seattle

4 Risk Scores

ARAM RISK
SCORES:

COUNTER-
MEASURES

X Sea-Tac

Nick Betzsold =

Active Shooter

Threat Score Consequence Vulnerability

FAM

FSD Staff

Mezzanine

Off-duty LEO

PQS PD Canine

POS PD Patrol

POS Security

POS Staff

STSO

TSAAtlas Team

TSA Canine Team

TSAVIPR Team

TSI

TSS-E

Detact & Prevent

Deterrence
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P(;Psﬁe ® Schedule shift templates

Wednesday, October 21, 2020 2]

Clear Schedule + Add Shifts

Timeline

Countermeasures 0 1100 1200 1300 1400 1800 1900

No Schedule found for this date
Schedule

ARAM
SCHEDULE
SCREEN




X Sea-Tac

Port am—
of Seattle

® Add Shifts

Countermeasure Shifts to Schedule

® Schedule
Cancel

ARAM
SCHEDULE
SCREEN:
ADD SHIFTS

10/21/2020

B

Nick Betzsold =




Port am—
of Seattle

® Schedule

ARAM
SCHEDULE
SCREEN:
ADD SHIFTS

X Sea-Tac

® Add Shifts

Countermeasure Shifts to Schedule

@ POS PD Patrol 10/21/2020

@ TSAVIPR Team 10/21/2020

10/21/2020

10/21/2020

@ TSA Canine Team 10/21/2020

Add another shift

Get Schedule Cancel

08:00 AM

06:00 AM

01:00 PM

06:00 AM

11:00 AM

12:00 PM

10:00 AM

03:00 PM

02:00 PM

06:00 PM

Let ARAM Decide

Let ARAM Decide

Let ARAM Decide

Let ARAM Decide

Let ARAM Decide

Nick Betzsold =




X Sea-Tac Nick Betzsold =

PgPSgrﬁe ® Schedule shift templates  *

Wednesday, October 21, 2020 2]

Clear Schedule + Add Shifts

Timeline

Countermeasures 1100 1200 d 1800 1900 2000 2100 2200 2300

) FAM /1 i
® Schedule

Eaggage Claim

FIS/IFA Checkpoint

POS PD Patrol / 1

ARAM AnivalCiickie POS PD Patrol / 1
RECOMMENDED
ASSIGNMENTS

Departure Curbside

POS PD Patrol / 2

Arrival Curbside

Ticket Counter POS PD Patrol / 2

POS PD Patrol / 3

Baggage Claim POS PD Patrol / 3

Departure Gates - C
Concourse




X Sea-Tac Nick Betzsold =

® Schedule shift templates ¢

Wednesday, October 21, 2020 2]

of Seattle

Clear Schedule + Add Shifts

Timeline
Countermeasure = Area/VN Arrive Shift Start Shift End % Risk Buydown

FAM/1 @
® Schedule

Baggage Claim

FIS/IFA Checkpoint 44.05%

POS PD Patrol / 1

A R A M @ POS PD Patrol / 1 Arrival Curbside
RECOMMENDED
ASSIGNMENTS

@ FPOS PD Patrol / 1 Departure Curbside

POS PD Patrol / 2

@ POS FPD Patrol/ 2 Ticket Counter 85.53%

@ FPOS PD Patrol/ 2 Arrival Curbside

POS PD Patrol / 3

@ POS PD Patrol / 3 Departure Gates - C Concourse Random

@ FPOS PD Patrol / Baggage Claim Multiple Values




X Sea-Tac

Heatmap / Risk

22 Dashboard

=— Unmitigate

ARAM ENDING
DASHBOARD

13 countermeasures
74 hours deployed
Risk buydown = 41% isk by Area emain yes  —Unmit

. . Baggage Claim - 10 ‘ - Hours Deployed
59% risk remaining urs Deploye

Cargo . 6




X Sea-Tac

Airport Map / Risk - 10/21/2020 - 1500

Heatmap
Secured Area - Secured Area -
Morth Satellite Secured Area - A Secured Area - B Secured Area - C Secured Area - D South Satellite
(planeside) Gates (planeside) Gates {plane5|de) Gates (planeside) Gates {pEanesuje) (planeside)
# of Flights a 3
& Heatmap
|I - -3
/
) Population
e
(@ Model Inputs
)
ARAM HEATMARP e
RISK BY AREA +
COUNTER- B S
kg Show Labels
MEASURES AT
1500

Outbound Flights

Background Opacity

5 % Med High Countermeasures



F’or‘t _
of Se%‘[‘tl»ﬂ

& Heatmap

ALT. ARAM
HEATMAP
POPULATION
BY AREA +
COUNTER-
MEASURES
AT 1500

X Sea-Tac

Airport Map / Population - 10/21/2020 - 1500

Secured Area -
Morth Satellite Secured Area - A
(planeside) Gates (planeside)

Secured Area - B Secured Area - C
Gates (planeside) Gates (planeside)

Secured Area - D
Gates (planeside)

(planeside)

Population

High

Countermeasures

Secured Area -
South Satellite

Heatmap

Opacity

Model Inputs

Outbound Flights
=i

Background Opacity




X Sea-Tac

Port
of Seattle

Airport Map / Countermeasures - 10/21/2020 - 1600

Heatmap

Secured Area - Secured Area -

Morth Satellite Secured Area - A Secured Area - B Secured Area - C Secured Area - D South Satellite
(planeside) Gates (planeside) Gates (planeside) Gates (planeside) Gates (planeside) (planeside)

3 9 5 10 7

& Heatmap [50% |

73 & Airport Activity
\ 3

Population

Model Inputs

ALT. ARAM
HEATMAP
COUNTER-
MEASURES
BY AREA
AT 1600

Outbound Flights
=i

Background Opacity

Countermeasures

5 % Med High Countermeasures



ARAM Summary

O Risk-based approach to decide on best use of discretionary
resources

0 Accounts for multiple threats

O Unity of effort across stakeholder organizations / reduces
duplication of effort

O Tracks risk and risk reduction trends over time

O Easy to use
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For more information, contact:

Dr. Robert T. Brigantic, ARAM P
Chief Operations Research Scientist
NATIONAL SECURITY DIRECTORATE

Pacific Northwest National Laboratory
Richland, WA 99352 USA

Tel: (509) 375-3675
robert.brigantic@pnnl.gov

Nick Betzsold, ARAM Co-PI

Data Scientist
NATIONAL SECURITY DIRECTORATE

Pacific Northwest National Laboratory
Richland, WA 99352 USA

Tel: (509) 375-4583
nicholas.betzsold@pnnl.gov
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