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Does.cybersecurity
in_software matter? Early 2017

“Smart” Teddy Bearz'

Computerworld

G

Spring 2018
Vegas Casino

Business Insider

Yes! Even.in.fish.tanks
and.teddy.bears it matters!!

»

Should.it.matter Fall 2018
at. PNNL? VOLTTRON™

Yes! VOLTTRONT™™ js widely used,.highly visible!!
And.they've done something about.it!
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|s_software. really where
the problem lies?

¢

Gartner
®@ /5% of security breaches happen at the application

Not the network layer
22 Over 70% of vulnerabilities are at the application layer...
Not the network layer

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

22 92% of reported vulnerabilities are in applications not in networks

»

Yes! The.app.s
where it's at!!
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Where in.the software. lifecycle
should.cybersecurity.be dealt with?

G

Gartner
®2 If only 50% of vulnerabilities were removed prior to
production...

Costs would be reduced by 75%
NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

@ The cost of fixing a bug in the field: $30,000
@ The cost of fixing a bug during development: $5,000

Everywhere!
A

Requireme Desig QA/TEST Production
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Threat fs
Findings

v/ CIA prioritization
v/Consequences

VAsset list
V- Tihreat cases

#2 Meet you where you are...

#2 In & Out...
#» Teach (and learn) as we go...
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So what is.Secure.Software.Central?

Threat
Profile

v Controls [{

Startup o

\D e Tsm
99 Secure

v Needs O | Design
v Use cases v Problem decomposition

v System diagrams

| v Design documentation

v'Scenario based testing v priority driven inspection
v'Pen testing ® v Continuous code scans
7 v'Code reviews g

Security = Secure f‘f
Testing Coding

& 1BSA
& SSD
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Threat \E; | Thre.at
Profile

Findings

v'STRIDE categorization | v/ Attack vectors

v/CIA prioritization v Controls
v/ Consequences

Startup

oe
e L
v Asset list D \D
v.Threat cases Needs O
v'Use cases

v/ System diagrams
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Startup

v'Needs
v Use cases
v System diagrams

v/ Priority driven inspection
v/ Continuous code scans

v'Code reviews .._:
",
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Vulnerability scans
at.the_end.of testing

How was. it.done?

Cool X Code

T > Remeson ¢
L\\\\\\\\\\\\\\\\\\\ 1

fcmeg@ ft

7 %0l G Odo

J/ .‘;{1 fql: / \

QA/TEST Production /

® “One and Done” scanning mentality.

® Only had a hand full of licenses/resources to use scanning tool.
® Results were handed over to developers without explanation.
® Due to delayed scanning, fixes were harder and took longer.
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Throughout.the
software lifecycle

How. Is. it.done._.now?

A

8 [)) appspider

SAST SCA DAST

A A A
[ 1 1 |

Design Develop QA/TEST Production

® SAST — Static Application Security Testing
# SCA — Software Composition Analysis
® DAST — Dynamic Application Security Testing




So what is.the value?
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Ultimately it protects
your.reputation!!

« Shows due diligence

« Yields actionable controls

lishes security requirements
- _Justifies taking security measures
. JCommunicates risk to customer

S

v
-
]

« Identify vulnerabilities early
« Provide secure coding practices
¥ Holistic scanning to reduce risk

Secure Software Central Contacts:

Lead: Chance Younkin

Threat Based Software Analysis: Patrick O’'Connell, Ryan Bays

Secure Coding/Checkmarx: Scott Larson, Sarah Sundgren 61
Administrator/Facilitator Torri Simmons e so‘

All of us: ssc.team@pnnl.gov Secux
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Thank you
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