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Abstract—Advanced reactors rely on complex programmable
digital devices whose hardware and software supply chains can
hide cybersecurity issues. This paper examines three areas of
cybersecurity concern; common cause failure (CCF), diversity,
and defense-in-depth (D3). Ensuring D3 requires deep visibility
into hardware bills-of-materials (HBOMs) and software bills-of-
materials (SBOMs). However, BOMs are often in a proprietary
format, have inconsistent features, and can contain inexact
matches. Furthermore, vendors do not consistently make BOMs
available to customers.

This paper compares artificial intelligence (AI) and machine
learning (ML) approaches to detect CCF and D3 risks by analyz-
ing HBOM and SBOM data at scale. AI/ML models help quantify
risks that traditional cybersecurity review cannot easily detect by
comparing component lineages, identifying shared dependencies,
and uncovering hidden homogeneity. These methods support
vendors, regulators, advanced reactor designers, and operators
by facilitating cybersecurity analysis, improving component and
supply chain transparency, and strengthening D3 across diverse
programmable digital devices across multiple systems throughout
advanced reactors.

Index Terms—Artificial intelligence, Advanced reactors, cyber-
security, programmable digital devices, bills of materials

I. INTRODUCTION

The Advanced Reactor Safeguards and Security program
supports research to help advanced nuclear reactor vendors
address near-term challenges in meeting U.S. requirements for
domestic Material Control and Accounting (MC&A), Physical
Protection Systems (PPS), and cybersecurity for reactor con-
struction [15]. Advanced reactors depend on programmable
digital devices with intricate hardware and software supply
chains, which can make it difficult to detect hidden common
cause failures (CCF) [8]. Achieving Diversity and Defense-
in-Depth (D3) depends on having comprehensive insight into
both Hardware Bills of Materials (HBOMs) and Software Bills
of Materials (SBOMs) [12]. However, these documents are
proprietary, which limits data availability [16].

HBOMs and SBOMs represent a system of components,
sub-components, and dependencies. These nested frameworks
generate large volumes of data. The amount of data is difficult
to parse manually. Furthermore, it is difficult to determine if
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there are any shared components or if there is true diversity
amongst the devices when the dataset is large. Vendor diversity
in components does not guarantee diversity across components
and may hide CCF. The ability to distinguish differences
between components and sub-components is also difficult;
some may appear to be different but are in fact the same.

The ARSS “AI/ML Models for CCF & D3 Analysis”
research project investigates using artificial intelligence and
machine learning (AI/ML) algorithms to analyze CCF and D3

issues based on HBOMs and SBOMs [5]. Emerging AI/ML
models handle large, complex datasets [3]. AI/ML models help
quantify risks that traditional engineering review cannot easily
detect [3]. This paper discusses data limitations and evaluates
AI/ML approaches for CCF and D3 analysis.

II. BACKGROUND

Advanced reactors consist of programmable digital devices
across multiple non-safety related systems [5]. These devices
are made up of many different software and hardware compo-
nents [5]. The supply chains of these devices are complex;
they can be entirely unique for individual devices, nearly
identical for many devices, or have similarities across multiple
components [5].

The complex and intricate nature of these supply chains
does not ensure diversity; diversity in vendors does not
automatically equate to diversity across components in a
programmable digital device [5]. Therefore, it is important to
compare HBOMs and SBOMs when performing CCF and D3

analysis [5]. In contrast, the depth of HBOMs and SBOMs
content can be exhaustive, making it difficult for humans
to effectively and efficiently review [5]. So, this project is
exploring AI/ML approaches for performing CCF and D3

analysis of HBOMs and SBOMs [5].

A. CCF & D3

A common cause failure is “the simultaneous failure of two
or more redundant components, systems, or safety functions
due to a single shared cause or coupling mechanism” [5], [8].
Common elements that can lead to failures include deficiencies
in structure or components, environmental hazards, or mishaps



made by humans [5]. In contrast, cybersecurity related failures
include software packages used by different vendors or human
error due to misconfiguration [5], [7].

Defense-in-depth is a safety and security strategy consisting
of multiple overlapping layers to delay and deter failures
[5], [12]. Diversity lowers the probability that one common
cause will disable several systems at the same time [5], [11].
Intertwining these two concepts strengthens the resiliency of
advanced reactors [5].

B. HBOMs & SBOMs
HBOMs are a comprehensive inventory that encompasses

both physical and logical elements constituting a hardware
product or system [1]. It accounts for not only the completed
device, but also its internal components and associated depen-
dencies [1]. SBOMs, by contrast, provide a comprehensive
inventory of all components, libraries, and modules within a
software product in a machine-readable format [6]. This record
enables organizations to efficiently track software elements,
identify potential vulnerabilities, and manage security risks
throughout the supply chain [6].

Typical elements found in HBOMs are processors, storage
modules, manufacturer and supplier details, and version num-
bers [1]. In contrast, SBOMs generally include component
names, versions, hashes, unique IDs, dependencies, and license
information [6].

HBOMs and SBOMs give vendors, subject matter experts
(SMEs), cybersecurity analysts, and other reviewers deep
visibility into the operating systems [5]. This strengthens the
vulnerability and risk management capabilities by revealing
the components in the system [5]. Hence, HBOM and SBOM
analysis is one of the leading practices for cybersecurity,
infrastructure security, and technology security [10].

C. Data Limitations
Securing the nation’s supply chain involves generating

detailed HBOMs and SBOMs across critical manufacturing
and infrastructure [13]. However, advanced nuclear reactor
HBOMs and SBOMs are unavailable because their compo-
nents are considered proprietary [5], [16].

Open-source HBOMs are virtually non-existent due to the
proprietary nature of the components, which can be considered
a competitive advantage. In contrast, open-source SBOMs are
available [14]. However, these SBOMs are not representative
of potential software found in advanced nuclear reactor sys-
tems.

The lack of HBOMs and SBOMs that represent pro-
grammable digital devices for advanced nuclear reactors does
not limit this project’s ability to evaluate AI/ML cybersecurity
analysis. A BOM is a BOM no matter which components
the BOM represents. Using AI/ML for CCF and D3 analysis
is domain-agnostic. If an AI algorithm is found to be well
suited to BOM data and analysis in one domain (e.g. network
switches), given the content of a BOM, it is expected that the
approach will directly map to BOMs used in other applica-
tion domains (e.g., nuclear reactors). This is especially true
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Fig. 1. SBOM Formats

for general purpose programmable digital devices such as a
programmable logic controller (PLC).

This project obtained a collection of open-source SBOMs
as a proxy dataset for software used in advanced reactors for
AI/ML evaluation. The final BOM collection dataset is a large-
scale corpus of software bills-of-material files gathered from
multiple sources and formats [14]. It contains 17,554 JSON
SBOMs, 9,654 SPDX documents and 7,900 CycloneDX doc-
uments, representing a wide range of software systems such
as container images, Linux distributions, language runtimes,
and application stacks.

III. AI/ML APPROACHES

AI refers to computational methods that perform tasks
associated with human reasoning and pattern recognition. ML
refers to a subset of AI, which uses data to identify patterns
without relying solely on predefined models. Unsupervised
ML is relevant to BOM analysis because it can identify
structures in data without labeled examples [2].

HBOMs and SBOMs can contain thousands of components
and nested dependencies. AI/ML can help organize these
data, identify shared components, and prioritize potential CCF
pathways.

This project’s dataset contains over 35,000 SBOMs [14]
in various formats (e.g., JSON, SPDX, and CycloneDX—-
see Fig. 1). The dataset is large and heterogeneous but does
not contain authoritative labels identifying duplicates, diverse
systems or CCF relationships. Therefore, supervised ML is not
an immediate fit for cybersecurity analysis.

BOMs also contain relational information because compo-
nents can depend upon other components. Methods should
therefore consider both overall system similarity and depen-
dency structure [6]. Graph-based analysis, clustering, and large
language models (LLMs) offer useful but different capabilities
for this problem, each of which is explored in detail below.



TABLE I
AI/ML SUITABILITY TO BOM DATA

Approach Primary Use Suitability Key limitation

Graph-based analysis Identify shared direct and transitive dependencies High Depends on complete and
accurate dependency data

Hierarchical clustering Group similar BOMs and identify near-duplicates High Results depend on feature selection
and similarity measures

Supervised learning Classify relationships or predict CCF relevance Low Requires authoritatively labeled
training data

Large-language models Extract information, suggest aliases, and summarize results Moderate May produce unsupported conclusions
and requires verification

Hybrid Use clustering to find related systems and graph analysis
to explain commonalities High More complex to implement

and validate

A. Graph-Based Analysis

BOMs can be represented as graphs with components
shown as nodes and dependencies shown as edges [4]. This
representation preserves the relationships among components
instead of treating each BOM as a flat list.

Graph analysis can identify direct and transitive dependen-
cies shared by multiple systems. For example, two systems
may have different top-level applications but rely on the same
library, runtime, or operating-system component [12]. These
shared dependencies may not be obvious from component
names alone but could be relevant to a D3 analysis.

Graph measures can also help identify widely used or
highly connected components. Common-subgraph analysis can
find groups of components and dependency paths that appear
in more than one system [4]. The main limitation is that
the results depend on the completeness of all BOMs used
in the analysis. Missing dependency information can hide
commonalities or make systems appear more diverse than they
are.

B. Hierarchical Clustering

Hierarchical clustering, which is a type of unsupervised
learning, groups BOMs based on similarity without requiring
predefined labels. Features could include component names,
package names and dependency counts, vendors, software
ecosystems, versions, and graph characteristics.

Hierarchical clustering is useful because it shows relation-
ships at several levels. Analysts can examine broad families
and then narrow the analysis to closely related systems.
Density-based methods such as hierarchical density-based
spatial clustering of applications with noise (HDBSCAN) may
also work well because they can identify groups of near-
duplicate BOMs without forcing every system into a cluster
[9].

Clustering can help find products that have different names
or vendors but contain similar software. However, the results
depend heavily on the features and similarity measure used.
Systems placed in the same cluster are similar according to
those selected features, but they do not necessarily share a
failure mode.

C. Large-Language Models
Large-language models (LLMs) are computer programs

trained to read, understand, and generate human-like text.
LLMs could be used to support portions of BOM analysis that
involve unstructured or inconsistent text. Possible uses include
extracting component information from technical documents,
suggesting aliases for differently named components, and
summarizing the differences between two BOMs. An LLM
could also provide a natural-language interface for querying
analysis results [2].

These models are less suitable for calculating component
overlap or tracing dependency paths, which can be handled
more reliably with deterministic and graph-based methods.
LLMs may also produce unsupported relationships or over-
look important differences between component versions. Any
LLM-generated match should therefore be checked against
identifiers, hashes, versions, supplier information, and source
records.

For this problem, LLMs would be most useful as an analyst-
support tool rather than the primary analysis method [2]. Their
role should be limited to extracting information, proposing
candidate matches, and explaining results produced by more
traceable methods.

IV. FUTURE WORK

The next steps for this project are to evaluate the effec-
tiveness of the AI/ML approaches identified in this paper for
CCF and D3 analysis. Prior to experimentation, development
code to parse and preprocess the SBOM dataset is needed to
ensure that any empty or incomplete SBOMs are removed to
maintain the integrity of subsequent AI/ML analyses.

Once the dataset has been cleaned, systematic application
and comparison of the discussed AI/ML methods, including
graph-based analysis e.g., graph clustering, community de-
tection, and graph embedding for similarity search to iden-
tify shared components, hierarchical clustering approaches
like HDBSCAN to detect near-duplicate systems, and hybrid
strategies that combine hierarchical clustering to group related
systems with graph analysis to explain commonalities.

The results of these evaluations will inform the suitability
of each approach for large-scale SBOM analysis, supporting
supply chain transparency and cybersecurity risk management
in advanced reactor systems.



V. CONCLUSION

Common cause failure, diversity, and defense-in-depth anal-
ysis of programmable digital devices found in advanced reac-
tors is a challenging cybersecurity problem. Current artificial
intelligence and machine learning approaches offer solutions
for supply chain transparency and efficient, effective cyberse-
curity analysis. Next steps for this project are to evaluate the
effectiveness of suitable AI/ML approaches identified in Table
I for CCF and D3 analysis. Demonstrating the effectiveness
of AI/ML using a large SBOM dataset will validate this type
of cybersecurity analysis when the advanced reactor industry
develops their own BOMs. AI/ML analysis will strengthen
situational awareness, transparency, and help mitigate supply
chain risk management in advanced reactor non-safety sys-
tems. It is highly likely this method of AI/ML and BOMs
cybersecurity analysis directly maps to other industries and
other cybersecurity questions as well.
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