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Abstract

In cybersecurity, the ability to efficiently analyze and respond to vulnerabilities,
weaknesses, attack patterns, and threat tactics is critical for effective defense strategies.
With the increasing complexity and volume of cybersecurity data, traditional methods of
querying and retrieving information are often inadequate. To address this challenge, we
implemented Retrieval-Augmented Generation (RAG) systems—CyRAG and
GraphCyRAG—that integrate large language models (LLMs) with both structured data
from relational databases and knowledge graphs such as Neo4j. CyRAG is designed to
handle structured data, focusing on CVE (Common Vulnerabilities and Exposures) and
CWE (Common Weakness Enumeration) entities to generate accurate and context-rich
responses. In contrast, GraphCyRAG leverages Neo4j knowledge graphs to retrieve
interconnected information from CVE, CWE, CAPEC (Common Attack Pattern
Enumeration and Classification), and ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge) datasets. By utilizing Neo4j's graph-based framework,
GraphCyRAG enables deeper traversal of relationships between vulnerabilities and
attack patterns, providing cybersecurity analysts with more comprehensive insights into
potential attack vectors and mitigation strategies. Our preliminary results demonstrate
that integrating knowledge graphs with RAG significantly enhances both the accuracy and
depth of threat analysis, allowing for the retrieval of dynamic, real-time data and the
generation of contextually aware responses. This approach helps analysts uncover
hidden relationships between cyber entities, predict exploit paths, and prioritize mitigation
efforts effectively. The integration of RAG with cybersecurity knowledge graphs
represents a significant advancement in cybersecurity threat intelligence, enabling more
informed decision-making and stronger defense strategies.
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Summary

We developed two tools CyRAG and GraphCyRAG for enable efficient cyber defense.
CyRAG brings together structured data from common vulnerabilities and exposures
(CVE) and common weakness enumeration (CWE) to generate accurate and context-rich
responses from a large language model using retrieval augmentation technique.
GraphCyRAG employs Neo4j knowledge graphs to retrieve interconnected information
from CVE, CWE, CAPEC (Common Attack Pattern Enumeration and Classification), and
ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge) datasets. Our early
results demonstrate significant enrichment to both the accuracy and the depth of threat
analysis using retrieval of dynamic, real-time data and the generation of contextually
aware responses. Our work represents a significant advancement in cybersecurity threat
intelligence, enabling informed decisions and optimized cyber defense.

Summary i
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Acronyms and Abbreviations

CVE: Common Vulnerabilities and Exposures

CWE: Common Weakness Enumeration

CAPEC: Common Attack Pattern Enumeration and Classification
ATT&CK: Adversarial Tactics, Techniques, and Common Knowledge
RAG: Retrieval Augmented Generation

LLM: Large Language Model

KG: Knowledge Graph
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1.0 Introduction

In cybersecurity, understanding the intricate relationships between vulnerabilities,
weaknesses, attack patterns, and known attacks is not only critical for effective threat
mitigation and proactive defense strategies but also essential for comprehensive threat
intelligence [1-9]. Large-scale cybersecurity databases, such as CVE (Common
Vulnerabilities and Exposures), CWE (Common Weakness Enumeration), CAPEC
(Common Attack Pattern Enumeration and Classification), and ATT&CK (Adversarial
Tactics, Techniques, and Common Knowledge), provide an immense wealth of structured
data that can be harnessed for deep analysis and insights. However, these databases
alone may not be enough to extract meaningful connections and actionable intelligence
efficiently. This is where combining knowledge graphs and Retrieval-Augmented
Generation (RAG) significantly enhances capabilities.

A network or graph, G=(V, E), is a pair consisting of a set of unique entities known as
nodes or vertices (V) and binary relationships on these entities known as links or edges
(E). A knowledge or semantic graph is a graph of real-world entities such as people,
institutions, concepts or events, and their relationships. A knowledge graph, such as one
built using Neo4j, offers an intuitive way to model relationships between different entities
in the cybersecurity domain. These entities—vulnerabilities (CVE), weaknesses (CWE),
attack patterns (CAPEC), and adversarial tactics (ATT&CK)—can be represented as
nodes, with the relationships between them as edges. This interconnected structure helps
security professionals visualize and analyze how vulnerabilities may lead to specific
attacks, how weaknesses in software can be exploited, and how attack patterns can
escalate into larger security threats. By mapping these relationships in a graph format,
knowledge graphs make it easier to uncover hidden patterns, draw conclusions, and
make connections that are difficult to observe in siloed datasets.

In a conversational (chatbot) context, responses from generative large language models
(LLMs) suffer from several limitations: lack of support from authoritative sources for the
response (explainability and trust), lack of temporal adjustment to factoids that change
over time (drift), and responses lacking a confidence metric from the model (especially
for queries for which no answers should be provided). Augmenting queries and responses
with evidence from a carefully curated database can address many of these limitations.
A retrieval-augmented generation (RAG) system builds a database by indexing
documents (and parts of documents) using an LLM-based encodings, and then retrieves
the most relevant documents (or parts of a document) for a given query. These
documents are then used as a context along with the user provided query (prompt) to an
LLM. The responses from an LLM are thus based not only on the prompt, but also based
on the context provided by the curated database. Since retrieved documents are provided
along with the responses from an LLM, the user can assess responses in the context of
retrieved documents (evidence).

The integration of retrieval-augmented generation (RAG) with knowledge graphs further

amplifies these capabilities. RAG is an advanced approach that leverages both
information retrieval and generative models to produce accurate, context-aware, and
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detailed responses to complex cybersecurity queries. Traditional query-response
systems often rely on pre-trained models that may not have access to the most up-to-
date or comprehensive information. RAG, in contrast, bridges this gap by retrieving
relevant data from vast external sources, such as knowledge graphs, and using this
retrieved information as a basis for generating informed responses. This makes the
system highly dynamic and capable of dealing with real-time information and complex
datasets.

The advantages of combining RAG and knowledge graphs:

¢ Real-Time and Context-Aware Responses: The retrieval aspect of RAG allows the
system to access the most relevant and current information stored in the knowledge
graph. For example, when a user queries a specific CVE, the system can traverse
through the graph to identify associated CWEs, CAPECs, and ATTACK patterns in
real-time. This ensures that the generated responses are not only accurate but also
context-aware, reflecting the latest known relationships and risks.

e Enhanced Threat Intelligence: Knowledge graphs represent relationships between
vulnerabilities and attacks in a structured way, making it easier to uncover complex
attack paths. With RAG, these paths can be retrieved and interpreted efficiently,
allowing security professionals to assess the full impact of a vulnerability. For instance,
understanding how a specific CWE can lead to an attack pattern (CAPEC) that is
linked to real-world attack techniques (ATT&CK) helps in prioritizing mitigations and
defending against potential threats.

e Improved Decision-Making: Security analysts can make better decisions when they
have access to both the granular details of vulnerabilities and a high-level overview of
how different cybersecurity entities are interconnected. RAG retrieves relevant data
from the knowledge graph and generates detailed reports or summaries, which helps
analysts prioritize vulnerabilities, predict possible exploitation paths, and implement
effective mitigations.

e Scalability and Flexibility: Cybersecurity threats evolve rapidly, and the datasets are
continuously growing. Knowledge graphs offer a scalable and flexible solution to
handle this complexity. By integrating RAG, the system can adapt to changing
datasets and still provide precise answers by dynamically retrieving and generating
responses based on the most up-to-date information.

e Automation of Complex Queries: Without RAG and knowledge graphs, security
analysts might need to manually explore vulnerabilities, attack patterns, and mitigation
strategies, which can be time-consuming and error prone. RAG automates this
process by querying the knowledge graph and generating insights quickly, freeing up
valuable time for analysts to focus on more strategic tasks.

In our implementation, we have developed two distinct types of RAG systems for
cybersecurity: CyRAG and GraphCyRAG.

e CyRAG is a traditional RAG system that focuses on structured retrieval from large
cybersecurity databases like CVE and CWE. It enables users to access detailed
information about specific vulnerabilities and weaknesses and uses that information
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to generate comprehensive, detailed reports. This system is particularly useful for
analysts looking for specific information about vulnerabilities and their associated
risks.

e GraphCyRAG, however, takes a more interconnected approach by leveraging graph-
based data from Neo4j. This system is designed to explore the complex relationships
between vulnerabilities, weaknesses, attack patterns, and known attacks. By
traversing through the graph, it provides a richer and more comprehensive analysis of
cyber threats, making it ideal for in-depth threat modeling and analysis.

By combining the strengths of knowledge graphs and RAG, our systems—CyRAG and
GraphCyRAG—offer security professionals a powerful toolset for understanding,
analyzing, and defending against the ever-evolving landscape of cyber threats. Through
real-time data retrieval and context-aware generation, these systems enable deeper
insights and actionable intelligence, and significantly enhancing how cybersecurity data
is accessed and utilized for effective threat mitigation, defense strategies, and decision-
making.

In the following sections, we detail our work on building the GraphCyRAG tool and
demonstrate the potential benefits of this approach.

Introduction 3
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2.0 Knowledge Graph Encoding of Cyber Information
MITRE information used to build the knowledge graph:

e CVE (Common Vulnerabilities and Exposures): CVE is a catalog of known security
vulnerabilities in software. Each vulnerability is assigned a unique identifier (CVE ID),
which helps in tracking, discussing, and addressing these issues. When a security
flaw is discovered in a program that could be exploited by attackers, it is documented
in the CVE system so that organizations can take necessary actions to protect their
systems.

e CWE (Common Weakness Enumeration): CWE is a catalog of common
weaknesses in software that can lead to security vulnerabilities. It serves as a
reference for identifying poor coding practices that might expose software to attacks.
By understanding these weaknesses, developers can avoid them during the coding
process, ultimately creating more secure software.

e CAPEC (Common Attack Pattern Enumeration and Classification): CAPEC is a
catalog of common attack patterns used by attackers to compromise systems. It
outlines various strategies and techniques that hackers employ. By studying these
attack patterns, security professionals can strengthen defenses and better predict and
prevent potential threats.

e ATT&CK (Adversarial Tactics, Techniques, and Common Knowledge): MITRE
ATT&CK is a framework that details the behaviors and techniques attackers use once
they’ve gained access to a system. It serves as a guide, outlining the steps attackers
take after breaking in. This information helps defenders identify and counteract
malicious activities before they can cause significant damage.

e Mitigations: Mitigations are measures or controls designed to reduce or prevent
damage from security threats. These can include implementing best practices,
applying software updates, and using security tools. By putting the right mitigations in
place, organizations can safeguard their systems against known vulnerabilities and
attack methods.

Knowledge graph schema: Four different types of nodes and relationships are used to
build the knowledge graph:

Nodes: We consider a total of 245,125 number of nodes in this work:

e CVE: CVE nodes represent known security vulnerabilities within the knowledge graph.
These nodes contain key properties that describe the nature, severity, and impact of
the vulnerability. There are 242504 CVE nodes. Below are the properties of a CVE
node:

id

name
description
base score
category

O O O O O
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Figure 1. CVE nodes represent known security vulnerabilities within the knowledge graph

e CWE: CWE nodes represent common weaknesses in software within the knowledge
graph. These nodes contain properties that describe the nature and relationships of
these weaknesses. In total there are 963 CWE nodes. Below are the properties of a

CWE node:

category
child_of_ids
description
embedding
id

name

O O O O O O

Knowledge Graph Encoding of Cyber Information
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Figure 2. CWE nodes represent common weaknesses in software within the knowledge graph.

e CAPEC: CAPEC nodes represent common attack patterns within the knowledge
graph. These nodes include properties that describe the characteristics, relationships,
and impact of the attack patterns. There are 615 CAPEC nodes. Below are the
properties of a CAPEC node:

category
childOf
description
embedding
id
likelihood
mitigations
name
severity

O O O OO0 0 0O OO0

Knowledge Graph Encoding of Cyber Information 6
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Bl

Figure 3. CAPEC Nodes represent common attack patterns within the knowledge graph.

e ATTACK: The attack node represents a critical element that encapsulates detailed
information about specific cyber threats or malicious activities. The structure of the
Attack node is built upon a set of well-defined properties, which provide a
comprehensive understanding of the attack’s characteristics and context. There are
1,043 ATTACK nodes. Here are the ATTACK node properties:

id

name
description
type
category
embedding

O O O O O O

qqqqqq

Figure 4. Attack Nodes represents a critical element that encapsulates detailed information
about specific cyber threats or malicious activities within the knowledge graph.

Knowledge Graph Encoding of Cyber Information 7
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Relationships: There are a total of 270,093 relationships:

e CVE_CWE: This relationship connects a CVE node to a CWE node, indicating that a
specific vulnerability (CVE) is associated with a particular weakness (CWE) in
software. It helps in understanding which weaknesses lead to specific vulnerabilities.
In total, there are 260888 numbers of CVE_CWE relationships.
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Figure 5. The relationship that connects a CVE node to a CWE node, indicating that a specific

vulnerability (CVE) is associated with a particular weakness (CWE) in software within
the knowledge graph.

e CWE_CHILD: This relationship links a CWE node to another CWE node, representing

a hierarchical relationship where one weakness (child CWE) is a more specific

instance or a subset of a broader weakness (parent CWE). There are 1,307
CWE_CHILD relationships.

Byl ialberis

BariaTstnatag Dyt

Figure 6. CWE node and CWE node relationship where one weakness (child CWE) is a subset
of broader weakness (parent CWE) within the knowledge graph.
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e CWE_CAPEC: This relationship connects a CWE node to a CAPEC node, showing
that a particular software weakness (CWE) can be exploited using a specific attack
pattern (CAPEC). It helps map weaknesses to potential attack strategies. There are
6,931 relationships of type CWE_CAPEC.

Feindd labeely

Briatsanihig Dy

Figure 7. The relationship that connects CWE node to CAPEC node within the knowledge
graph.

e CAPEC_CHILD: This relationship links a CAPEC node to another CAPEC node,
indicating a hierarchical relationship where one attack pattern (child CAPEC) is a more

specific variation or part of a broader attack pattern (parent CAPEC). There are 533
CAPEC_CHILD relationships.

Mode Labels

Erlallonship {ypes

Figure 8. The hierarchical relationship which a CAPEC node (child CAPEC) is a more specific
variation or part of a broader attach pattern (parent CAPEC) within the knowledge
graph.

Knowledge Graph Encoding of Cyber Information 9
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e CAN_PRECEDE: This relationship between two CAPEC nodes indicates that one
attack pattern (CAPEC) can be a precursor or a preceding step to another attack
pattern. It helps in understanding the sequence or progression of attack techniques.
The total number of CAN_PRECEDE relationships is 162.

Maode lakaly

Eelafianship types

Figure 9. The relationship between two CAPEC nodes indicates that one attack pattern
(CAPEC) can be a precursor or a preceding step to another pattern within a
knowledge graph.

e CAPEC_ATTACK: This relationship connects a CAPEC node to an Attack node,
showing that a specific attack pattern (CAPEC) is used in or is related to a particular
attack. It helps in associating specific tactics and techniques with known attacks in the
system. A total of 272 relationships exists under the CWE_CAPEC category.

Mode |abeds

ATTACK (20}

Belationsfip types

Figure 10. The relationship between a CAPEC node to an attack node, showing that a specific
attack pattern (CAPEC) is used in or is related to a particular attack in a knowledge
graph.

Knowledge Graph Encoding of Cyber Information
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+Neodj Knowledge Graph Implementation: Implementing a Neo4j Knowledge Graph
for cybersecurity requires several steps to manage and analyze interconnected data
effectively. The process includes data collection, preprocessing, defining entities,
relationships, and properties, and finally importing the data into Neo4,.

e Data Collection: The first step in the Neo4j Knowledge Graph implementation is
gathering relevant cybersecurity data from authoritative sources. Vulnerabilities
(CVEs) are sourced from the National Vulnerability Database (NVD), which provides
detailed information about known vulnerabilities in software and systems.
Weaknesses (CWEs), attack patterns (CAPECs), and adversarial tactics/techniques
(ATT&CK) are obtained from MITRE, a globally recognized organization that
maintains comprehensive cybersecurity frameworks. Collecting this data is critical for
building a rich, interconnected knowledge graph that captures the relationships
between these cybersecurity concepts, forming the foundation for further processing
and analysis.

e Preprocessing: After the data is collected, preprocessing is required to clean and
structure the information to ensure compatibility with Neo4j. This includes removing or
replacing unallowed characters that could interfere with database operations and
formatting the data according to the requirements of the graph database. The goal of
preprocessing is to make the raw data usable by converting it into a clean, structured
format that is optimized for efficient querying and relationship mapping within the
Neo4j database.

o Defining Entities, Properties, and Relationships: The next step is defining the
entities, properties, and relationships that will structure the knowledge graph. Entities
such as vulnerabilities (CVEs), weaknesses (CWEs), attack patterns (CAPECs), and
adversarial tactics/techniques (ATT&CK) are modeled as nodes within the graph.
Each entity is associated with specific properties that describe its attributes, such as
CVE ID, description, impact score, and exploitability. Relationships between these
entities are established as edges, illustrating how attack patterns exploit weaknesses
or how specific vulnerabilities map to tactics and techniques. These relationships also
carry properties, such as severity or likelihood, to capture the context of these
interactions in the cybersecurity landscape.

o Data Import into Neo4j: Once the entities, properties, and relationships are defined,
the data is ready to be imported into Neo4j. Using Cypher queries or batch import
methods, the preprocessed data is loaded into the Neo4j database, establishing the
graph structure. This step involves mapping the structured data into the defined nodes
and edges, ensuring that the relationships between entities are accurately reflected in
the graph.

The Neo4j Knowledge Graph thus enables cybersecurity practitioners to gain deeper
insights, identify patterns, and analyze threats more effectively, making it an essential tool
for threat intelligence, vulnerability management, and incident response.

Cypher Queries: Cypher, Neo4j's query language, provides an intuitive and powerful

way to retrieve insights from graph databases. Whether performing basic queries or
tackling more advanced data retrieval tasks, Cypher excels in handling complex

Knowledge Graph Encoding of Cyber Information 11
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relationships and patterns in large datasets. For instance, it can be used to count specific
types of nodes or relationships, explore relationships between different entities, or identify
connections between cybersecurity vulnerabilities and threats. This makes Neo4j an
indispensable tool for advanced data analysis and threat intelligence, particularly in
domains like cybersecurity where understanding interconnected data is crucial. Here are
some examples:

e Counting Nodes: Cypher can count the number of specific types of nodes in a Neo4;j
database, providing insights into the composition of the graph. For example, in a
cybersecurity knowledge graph, one might want to count how many nodes represent
vulnerabilities, weaknesses, attack patterns, or attack. This is essential for
understanding the distribution and prevalence of different entities in the dataset.

Query:
MATCH (n:CVE)
" NT(n) AS cve_count

Response:
242504

Figure 11. Example of how a Cypher query can count the number of specific types of nodes in a
Neo4j database, providing insights into the composition of the graph.

e Relationships: Cypher can count the number of specific types of relationships
between nodes, such as finding how many “CWE_CAPEC” relationships exist in a
cybersecurity graph. This provides valuable insights into the structure and frequency
of certain relationships within the data.

Query:

MATCH ()-[rr-CWE_CAPEC]->()

RETUR ® AS relationship_count
Response.

6931

Figure 12. Example of how a Cypher query can count the number of specific types of
relationships between nodes.

¢ Node Information Extraction: Cypher allows for extracting detailed information about
specific nodes in a Neo4j database. In a cybersecurity knowledge graph, where each
node might represent a vulnerability, weakness, or other entities, retrieving the
properties of a node can provide essential insights into its characteristics and
associated metadata. For instance, if one wants to explore the properties of a
particular vulnerability, they can query for the node with a specific CVE_ID and retrieve

Knowledge Graph Encoding of Cyber Information
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all its associated properties. This is particularly useful for analyzing the attributes of
vulnerabilities, understanding their relationships to other entities, and gaining a deeper
understanding of the dataset.

Query:
) H (n:CVE {id

ETURN n

Response:

Figure 13. Example of a cypher query for the node with a specific CVE_ID and retrieve all its
associated properties to explore the properties of a particular vulnerability within a
knowledge graph.

e Exploring Cybersecurity Relationships: Exploring Cybersecurity Relationships with
Cypher Queries In the world of cybersecurity, understanding the connections between
various types of cyber nodes is critical for identifying potential risks, attack vectors,
and mitigation strategies. Neo4j’s Cypher query language allows analysts to efficiently
navigate between different entities, such as vulnerabilities (CVE), weaknesses
(CWE), attack patterns (CAPEC), and specific attack techniques (ATTACK), providing
a comprehensive view of how these elements are related.

e pher queries can be designed to trace the shortest or most relevant paths between
these nodes by following predefined relationships such as CVE_CWE (linking a
vulnerability to a weakness), CWE_CAPEC (connecting weaknesses to attack
patterns), and CAPEC_CHILD (defining hierarchical relationships between attack
patterns). Through these traversals, analysts can quickly uncover the relationships
between seemingly disparate entities, identifying patterns that might not be obvious
from a single node perspective.

e For example, by linking a specific CVE to its related CWEs and following the chain to
associated CAPEC attack patterns, security professionals can predict how a
vulnerability could be exploited in real-world attack scenarios. This helps them assess
the broader impact of vulnerabilities, prioritize patches or mitigations, and understand
the potential weaknesses that an attacker might exploit.

e Moreover, Cypher queries enable deeper threat modeling by providing a visual map
of how various cyber elements are interconnected. This holistic view is invaluable for

Knowledge Graph Encoding of Cyber Information 13



cybersecurity professionals, as it reveals not only individual threats but also how
multiple vulnerabilities and weaknesses might work together in an attack chain. With
this knowledge, teams canbuild more robust defense strategies, focusing resources
on high-risk areas and understanding the full scope of potential cyber threats.

Example 1: Finding CAPECs from a given CVE:
Query.

MATCH (cve:CVE {id: CVE-2021-34527})

MATCH path = (cve)-[:CVE_CWE*0..2]-=(cwe:CWE)-[. CWE_CAPEC*0..2]-
>(capec.CAPEC)

RETURN path, length(path) AS path_length, nodes(path), relationships(path)
ORDER BY path_length ASC

LIMIT 10

Response:

Figure 14. Finding CAPECs from a given CVE
Example 2: Finding ATTACKSs from a given CVE:

Cluery:

MATCH (cve:CVE {id: "CVE-2021-34527"})

MATCH path = (cve)-[CVE_CWE®D..Z]->(cwe:CWE)-[:CWE_CAPEC"0..2]-
>(capec.CAPEC)-[.CAPEC_CHILD|CAN_PRECEDE®(..2]->(capec2.CAPEC])-
[CAPEC ATTACK'( Z]-=(attackATTACK)

RETURHN path, length{path) AS path_length, nodes{path), relationships(path)
ORDER BY path_length ASC

LIMIT 10

Knowledge Graph Encoding of Cyber Information

PNNL-36792

14



PNNL-36792

Response:
. Cveraw »
\ . D LB
\_ O @ D
@ o oD
. / WTEACR R
‘*.h . Brlatiip Tyt
@& - en] o cmin |
| .9 O ® c=m
:" w m
o B ®» ==m
@ - ) =/
I1.1L ™~ - Emipayng 1 F rudes wi
e ® i

Figure 15. Finding ATTACKSs from a given CVE.
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3.0 Retrieval Augmented Generation

Retrieval-Augmented Generation (RAG) is an innovative method in natural language
processing that enhances the capabilities of generative models by incorporating
information retrieval. RAG combines two powerful elements: retrieving relevant data from
external sources and generating a coherent, contextually accurate response based on
that retrieved information. This approach addresses the limitations of generative models
that rely solely on pre-trained knowledge and enhances their ability to provide more
accurate and detailed answers.

Key Concepts:

e Retrieval: The model retrieves relevant documents or data from external sources,
such as a database, search index, or knowledge base. This step allows the model to
access up-to-date specific information that might not be contained in the generative
model’s training data.

e Generation: After retrieving the relevant data, the generative model uses it to
formulate a response. By integrating this external information, the model generates
outputs that are more context-aware, accurate, and specific to the query at hand.

How RAG Works:

e Input: A user query or input is provided to the model.

¢ Information Retrieval: The model searches through a large collection of documents or
data sources, fetching the most relevant pieces of information.

e Generation: The retrieved information is fed into a generative model, such as a
transformer-based model, which uses it to produce a coherent and contextually
enriched response.

General Applications of RAG:

e Customer Support: RAG can improve automated customer support systems by
retrieving the most relevant information from a company’s knowledge base to answer
specific customer queries.

e Research and Knowledge Discovery: Researchers can use RAG to retrieve and
summarize relevant literature, allowing them to gain insights from vast collections of
research papers or data sets.

e Chatbots and Assistants: RAG enhances virtual assistants and chatbots, enabling
them to provide more accurate, fact-based answers by retrieving real-time information
from the web or internal databases.

We have built two distinct types of Retrieval-Augmented Generation (RAG) systems
specifically designed for cybersecurity entities: CyRAG and GraphCyRAG. Both models
leverage different methods to enhance how information related to cybersecurity
vulnerabilities and attack patterns is retrieved and generated, but they serve slightly
different purposes based on their underlying structures.

Retrieval Augmented Generation
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CyRAG:

CyRAG is a traditional Retrieval-Augmented Generation system built to handle structured
data from cybersecurity databases, specifically focusing on CVE (Common Vulnerabilities
and Exposures) and CWE (Common Weakness Enumeration) entities. It allows users to
retrieve detailed information about vulnerabilities, weaknesses, and exploit patterns, and
uses that information to generate detailed reports, explanations, or summaries of cyber
threats. For example, when a user queries CyRAG with a specific CVE ID, the system
retrieves the most relevant information from a CVE database (including associated
CWEs, impacts, and mitigations) and uses this information to generate a comprehensive
response. CyRAG is ideal for analysts who need fast, accurate, and detailed insights into
vulnerabilities and their corresponding weaknesses.

CyRAG

Figure 16. Example: Upon receiving a query with a specific CVE ID, CyRAG retrieves relevant
data from the CVE database, including associated CWEs, impacts, and mitigations,
to generate a comprehensive response.

GraphCyRAG:

Graph Retrieval-Augmented Generation (GraphCyRAG) is an advanced approach that
combines the power of graph databases, like Neo4j, with large language models (LLMs)
to generate precise, data-driven responses. By leveraging structured data from the graph,
this method enhances the accuracy and context of the generated outputs. In
cybersecurity, this can be particularly useful when analyzing relationships between
vulnerabilities (CVE), weaknesses (CWE), attack patterns (CAPEC), and actual attacks
(ATTACK). Here’s a breakdown of how our GraphCyRAG works:

e Converting User Query to Cypher Query: When a user asks a question, the system
first translates it into a Cypher query—Neo4j's native query language. The purpose of
this step is to interact with the knowledge graph and fetch the most relevant data
points.

Retrieval Augmented Generation 17



PNNL-36792

Example: Suppose a user queries, “What are the possible attacks related to CWE

897”
MATCH (cwe:CWE {id: '89'})
MATCH path = (cwe)-[.CWE_CAPEC*0_2]->(capec.CAPEC)
[[CAPEC_CHILD|CAN_PRECEDE®0..2]->(capec2.CAPEC)-[ .CAPEC_ATTACK*0..2]-
>(attack ATTACK)
RETURN path, length(path) AS path_length, nodes(path), relationships(path)
ORDER BY path_length ASC

e

Figure 17. Cypher query results from a user query: “What are the possible attacks related to
CWE 897”

This query navigates the knowledge graph, searching for connections between the
CWE, CAPEC, and ATTACK nodes to find potential attack patterns linked to the given
vulnerability.

e Executing Cypher Query on Neo4j Knowledge Graph: Once the query is
generated, it is executed against the Neo4j knowledge graph, which contains
structured data on vulnerabilities, weaknesses, attack patterns, and attack
techniques. This graph might have thousands of nodes and relationships, but the
Cypher query filters and fetches the most relevant nodes and relationships based on
the user's input.

Hode labels

ATTACK (1)

Relationship types

fursiy

|
\\x__/' Displaying 3 nodes, 4

Figure 18. For the query about CWE 89, Neo4j retrieves a list of connected entities — CWE,
CAPEC, and ATTACK nodes — that show how this vulnerability can potentially be
exploited or mitigated.

e Preprocessing the Cypher Query Output: After the data is retrieved from the
knowledge graph, it needs to be preprocessed before being fed into the LLM. This
step involves cleaning the data, structuring it for easy interpretation, and ensuring
that only the most relevant information is passed to the LLM.

Retrieval Augmented Generation 18
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Example: When querying a Neo4j knowledge graph for information related to a
specific CWE node, such as CWE-89 (SQL Injection), the Cypher query may retrieve
related nodes up to the ATTACK level. However, the raw output might include
extraneous details that are unnecessary for Large Language Models (LLMs) to
generate responses, such as embedding vectors. Here's an example of how the
output might be processed to remove such unnecessary data and focus on the critical
relationships.

For example, the query returns related nodes, including CWE, CAPEC, and ATTACK
nodes, along with embedding vectors that are not required for response generation.

"nodes™:
{"1d4%: "CWE-ES8", "name": "EQL Injectlien”, “"embegding": (0.12;, 0.43,
Wbl .22, ..... 11,
{"1d®: "CAPEC-123%, "name®: “"Injection Attack®™, "embedding®: [0.75,
0.22, 0.33, O0.BB, ..... 11,

{514 : "T1134%, “name™: “Praivilege Escalation®, “embedding : |[0.41,
0D.eB, 0.37, 0.12, ...-.- 11

L

CUuring post-processing, wWe focus on STtripping away Uunnecessary data such
as embedding vectors, leaving only the relevant node attributes like 1id,
name, ete.:

"nodes®: |
{514 : “CWE-BS%, “"name®: “5QL Injection™j,
{514 : “CAPEC-123%, "name”™: “"In]jection ALtack®™),
{514 : "T1134%, "name™: “Privileqe Eacalation®™)

L

Figure 19. The query results contain related nodes, including CWE, CAPEC, and ATTACK,
along with embedding vectors that are not required to response generation.

e LLM-Based Response Generation: The cleaned and structured data is then passed
to the language model (LLM), which uses its generative abilities to produce a
coherent, context-aware response. It can answer the questions that regular LLMs, or
RAG Systems cannot answer precisely. For our experiments, we have used llamag3:

Example 1: User query - “How many CVEs are there? Give me the approximate
count.”

Retrieval Augmented Generation 19
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Regular LLM's Response:

As of October 2021, there were over 180,000 CVEs (Common
Vulnerabilities and Exposures) listed in the National Vulnerabilitcy
Database (NVD). However, this number is constantly growing as new
vulnerabilities are discovered and asaigned CVEs, 3o the approximate
count of CVEs 15 always changing.

GraphCyRAG Response:

The approximate count of CVEs in the graph database is 242,504,

Figure 20. Regular LLM’s Response compared to GraphCyRag Response to User Query:
“‘How many CVEs are there? Give me the approximate count.”

Observation: GraphCyRAG responded with updated and precise information.

Example 2: User query — “Tell me about CWE 152 and its respective mitre CAPEC
and ATT&CK techniques.”

Regular LLM's Response:

CWE 152, also known as "Improper Neutralization of Input During Web
Page Generation (Cross-site Scripting),™ is a common vulnerability in
web applications that allows attackers to inject malicious code into a
webpage. This code can then be executed by unsuspecting users, leading
to potential security breaches. The weakness is categorized under
input validation vulnerabilities, as it stems from improper handling
of user input.

This vaulnerability is listed in the Common Wealness Enumesration (CWE)
database, which is a widely recognized list of common software
security flaws. CWE 152 is also associated with the Common Attack
Pattern Enumeration and Classification (CAPEC) database, which
outlines known attack patterns and helps in developing security
defenses.

In the MITRE ATTE&CE framework, CWE 152 is linked to adversary tactics
and techniques like "Scripting™ and "Web Shell™ under the "Execution™
tactic, and "Exploit Public-Facing Application™ under the "Initial
Access"™ tactic. These technigques highlight the potential for this
vulnerability to be exploited in significant security breaches within
web applications.

Retrieval Augmented Generation 20
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GraphCyRAG Response:

CWE 152, also known as "Improper Neutralization of Macro Symbols,™ is
a software vulnerability that occurs when a system i1mproperly handles
macro symbolsa, which can lead to security issues such as code
injection or privilege escalation. This happens when a product
receives input but fails to correctly neutralize special elements that
are interpreted as macro symbols by downstream components.

CWE 152 is associated with CAPEC ID 13, "Subverting Environment
Variable Values." This technique allows an adversary to modify
environment variables in a way that disrupts the target software's
expected operation, potentially benefiting the attacker.

In the MITRE ATT&CE framework, CWE 152 is linked to techniques under
the category of "Obfuscated Files or Information.™ Thess technigues
involve the use of methods like encryption or encoding to obscure
files and =vade detection. Specific techniques include T1574.00&,
"Dynamic Linker Hijacking,™ and T1574.007, "Path Interception,™ which
attackers use to obfuscate actions and svade detection during wvarious

stages of an attack.

Figure 21. Regular LLM’s Response compared to GraphCyRag Response to: “Tell me about
CWE 152 and its respective mitre CAPEC and ATT&CK techniques.”

Observation: GraphCyRAG was able to find CWE 52 and its related CAPEC and
ATT&CK information more precisely and accurately by utilizing the knowledge graph,
whereas a regular LLM struggled to locate the corresponding CAPEC and provided
less precise information regarding ATT&CK.

Example 3: User query — “Find the CAPECs related to CVE-2021-34527.”

Regular LLM s Responsa:

Currently, there are no CRPECE (Common Attack Pattern Enumeration and
Clasgificatioan] asgsaciasted with CWE-2021-3452T. CRPECE are usually
develaped after a vulnerability has been identified and thoraughly
analyzed. It i=s possible that CAPECes related to this CVE might be
created in the future, but as of now, no known CRPECE are linked ta
CWE-Z2021-34527.

Retrieval Augmented Generation 21



PNNL-36792

GraphCyRAG Response:

CRPEC ID: 22

Mame: Exploiting Trust in Client

Description: This attack type exploits vulnerabilities in the
authentication and data integrity of the client/server cammunicatian
channel. It takes adwvantage of the impliecit trust a serwver places in
what it beliewves to be a legitimate client. An attacker carries aut
this attack by communicating directly with the serwver, which
mistakenly beliewves it is interacting with a walid elient. There are
gseyveral wariatians of this attack.

CAPEC ID: 122

Hame & E'I'].‘."].J.-Eg-E Abuse

Descriptlon: An adversary -E.HZ]:IJ.CIltS features intended for ]:II'l‘-"lJ.-Eg-EIﬂ
users or administrators but are exposed to lawer aF ]'ICl]'I—]:II']."."].J.-Eg-EIﬂ
accounts. Propefr acCess cantral 1= crucial to ensure that CI]'IJ.!,'
autharlized users can access sensitive infarmatlaon and IU]‘ICthI]'I&J.lt!,'.

CRPEC ID: Ta&

Mame: Manipulating Web Input ta File System Calls

Description: An attacker manipulates inputs te the target saffware
that are passed to file system calls in the operating system. The goal
is to gain access to or modify areas of the file system that the
target software did not intend to make accessible.

Figure 22. Regular LLM’s Response compared to GraphCyRag Response to: User query —
“Find the CAPECsSs related to CVE-2021-34527.”

Observation: GraphCYRAG was able to accurately retrieve related CAPECs for CVE-
2021-345247, providing detailed and relevant information using the knowledge graph,
while the regular LLM incorrectly stated that no CAPECs were associated with this
CVE. The GraphCyRAG approach demonstrated higher precision by identifying
specific CAPEC IDs and providing thorough descriptions of the related attack patterns,
highlighting its advantage in utilizing structured data for better accuracy.

Example 4: User query — “Tell me the impact and exploitability score of CVE-1999-
0009”

Regular LLM’s Response

CWE-1985-000% is a vulnerability in the Microsoft Windows NT aperating
gystem that allows a remote attacker to cause a denial of service
(DoS] by sending a large number of specially crafted packets to the
affected system. The impact aof this vulnerability is considered
moderate, as it can cause the system te become unresponsive ar
potentially crasgsh, but it does not allow for remote code executian ar
access to sensitive information.
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The exploitability score for CVE-1999-000% is low, as specific
conditions must be met for the vulnerability to be successfully
exploited, such as using a particular network protocal and sending a
large wolume af packets to the affected system. Additionally, this
vulnerability was first reported in 15999 and has since been patched by
Microsoft, making it less likely to be successfully exploited on
modern systems.

While CVE-159895-0009% may =still pose a risk to older systems, its impact
and exploitability are relatively low compared to more recent
vulnerabilities. It is essential to keep systems up to date with the
latest security patches te protest against vulnerabilities like this
ane .

GraphCyRAG Responsea:

The impact score of CVE-1995-000% is 10.0, and the explaitability
geore 1g 10.0. This indicates that the wvulnerability has a significant
potential impact on the affected system and is highly exploitable. It
iz crucial to address this vulnerability as saon as possible to
prevent potential attacks.

Figure 23. Regular LLMs Response compared to GraphCyRAG Response to: User query —
“Tell me the impact and exploitability score of CVE-1999-0009”.

Observation: The GraphCyRAG system provided a concise and accurate response by
directly referencing the impact and exploitability scores of CVE-1999-0009, stating
both as 10.0, and emphasizing the severity and urgency of addressing the
vulnerability. In contrast , the regular LLM'’s response was more descriptive but lacked
specific scores and provided a broader explanation regarding the conditions and
history of the vulnerability. The GraphCyRAG system demonstrated greater precision
by offering the exact scores relevant to the query, while the regular LLM offered a less
focused and detailed answer.

Retrieval Augmented Generation
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4.0 Conclusions and Future Work

The preliminary results of integrating Retrieval-Augmented Generation (RAG) with
knowledge graphs in cybersecurity demonstrate a significant enhancement in the ability
to retrieve, analyze, and generate context-aware insights based on complex relationships
between vulnerabilities, weaknesses, attack patterns, and threat tactics.

e Improved Accuracy in Query Responses: One of the key advantages of the RAG
system, particularly GraphCyRAG, is its ability to generate highly accurate responses
by leveraging both the structured data in knowledge graphs (such as Neo4j) and the
generative capabilities of language models. Initial tests show that the retrieval step
helps the generative model access up-to-date, relevant information, leading to more
precise and context-rich answers.

o Efficiency in Data Retrieval: RAG’s ability to combine retrieval and generation shows
promising results in terms of efficiency. The preliminary analysis indicates that the use
of a graph database like Neo4j, coupled with a retrieval mechanism, ensures that the
system doesn’t rely solely on the generative model’'s static knowledge. Instead, by
accessing dynamic, real-time data from the graph, the system retrieves the latest
information on vulnerabilities, weaknesses, and attack techniques. This results in
faster and more efficient query processing, even when dealing with complex
cybersecurity relationships.

e Deeper Insights with GraphCyRAG: GraphCyRAG shows potential in its ability to
analyze and traverse relationships in a structured knowledge graph. Initial tests
demonstrate that it can follow multiple relationship types (e.g., CVE_CWE,
CWE_CAPEC) to reveal deeper insights into how specific vulnerabilities (CVEs)
connect to weaknesses (CWEs) and attack patterns (CAPECs). This deeper
understanding allows analysts to explore not just individual threats but also how these
threats interact in real-world attack scenarios.

The preliminary results of the CyRAG and GraphCyRAG systems highlight the potential
of combining knowledge graphs with Retrieval-Augmented Generation to enhance
cybersecurity threat analysis. By integrating real-time data retrieval from a structured
graph with the generative capabilities of modern language models, the system offers
deeper insights, more accurate responses, and efficient data retrieval. This approach
promises to revolutionize how cybersecurity data is processed, enabling analysts to make
more informed, timely decisions.

In our future work, we plan to integrate RAG and GraphCyRAG into the production cyber
operations tools at PNNL so that analysis can be performed directly on PNNL-specific
systems and their vulnerabilities. Our goal is to enable the PNNL cyber operations team
to enhance cyber security. We will then generalize the lessons learnt from this exercise
to provide open source tools for the community at large.
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