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Summary

Pacific Northwest National Laboratory is conducting in-depth research aimed at exploring how
zero trust security principles can be effectively applied to electric vehicle charging infrastructure.
This investigation seeks to enhance the resilience and reliability of these systems against cyber
threats, ensuring secure and uninterrupted access to charging services for electric vehicle users
and electric supply.

Zero trust is a security concept centered on the belief that system operators should not
automatically trust users or systems based on their location, whether inside or outside the
organization, but instead must verify everything trying to connect to their systems before
granting access. A key aspect of the project is to demonstrate and validate zero trust
approaches targeted to electric vehicle (EV) charging infrastructure. It has been observed that
both open-source and commercial solutions often overlook the specific protocols employed in
managing EV charging stations and proceeded with a general, protocol-agnostic approach.
While these strategies effectively block non-authorized routes to the charging infrastructure,
they do not tackle the situations where attackers may exploit legitimate access channels, such
as the inattentive operator model posited by the Idaho National Laboratory.

To address this gap, this paper proposes and discusses a new security service targeted to the
Open Charge Point Protocol (OCPP), which is the de facto protocol for the management of
charging stations and serves a critical role in the broader adoption of electric vehicles. The
design and architecture of the proposed OCPP security service are discussed in detail, outlining
how it aims to safeguard charging station management system (CSMS) functions. The service
is particularly important in scenarios where the charging station operator (CSO), responsible for
the maintenance and operation of charging stations, and the charging network provider (CNP),
which manages the charging network's accessibility and billing, are separate entities. This
distinction is crucial because CSOs and CNPs often have different priorities, objectives, and
operational responsibilities, which may not always align perfectly. For instance, a CSO might
prioritize uptime and customer satisfaction, while a CNP might focus on maximizing revenue
and network utilization. Such misalignment can create security vulnerabilities, as each entity
might implement different policies and standards, potentially leaving gaps in the overall security
posture.
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1.0 Introduction

Electric vehicle (EV) owners, prospective buyers, and industry experts all share concerns over
the adequacy of the EV charging infrastructure. The Bipartisan Infrastructure Law, authorized on
November 15th, 2021, marks a transformative step in the acceleration of EV charging
infrastructure across the United States. The legislation earmarks a total of $7.5 billion
specifically for the development of EV charging stations, allocating $5 billion of this fund to
support the National Electric Vehicle Infrastructure (NEVI) program. This pivotal move is
expected to catalyze a nationwide buildout, significantly enhancing the accessibility and
convenience of EV charging, thereby facilitating a smoother transition for Americans toward
cleaner mobility and addressing a significant barrier for EV adoption.

The widespread electrification of transportation systems will markedly increase electricity
demand, forging a significant link between the previously distinct sectors of electric supply and
transportation. This integration will broaden the scope and amplify the risks of cyberattacks. The
concern is that rapid expansion of infrastructure, spurred by the rapid adoption of EVs and
funding from the Bipartisan Infrastructure Law, without sufficient care, may introduce pervasive
vulnerabilities, heightening the potential of cyberattacks that could disrupt both the electric
supply and transportation networks. It is imperative that joint resilience strategies are adopted,
treating the components as a single, integrated ecosystem, to avoid cascading effects that could
disrupt essential services and economic activities.

To bolster the cybersecurity stature of EV charging infrastructure, Pacific Northwest National
Laboratory is currently conducting in-depth research aimed at exploring how zero trust security
principles can be effectively applied to electric vehicle charging infrastructure. This investigation
seeks to enhance the resilience and reliability of these systems against cyber threats, assuring
secure and uninterrupted access to charging services for electric vehicle users and electric
supply. Stated simply, zero trust is a security concept that assumes no entity, inside or outside
the network, should be automatically trusted (referred to as implicit trust). A key aspect of the
project is to demonstrate and validate zero trust approaches targeted to EV charging
infrastructure. It has been noted that both open-source and commercial solutions often
overlooked the specific protocols employed in managing EV charging stations and proceeded
with a general, protocol-agnostic approach. While these strategies effectively block non-
authorized paths to the charging infrastructure, they do not tackle the situations where attackers
may exploit legitimate access channels. One such a scenario is Idaho National Laboratory’s
inattentive charging station operator (CSO) model, where a CSO employee absent-mindedly
terminates charging at several charging stations [4]. The loss of load triggers a voltage
transient, where the initial rapid rise in voltage may cause other protective devices to trip,
disrupting power for consumers sharing the feeder.

To address this gap in protocol-agnostic zero trust, this paper proposes and discusses a
security service targeted to the Open Charge Point Protocol (OCPP), which is the de facto
protocol for the management of charging stations and serves a critical role in the broader
adoption of electric vehicles. The design and architecture of the proposed OCPP security
service, which sits inline in the communication between the charging station and charging
station management system (CSMS), are discussed in detail, outlining how it aims to safeguard
management, monitoring, and control functions. The service is specifically designed to address
the particularly important scenarios where the CSO, responsible for the maintenance and
operation of charging stations, and the charging network provider (CNP), which manages the
charging network'’s accessibility and billing, are separate entities. This distinction is crucial
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because CSOs and CNPs often have different priorities, objectives, and operational
responsibilities, which may not always align perfectly. For instance, a CSO might prioritize
uptime and customer satisfaction, while a CNP might focus on maximizing revenue and network
utilization. Such misalignment can create security vulnerabilities, as each entity might implement
different policies and standards, potentially leaving gaps in the overall security posture.

Introduction 2
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2.0 Motivation

Pacific Northwest National Laboratory’s efforts to secure EV charging infrastructure with zero
trust has resulted in the demonstration of a variety of designs, approaches, and benefits that
increase the cybersecurity posture of such environments. Beyond security, the project also
considers how zero trust can be used to also support business objectives, such as access to a
remote population of operators. At the core of zero trust is the least privilege principle, an
information security concept that suggests individuals and systems granted the necessary
minimum level of access or permission to perform their designated tasks. The use of least
privilege policies governs charger networks accesses such that they allow for operational
continuity while preventing chargers from reaching unauthorized hosts and services, whether
operating locally or externally. Use of software-defined wide area network technologies and
secure tunnelling also allow for the critical infrastructure resources to be accessed and operated
over public networks, but not exposed to direct attacker threats. Infrastructure owners and
operators can reach such “dark” services over private DNS, which then provide an end-to-end
access to said resources, given the condition that they are authorized to do so using
mechanisms that can be enforced by multi-factor authentication approaches, such as time-
based one-time password.

Despite the promise of project results, there remains gaps in how existing open-source and
commercial zero-trust products handle the OCPP and the distinct organizations involved in
charging. The OCPP, a communication protocol that is used in EV charging stations to enable
communication between charging stations and a CSMS, allows for the monitoring, control, and
management of EV charging stations. Importantly, a CSO, the entity that owns and operates the
chargers and supporting equipment, may be distinct from the CNP, the entity that operates the
charging network. The technologies described above enforce authorized traffic types allowed on
the network, meaning that any paths undefined by policies are unavailable for communication.
Attackers will evolve to identify and employ these authorized paths. A key finding of the analysis
of these technologies, is that they do not enforce the allowed data types that are authorized to
be transmitted or received. There also exist certain high consequence events [4], in which
excessive load shed during extreme fast charging of EVs results in power outages and grid
degradation, a characteristic that is not addressed by OCPP or the grid network as they are
deployed today. The ability to not only authenticate these per-request communications, but also
authorize their message types is crucial to protecting the integrity of the actions EV charging
stations and CSMS are attempting to perform and enforce only those actions that are necessary
for the operational use cases. While OCPP may be the only allowed protocol to be sent and
received in a network, malicious actors may piggyback on the lack of authorization within the
protocol to exploit vulnerabilities of EV charging stations, which can be executed when a
malicious actor spoofs the charger ID of an existing charge customer, causing the CSMS break
in handling multiple connections and ultimately resulting in a loss of service to the CSMS [1].

PNNL has proposed developing an OCPP security service to fill these gaps. The security
service would sit between the charger and the CSMS, where it may intercept, analyze, and
process OCPP packets as they flow through the network, forwarding those that are authorized
as defined by the security service policies, or deny them if they do not adhere to policy. This
approach covers both the transport and data security in EV charging networks.

Motivation 3
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3.0 Background

As electric vehicles become more widely used, the demand for electric vehicle charging
infrastructure increases. To efficiently and cost effectively manage and operate larger networks
of charging stations that are deployed on a site, as well as orchestrate the communications and
operations between chargers and cars, a charging station management system, or CSMS, is
deployed to control which specific charger can connect to an EV purchasing a battery charge.
The CSMS may either be located locally at the charging site or may be operated remotely in a
cloud data center. The charger and the CSMS communicate using Open Charge Point Protocol
(Figure 1).

-
-

Charging Station Management System

ocpp

Charger

Figure 1 The charging station communicates with the CSMS using OCPP

OCPP plays a crucial role in ensuring the efficient and standardized operation of electric vehicle
charging infrastructure, contributing to the growth and adoption of electric mobility. The current
version of OCPP is 2.0.1, released March 31, 2020. A second edition was released December
12th, 2022. While the prior version of OCPP (OCPP 1.6J) continues to be extensively used, it
lacks the advanced security measures found in the latest version, making it less secure by
comparison.

OCPP has become the de facto protocol for charging station monitoring, control, and
management. Key features of OCPP include:

e Standardized Communication: OCPP provides a standardized way for charging stations
and central management systems to communicate with each other. This standardization
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promotes interoperability among different manufacturers' charging infrastructure and
charge network providers.

¢ Remote Management: OCPP allows for comprehensive remote management of
charging stations, including functionalities such as starting or stopping a charging
session, retrieving charging station status, configuring charging station functions, and
updating firmware.

¢ Real-time Data: The protocol supports real-time data exchange, enabling monitoring of
charging station status, energy consumption, and other relevant information.

OCPRP is characterized by its bidirectional request-response nature. The charging station
establishes the connection to the CSMS, which is either on-site or operating remotely in a cloud.
Requests can be initiated by either the charging station or the CSMS. OCPP messages are
encoded in JavaScript Object Notation (JSON), a lightweight data-interchange format that is
easy for humans to read and write, and easy for machines to parse and generate. At the lower
protocol levels, OCPP operates over WebSocket, which is a protocol that provides simultaneous
two-way communication channels over a single TCP/IP or TLS connection.

Certain requests to OCPP originating from a CSMS may trigger the charger to access remote
network resources. For instances, a firmware update request contains a URL of the network
path to the firmware file. As part of the firmware update process, the charging station would
download the file from the specified path.

Background 5
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4.0 Architecture and Design

The OCPP security service is designed to ensure that all communications between the charging
station and the Charging Station Management System requirements established by the CSO.
This dual assurance safeguards the integrity of OCPP operations, guaranteeing that each action
and command is both technically sound and strategically aligned. It effectively bridges the gap
inherent in protocol-agnostic zero trust approaches; namely, the potential for attackers to exploit
authorized pathways for malicious purposes. It enhances security by intercepting and validating
OCPP messages against established contextual business rules and the system's current state,
thereby safeguarding against malicious threats and minimizing the risk of significant incidents.
Figure 2 depicts where the OCPP security service is positioned within the charging station-
CSMS communication pathway. Incoming OCPP messages (versions 1.6 and 2.0.1 are
supported) need to be inspected and pass a rule criterion enforced by the OCPP security
service before being accepted, and then being routed to its destination. The criteria that the
security service validates to assess whether a message should be passed are illustrated in
Figure 3. Besides validating incoming messages through a rule criterion, the security service is
also in charge of deciding at what point in time a rule-passed message can be routed to its
destination through use of charger-state querying. The security service inserts notes about the
ongoing charger-CSMS conversation into its internal database to increase visibility of the
charger and CSMS state. This information collected allows the security service to know when to
send out a certain message in a given moment. Bringing it all together, the security service fits
into the zero trust architecture as it verifies the behavior of the charger and the CSMS, and
complements protocol-agnostic zero trust network approaches. As part of this objective, the
security service verifies all incoming OCPP messages to assure the messages conform with
OCPP standards and best OCPP security practices. Even if the message source is seen as
trusted on a network level, it still could become compromised and be allowed to send any OCPP
messages, including ones that trigger a high-consequence event.
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Component Description

The main components of the security service are the message rules, special case message
handler, message queue, charger information database, and aggregated charger message
handler (which are all architecturally visualized in Figure 4). The message rules are responsible
for deciding whether an incoming OCPP message should be accepted or declined based on
format and structural rules. The special case message handler processes messages based on
the message’s action on a single charger level. The message queue holds rule-passed OCPP
messages and routes them to their destination when specified, either implicitly or explicitly, by
the rules. The charger info database holds information about chargers, such as their states and
their current and past sessions and transactions. Finally, the aggregated charger message
handler processes messages based on the message’s action on a multiple charger level.

Source Legend

——)» Message Flow

l Read/Write
----- Relationship
% Message with Database

Rules
Message
Queue

Special Case
Message
Handler

} eee } ————>» Destination

Database

@ OCPP

A ted H
ggesated  Gecurity
\ Message  Service
Handler

Figure 4 OCPP security service architecture

Detailed Description

When a charger initiates a connection to the CSMS, it does so by first connecting, knowingly or
unknowingly, to the OCPP security service. There are two general approaches to connect to the
OCPP security service: (i) the charger can be configured to directly connect to the OCPP
security service, or (ii) the zero trust network can be configured to transparently route the
relevant communications to the OCPP security service, meaning that the charging station is
unaware of the existence of the security service. The OCPP security service can be operated
as: (i) a cloud-based service or (ii) a directly integrated, locally deployed router or gateway,
which is positioned near the charging station to facilitate communications.

Architecture and Design 8
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When the OCPP security service receives a connection request from the charging station, the
OCPP security service will handle that connection in a network namespace that is isolated from
the other connections, as illustrated in Figure 5. By utilizing isolation, charger network access is
explicitly managed, limiting communication access to other chargers or network resources. By
keeping a potential threat contained to one charger, it removes a multitude of risks associated
with inter-charger communication, such as denial of service attacks to knock other chargers
offline. Figure 6 provides a visualization of this attack prevention.

/ Legend \

OCPP Message N
Flow .\‘..::
L

Firewall

Read/Write
..... Relationship

with Database
Network
Message Rules, Interface
Special Case

Message Handler,
and Message Queue

namespace, \

Bﬁ —

Charging Station

Database Aggregated
Charger
Message
Handler
OCPP Security Service

Figure 5 OCPP security service namespace architecture and message flow
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Payment Gateway

Figure 6 An attacker on one of the chargers is not allowed to make new connections or talk to
other chargers

If the charger is connecting for the first time, the security service verifies with the charger
information database whether the charger's identifier is already considered active. If the charger
is not considered already active, the security service begins a corresponding connection to the
CSMS, to allow the charger to communicate to the CSMS. If the charger is considered already
active, the security service disconnects this new connection. This measure partially reduces the
risk posed by spoofed charger identifiers, which can lead to confusion at the CSMS. Such
confusion may result in messages being incorrectly routed to an attacker or the legitimate
charger being disconnected, ultimately leading to a denial-of-service attack against the
legitimate charger [1], also visualized in Figure 6.

For every OCPP message that comes through, whether it comes from the charger or the CSMS,
it will first go through the security service’s OCPP message format and structure rules. If any of
the rules fail on a message, the security service will either: return an OCPP error message back
to the source, drop the message, or close the connection. The decision is chosen based on
severity of the rule that failed and whether it can send an OCPP message back or not (only Call
messages must have their messages returned, not Call Results or Call Errors [2]). The
message rules, the action the security service takes when the rule fails, and the mitigated risk(s)
are defined in order in Table 1.

Architecture and Design 10
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ID Message Rule Action when Mitigated Risk(s) Figure 2

Number Rule Fails Factor

0 Message is JWS! decodable | Close connection | Non-CSMS originated JSON Web
(only applies for CSMS message attacks Signatures
originated messages)

1 Message is JSON? and Close connection | Non-JSON/non-OCPP | JSON and
OCPP formatted formatted message OCPP

attacks formatted

2 Message action is legitimate | Reply with Call Denial of Service if OCPP Action
and is allowed to be sent Error destination can’'t handle | Directionality
from the source (e.g., a irregular message
charger should not send an action
“UpdateFirmware” message)

[2]

3 Call Result/Call Error Drop message Denial of Service by Message ID
message ID has a sending many Call Matching
corresponding Call message Result/Call Errors
ID

4 Message payload follows Reply with Call Denial of Service if Payload
OCPP standards Error (for Call) or | destination can’t handle | Verification

Drop Message irregular message
(for Call Result) payload

5 “UpdateFirmware” message | Reply with Call Malicious (defined by a | Optional
includes the optional ([2]) Error virus or a downgrade) Field
“signingCertificate” key value firmware installation Enforcement
pair

Notes: 1JWS — JSON Web Signature; 2JSON - JavaScript Object Notation

After passing the rules, the message is a step closer to being put into queue. Now, the special
case message handlers are triggered based on the message action. The current
implementation tends to only “RemoteStartTransaction” and “RemoteStopTransaction” (OCPP
1.6) and “RequestStartTransaction” and “RequestStopTransaction” (OCPP 2.0.1). These are

messages that relate to voltage modification and can be abused if many of these messages are

sent at the same time to different chargers and lead to HCE #1[3], a voltage transient. The
electrical demand could lead to overvoltage or undervoltage consequence events. To prevent
such a consequence event, the special case handler will store the matched message in the
charger info database (instead of allowing the message to be immediately sent to the charger),

and then it will instead reply back to the CSMS with a CallResult of the successful action. Using

information from the charger information database, the aggregated charger message handler
(Figure 4) holds on to the voltage modification messages from all chargers and, based on a
timer, it will send the messages to their corresponding message queues in intervals; e.g. two

messages every 10 seconds. Future implementations will add more measures to other message
actions in both the special case message handler and aggregated charger message handler.

At this point, the message is inserted into the message queue. The message queue is a priority
gueue that is ordered based on message arrival timestamp. The queue policy ensures that
earlier messages are sent before later received messages. Call messages are sent out when no
other Call message is in the conversation flow at the time, which is known via the charger
information database, as only one Call message at a time is allowed in an OCPP connection [2].
However, all Call Result and Call Error messages are sent out without any requirements, even if
they are behind a Call message in the queue.

Architecture and Design 11
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5.0 Future Work

Besides the OCPP-focused security features addressed in the paper and implemented in the
gateway, other OCPP-related security measures are planned. Future work will address
additional security weaknesses associated with the OCPP 2.0.1 protocol [4], such as preventing
the CSMS from changing the charging profile on the charger to any (potentially malicious)
charging profile (via “SetChargingProfile”). Each of those security measures will also be applied
to OCPP 1.6, when possible. Additionally, a local firmware server within the security service is
planned. The purpose of this is to facilitate the firmware update process and prevent the charger
from relying on remote network resources—Ilike the unsafe Internet—to fetch a potentially
malicious firmware update. The security service will download and scan the firmware update,
and if concluded as safe, it will be presented to the charger for installation. Other future work
includes TLS integration, preventing OCPP “over-messaging” scenarios, preventing chargers
from connecting to the CSMS directly and skipping the security service, and smart charging
features, such as reenforcing charging profiles if a charger disconnects and reconnects.

Customer-oriented future work includes allowing charging station operators to configure the
security service to their liking on a proper management system that would contain multiple
OCPP security services throughout a region.

Future Work 12
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