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Abstract

The U.S. Department of Energy’s Water Power Technologies Office funded Pacific Northwest
National Laboratory, Argonne National Laboratory, and the National Renewable Energy
Laboratory to develop a typology to characterize the variety and pervasiveness of cyber-
physical configurations across the nation’s hydropower fleet. Outreach to plant operators
returned configurations for 275 hydropower plants or approximately 12% of the fleet.
Components (OT and IT), systems, and connections among systems differed among plants
according to function, age, position in the river cascade, and many other factors. Nine cyber-
physical configuration types labeled A through I, each including from 6 to dozens of plants. They
were differentiated by how pervasive data and control connections were among cyber-physical
components and how frequently control signals paired with data signals in a feedback loop. The
flow of data and control within each type implies what cybersecurity vulnerabilities may exist and
the most effective mitigation actions. A self-assessment approach allows plant operators to
identify the configuration type like their plant and link to the lessons learned and best practices
information. The cyber-physical typology reinforces the idea that hydropower facilities vary
widely, but it also identifies groups that highlight similarities in how their cyber-physical
components interact. These groups help address fleetwide cybersecurity needs by identifying a
reasonable number of configuration types that share risks, vulnerabilities, and potential
mitigations.

Abstract i
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1.0 Introduction

An increasingly dynamic electrical grid increases the need for generating plants to respond
rapidly to fluctuating demand for electricity and other grid services. Hydropower plants must
modernize, automate, and become more connected to deliver those services, serve new
purposes, and produce additional value. Interconnectivity brings the unintended side effect of
increasing exposure to new and unfamiliar cyber threats to safe and reliable operations.
Operators need accurate and secure information that allows them to understand and mitigate
the risks to their systems as they consider whether and how to access new value streams.
Several models and tools exist that facilitate cybersecurity assessments to address the threats
to an organization. The National Institute of Standards and Technology [NIST] Cybersecurity
Framework, Energy Sector-Cybersecurity Capability Maturity Model (ES-C2M2), Buildings-
C2M2, Federal Energy Regulatory Commission [FERC] Hydro Cyber/SCADA" Security
Checklist — Form 3 and others are available to help users achieve a more secure cyber posture.
Still, it would be more beneficial to begin those exercises with context from similar plants.

Hydropower projects differ in ways that reflect their authorized uses, age, role in the power
system, water management, etc. Despite the diversity of plant purposes, the cyber-physical
configuration of each plant involves a finite number of components and the connections among
them. This research reached out to plant operators throughout the hydropower fleet to develop
a library of cyber-physical configurations. A sample of 275 plants revealed nine distinct groups,
establishing a cyber-physical typology.

A plant’s cyber-physical type encapsulates how data and control signals flow among
components, providing insight into the potential risks and possible mitigations. By assessing
their plant configuration, operators can identify the most similar type and leverage this as a
starting point for developing an approach to cybersecurity that fits their project’s needs.

' Supervisory Control and Data Acquisition

Introduction 1
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2.0 Project Goals and Objectives

This research aims to simplify and accelerate the evaluation and mitigation of cybersecurity
risks to the hydropower fleet by understanding the variety and pervasiveness of cyber-physical
configurations. Categorizing those configurations into groups that share similar cyber-physical
components, systems, and communication pathways (all of which define a cyber-physical type)
highlights cybersecurity concerns they share and approaches for mitigating those concerns. The
pervasiveness of configurations helps understand risks, identify trends as the hydropower fleet
responds to the evolving electrical system, place hydropower needs in the context of other
energy sectors (e.g., Combined Cycle Natural Gas [CCNG]), and prioritize efforts to mitigate
risks.

The objectives were to:

1. Develop a reference framework for evaluating the cyber-physical configuration of dams
based on standardized cyber-physical components, systems, and communication
pathways.

2. Apply the reference framework to identify common and critical cyber-physical types and
their pervasiveness across the hydropower fleet.

The information developed in this project will help dam operators collaborate to understand and
improve cybersecurity and drive or inform future research needs.

Project Goals and Objectives 2
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3.0 The Hydropower Cyber-Physical Reference Framework

This project builds upon components defined in IEC' 62270 (IEC 2013) and extends the grid-
level diagram presented in NISTIR-7628 (NIST 2014) to provide a reference framework for
hydropower plants.

3.1 Creating the Framework

This study developed an initial conceptual diagram representing the reference framework to
spur discussion, arranging common component types to represent a broad range of potential
configurations. Outreach to dam operators used this initial diagram to elicit information about
individual dams’ components and connections.

3.2 Components

Generalized operating and information technology components are needed to create diagrams
that capture important hydropower plant activities and control schemes. Several types of
equipment are involved with the production and transmission of power:

1. Turbine — A machine that produces power in which a wheel or rotor revolves by a fast-
moving water flow.

2. Governor — A device that measures and regulates turbine speed by controlling wicket
gate angle to adjust the water flow to the turbine.

3. Generator — A device that converts the rotational energy from a turbine to electrical
energy

4. Exciter — An electrical device that supplies direct excitation to the generator field during
the startup of the unit

5. Breakers — A switching device that is capable of closing or interrupting an electrical
circuit

6. Switchgear — The switches, breakers, and other devices used for opening or closing
electrical circuits and connecting or disconnecting generators, transformers, and other
equipment

7. Transformer — A device for changing alternating current (AC) to higher or lower voltages.

Additional equipment controlling or supporting the production of power:
1. Control systems
a. SCADA
b. Plant Control
c. Unit Control
2. Water level and flow control.
a. Waterway control
b. Gates and outlets

" International Electrotechnical Commission

The Hydropower Cyber-Physical Reference Framework 3
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c. Environmental releases.

3. Protection systems — Systems that monitor, alarm, or interrupt operation to maintain
operating conditions of generating equipment within acceptable ranges

a. Electrical Protection
b. Generator Protection
c. Transformer Protection
4. Auxiliary systems — Systems required to maintain and operate the plant
a. Fire Protection
b. Plant Security
c. Backup Power Systems
d. Maintenance Systems
5. Data equipment
a. Networking

b. Data Storage

3.3 Control

In addition to components and systems, the reference diagram included several possibilities for
the implementation of control:

1. Local Control: At the controlled equipment or within sight of the equipment.
2. Centralized Control: Remote from the controlled equipment, but within the plant.
3. Off-site Control: Remote from the plant.

These variations on control inform the cyber-physical configuration typology because they
influence how components are connected. Centralized and off-site control drives how plant
control systems or supervisory control and data acquisition (SCADA) systems connect to the
operating equipment to allow control across digital networks.

3.4 The Conceptual Reference Diagram

The conceptual reference diagram represents information technology (IT) and operational
technology (OT) components and the communication pathways found at hydropower plants. In
simple terms, IT components deal with data and the flow of information, and OT components
deal with operational processes carried out by machines. The distinction between these two
types has been helpful when considering cybersecurity. OT networks and protocols were
traditionally separated from those common in IT, though that separation is diminishing. Figure 1
illustrates the components and connections of the conceptual reference diagram. Individual
plant diagrams would show only those components and links found at the plant. Items outside
the plant boundary are connection points for the grid level diagram in NISTIR-7628 (NIST 2014).

The Hydropower Cyber-Physical Reference Framework 4



PNNL-31483

37—
Transmission
SCADA

Software/
Fi Waterway | |
rmware Control
Maintenance
Turbines/ |
— Breakers CoEEEs Gates
Generator/ Valve and
Transformers Excitation [~ Turbine Water Pump
Maintenance Maintenance 1
[ A I |
Switchyard | Governors Eovichmenel | |
Releases
— |
Penstock/gate |
-_ Y — — — — —— —— —— PlantBoundary — — — — — — — — — — —

Legend Lavﬂ:.:'«':oflow Generation Station Service Maintenance
g Equipment Management

Figure 1. Conceptual Reference Diagram
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4.0 Surveying the Hydropower Fleet

Identifying the types of cyber-physical configurations and their pervasiveness across the
hydropower fleet required a broad outreach to operators. The plant configurations they supplied
helped identify similar, common types that provide insight into the fleet.

4.1 Developing the Questionnaire

A simple 2-page questionnaire was developed based on the reference diagram to allow
operators to provide plant configuration information. The objectives were to:

Keep things simple and at the level needed for this analysis
Minimize the operators’ time spent filling out the questionnaire
Provide a straightforward way to tabulate components
Allow connections without restricting pathways to the preconceived diagram
a. Data
b. Control
5. Characterize the overall plant and its grid role
a. Size
b. Generating type (peaking, run-of-river, pumped storage, etc.)
c. Services provided to the electrical grid (spinning reserves, frequency response,
and regulation, etc.)
6. Provide a secure way to return filled questionnaires
7. Allow the respondent to identify data protection needs (Official Use Only, Commercial
Proprietary).

PO~

Page 1 of the questionnaire asked the respondent to indicate how to protect the data, the plant’s
size, its roles in the water and energy systems, and how control is implemented (Figure 2). In
those cases where respondents preferred not to fill Project Name and Project Owner fields, they
were encouraged to provide an alternate obfuscated entry so that it would be possible to
communicate with them about any questions about the returned data. The accompanying email
encouraged respondents uncomfortable with providing the information requested by a question
to leave it blank.

Page 2 asked respondents to tabulate component types present at the plant by indicating a
quantity in the first column (Figure 3). Respondents entered lists of components receiving data
from (column 2) or sending control signals to (column 3) the component type in each row. This
matrix of information defined the cyber-physical configuration of a plant.

Operators of multiple similar plants sometimes responded with a questionnaire for each distinct
cyber-physical configuration within their fleet, indicating how many individual plants that
questionnaire represented. This approach allowed those operators to avoid an undue burden in
responding, which might otherwise have discouraged them from returning any questionnaires.

Surveying the Hydropower Fleet 6
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Hydropower Configuration Survey

The Department of Energy’s Water Power Technologies Office has asked Pacific NW National Laboratory
to summarize information on the configuration of plants in the hydropower fleet so that their needs can
be better served. You can help by describing your plant using the questionnaire below. You will specify
below whether specifics can be shared, but fleet-wide summaries will be used to accelerate the
development of shared cybersecurity tools and approaches. For any questions contact Project lead:
Kenneth Ham; kenneth.ham®@pnnl.gov; 509-371-7156

Hydropower Project General Characteristics
1. Project Name Project Owner
2. How should your responses be protected?
[ Publicly releasable
[ Official Use Only
O Commercial Proprietary
3. Whatis the nameplate generating capacity of your facility (Select one only)?
> 30 Mw
O10<MW< 30
0 <10 MW
4. How would you dassify your facility (Select one only)?
O Run-of-river
[ Storage
O Pumped Storage
[ Other
5. What type of grid services does your facility participate in (Select all that apply)?
O Frequency Response and regulation
[ Spinning Reserves
O Non-spinning Reserves
O Ramping and load following
[ Voltage and reactive power support
6. Where do operational changes regarding generation occur: (Select all that apply)?
[ Locally, at the controlled equipment, but within the plant
[ Centralized, remotely from the controlled equipment, but within the plant
[ Off-site, remote from the plant
7. How do operational changes in generation occur (Select all that apply)?
O Manually, each change in operation needs a separate and discrete initiation
[ Automatic, several operations are precipitated by a single action
8. How is your facility operated?
[ Attended, an operator is available at all times to initiate control action
[ Unattended, operating staff is not normally available at the facility site
[ Partially Attended, operating staff present during scheduled hours
9. How would you describe your plant control system?
O Traditional, hardwired supervisory control - master stations, nonprogrammable RTUs
O Open, EMS, SCADA - networked PCs, user programmable RTUs
[ Closed, stand-alone systems - proprietary controllers/operator consoles

Figure 2. Page One of the Plant Configuration Questionnaire

Surveying the Hydropower Fleet
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Please indicate the systems found at your plant and how they are connected

Receives
Item Found at this | Sends data to: | control from:
Number Subsystems Plant {qty) (list item #s) (list item #s)
0 Example: Widget 3 2,17 5
Generation

1 Turbines/Generators

2 Excitation

3 Governors

4 Penstock/Gates

Protection Systems

5 Electrical Protection

6 Generator Protections

7 Transformer Protection

Networking/ Communications/ Data Management

8 Networking Equipment

9 Data Storage

Plant Auxiliary Systems

10 Unit Back Up Power Systems

11 Back up Power Systems

12 Fire Protection

13 Plant Security

14 Annunciation system

15 Motor control centers

16 Transformer monitoring systems

17 Machine monitoring systems

18 Partial Discharge Analysis systems

19 Back-up power monitoring system

20 Back-up Alarm system

Station Service Equipment

22 Breakers

23 Transformers

24 Switchyard

Control and SCADA

25 SCADA

26 Plant Control

27 Unit Control

Maintenance Management (Scheduling)
28 Generator/Turbine Maintenance
29 Valve and Water Pump Maintenance
Level and Flow Control

30 Waterway Control

31 Gates/outlets

32 Environmental Releases

Anything Else
33 | Other |

Surveying the Hydropower Fleet
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4.2 Coordinating Outreach and Responses

Getting plant configuration information was not merely a matter of sending out questionnaires
and awaiting replies. Plant operators are understandably cautious about sharing cyber-physical
characteristics of plants. They must be confident that the effort involved in sharing is worthwhile
and that their data will be safe.

421 Hydropower Owners and Operators

The laboratories conducting this study and the Water Power Technologies Office have
extensive ties to power plant operators, industry associations, and persons involved in
hydropower development and refurbishment. Those ties helped identify plant operators that
could consider the request for information about plant configurations. Outreach to those
individuals included sharing the project’s objectives, the information needs and level of detail,
and the data protection approach. These outreach activities were extensive and extended
beyond our expected timeline, at least in part due to the disruptions to office work caused by the
SARS-CoV2 pandemic. Approximately two-thirds of organizations contacted agreed to return
questionnaires. Around half of those organizations ultimately returned questionnaires. Despite
the sensitivity of the information requested, the response rate was similar to the average of 35%
for research surveys in general (Baruch and Holtom 2008).

Distributing outreach efforts across size classes, with a specific push to include pumped
storage, resulted in responses spread across various categories of plants. Prioritizing
organizations with several plants proved time- and cost-effective but resulted in the
underrepresentation of small hydro plants. Returned questionnaires encompassed 275 plants,
distributed across various sizes and types (Table 1). That number represents approximately
12% of the 2298 plants included in the database: Existing Hydropower Assets for 2020
(Johnson et al. 2020).

Table 1. Number of Plant Responses by Size and Type

Small Medium Large
Type <10MW 10<MW<30 >30MW Total
Run-of-River 81 64 43 188
Storage 28 6 40 74
Pumped Storage 7 7
Other 6 6
Total 109 70 96 275

4.3 Securing Information

The information we sought about hydropower plants needed to be protected to keep it out of the
hands of those with ill intent. A multi-pronged data security approach built on a foundation of
organizational security practices and added project-specific processes to secure data in transit

Surveying the Hydropower Fleet
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from the respondent to us and in our information system. Requiring reviews before release
ensured that analysis products or discussions developed from the original data did not reveal
sensitive information.

Encryption and passwords secured data during transit. Respondents filled out a form for each
plant using a password and emailed those back to the project manager at Pacific Northwest
National Laboratory (PNNL). Where respondent policies prohibited data transmission through
email, we provided alternate means to submit forms through encrypted channels.

A secure server qualified to contain OUO information was stood up at PNNL to serve the
project’s needs. Project staff transferred questionnaire data to this server, which also hosted
project documents. Project staff located at Argonne National Laboratory or the National
Renewable Energy Laboratory accessed the server using secure tokens for authentication. This
approach allowed staff to share links to items on the server, eliminating emailing documents or
information among project personnel. Analyses and reporting also incorporated data
protections. Classification experts reviewed each product or deliverable to avoid inadvertently
releasing sensitive information.

4.4 Compiling Questionnaire Data

The layout of the questionnaire as a matrix of connections among components made filling it out
both quick and easy. The questionnaire allowed data and control connections in either direction
between any two elements. Many links not found on the original conceptual diagram (Figure 1)
appeared in the cyber-physical configurations defined by respondents. A total of 616 unique
connection types (out of a possible 2048) arose in the returned questionnaires. This variety of
connections was a key source of information on how configurations differed among plants.
Combinations of components varied less across the plants. Responses included 57
combinations of component types (presence or absence) out of a possible 1024.

Converting the questionnaires into data for analysis was also straightforward. First, the filled,
returned questionnaires were converted into spreadsheet form and pivoted for loading into a
relational database. Then, within the database, the tabulated responses were grouped and
arranged as needed for analysis.

The matrix of components and connections identified in a questionnaire response defined the
cyber-physical configuration. The following section aimed to identify characteristics of those
configurations that defined similar groups of plants.

441 Reducing the Influence of Rare Responses

For ease of filling out the questionnaire, respondents could identify any possible connection
among components. Infrequently identified connections could be due to unique interpretations
of components or connections, or they could be consistent interpretations and yet truly rare. In
either case, uncommon connections are not ideal for creating a typology for wide application. To
narrow the number of connections included in the analyses and focus on those that occurred
more broadly, we 1) eliminated connections from a component to itself, 2) eliminated
components rarely included in connections, and 3) retained only those connections in at least
five questionnaires and across at least three responding organizations. Those criteria eliminated
rarely identified connections but left 163 connection types common across many plants and
organizations as raw material for developing the typology.

Surveying the Hydropower Fleet 10
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5.0 Developing a Hydropower Cyber-Physical Typology

This section details the process of defining a typology of cyber-physical configurations to
organize the wide variation across the fleet into an understandable structure.

5.1 Identifying Common Cyber-Physical Configuration Types

To develop a set of cyber-physical configurations across the fleet, we sought to aggregate
individual plant configurations with similar combinations of components and connections into
groups. The inputs were the selected data or control connections at each plant. A joining
technique (Tree clustering) in Statistica software (Statsoft) grouped similar plants on the
presence or absence of control and data relationships among components. A balanced
grouping resulted from choosing a linkage distance that avoided singular or huge groups. The
resulting nine configuration types were labeled A through |, the order of which is not meaningful.
The following sections detail the distinctions among these configuration types.

5.1.1 Component Functional Classes

Grouping components into classes according to their higher-level functions (Table 2) helps
understand where control and data signals flow. The nature of communications among these
groups aid in recognizing control and feedback schemes in the network diagrams for types in
the following sections. These groupings are self-explanatory, apart from Input/Output, which
focuses on controlling water (input) and the delivery of electricity to the grid (output).

Table 2. Functional Classes of Components

Data/Communication Generation Input/Output Protection
Motor Control Centers Data Storage Excitation = Penstock/Gates Annunciation System
Plant Control Networking Equipment Governors Switchyard Electric Protection
SCADA Turbines Transformers  Generator Protection
Unit Control Transformer Protection

Fire Protection
Breakers

Back Up Power System

5.1.2 Operational Characteristics

Respondents identified several operational characteristics of the plant. These responses were
not used in grouping the plants into cyber-physical configuration types. Still, they can help
understand what plant requirements may be driving the connections among cyber-physical
components.

Developing a Hydropower Cyber-Physical Typology 11



PNNL-31483

5.1.21 Capacity and operational class

Respondents assigned each facility to either large (> 30 MW), medium (10 < MW < 30), or small
(< 10 MW) capacity. They classified the mode of operation for each facility as either Run-of-
river, Storage, Pumped Storage, or other.

51.2.2 Grid services

Respondents could indicate that a plant supplied any combination of the following grid services:
¢ Frequency Response and Regulation
e Spinning Reserves
¢ Non-spinning Reserves
e Ramping and Load Following

¢ Voltage and Reactive Power Support.
5.1.2.3 Changes in generation

Respondents could indicate that changes in generation occur manually, automatically, or both.
Respondents also identified the source of operational inputs:

e Locally, at the equipment
¢ Centralized, remote from the equipment, but within the plant

o Off-site, remote from the plant.
5.1.2.4 Facility operation

Respondents could select one of the following to indicate whether operators were present
some, all, or none of the time:

e Attended: Staffed at all times
¢ Unattended: Unstaffed
¢ Partially Attended: Staffed during scheduled hours.

5.1.2.5 Control system type

Respondents classified their plant’s control system as one of the following:

¢ Traditional, hardwired supervisory control - master stations, nonprogrammable remote
terminal units (RTUs)

¢ Open, energy management systems (EMS), SCADA — networked personal computers
(PCs), user-programmable RTUs

¢ Closed, stand-alone systems — proprietary controllers/operator consoles.

5.2 The Cyber-physical Typology

This section presents the nine cyber-physical types identified in this project. Each subsection
includes details on the sizes and classes of plants in the type, how data and control signals flow

Developing a Hydropower Cyber-Physical Typology 12
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among components, the plant control schemes, and the services provided. Network diagrams
illustrate the flow of data and control signals for comparison among types. A force-directed
(Fruchterman-Reingold) layout algorithm places highly connected components closer together
to highlight associations. Component shapes and colors reflect their functional class (Table 2,
above). Rose plots contrast the prevalence of control schemes or services provided by plants in
the type relative to all plants surveyed.

5.21 Type A

Cyber-physical configuration Type A included seven medium and large capacity storage plants
(Table 3). Control connections were prevalent among components in Type A plants, with
comparatively few data connections (Figure 4). SCADA and Unit Control components fell near
water management and generation, while Plant Control fell closer to electrical power output.
Most communications involved the three primary control components, giving this diagram a hub-
and-spoke design.

Table 3. Number of Plants by Size and Type included in Configuration Type A
Type <10 MW 10<MW<30 >30MW Total

Pumped Storage 0 0 0 0
Run of River 0 0 0 0
Storage 0 2 5 7
Total 0 2 5 7

Developing a Hydropower Cyber-Physical Typology 13
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Figure 4. Network Diagram for Configuration Type A. Solid arrows indicate the flow of control
among components, and dashed arrows indicate the flow of data.

Comparing the prevalence of plants’ operational characteristics within Type A with the overall
fleet of plants identified in this project using a “rose” plot revealed some striking differences
(Figure 5). The rose plot maps higher prevalence at a greater distance from the center on the
radial representing each characteristic. Prevalence ranges from 0 (=absent) at the center of the
plot to 1 (=always present). Type A plants (blue line) differed from the fleet (all responses, red
line) by a high prevalence of providing grid services (frequency response and regulation, non-
spinning reserves, ramping and load following, spinning reserves, and voltage and reactive
power). Plants of this type were operated unattended and off-site. Generation could be either
automatic or manual. Attended or partially attended operations were absent, as were local and
centralized control.
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Figure 5. Prevalence of Plant Operational Characteristics for Configuration Type A
5.22 TypeB

Type B includes two run-of-river plants and five storage plants, all large (Table 4). The Type B
network includes control connections from SCADA and Plant Control to Data/Communication,
Generation, and Input/Output components. Data flows back to the control components with
numerous connections among generation and protection components (Figure 6). The network
exhibits a hub-and-spoke layout centered around plant control and SCADA. However, protection
components deviate from that layout, with many direct communication pathways not passing
through a control component.

Table 4. Number of Plants by Size and Type included in Configuration Type B
Type <10 MW 10<MW<30 >30MW Total

Pumped Storage 0 0 0 0
Run of River 0 0 2 2
Storage 0 0 5 5
Total 0 0 7 7
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" = < _ Motor Control Centers

Figure 6. Network Diagram for Configuration Type B. Solid arrows are control connections,

and dashed arrows are data connections.

Type B plants differed from the fleet by a higher prevalence providing grid services, except non-
spinning reserves (Figure 7). Operation of Type B plants was unattended, control was off-site,

and generation could be either automatic or manual.
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Figure 7. Prevalence of Plant Operational Characteristics for Configuration Type B
5.23 TypeC

Type C includes two run-of-river and six storage plants, all large (Table 5). In the absence of
Unit Control and Plant Control components, most control connections originated from the
SCADA system (Figure 8). In addition, many components sent data to the Annunciation System.
Thus, the network follows a hub-and-spoke layout in general, with instances of point-to-point
communication involving the Generator and Generator Protection.

Table 5. Number of Plants by Size and Type included in Configuration Type C
Type <10 MW 10<MW<30 >30MW Total

Pumped Storage 0 0 0 0
Run of River 0 0 2 2
Storage 0 0 6 6
Total 0 0 8 8
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Figure 8. Network Diagram for Configuration Type C. Solid arrows are control connections,
and dashed arrows are data connections.

Type C plants were distinguished from the fleet by a high prevalence of frequency response and
regulation, non-spinning reserves, and voltage and reactive power services, but with no
spinning reserves or ramping and load following (Figure 9). Partially attended operation was
most common, along with a few attended plants. Unattended operation did not occur.
Centralized control, local control, and manual generation were notably more prevalent than for
the fleet.
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Figure 9. Prevalence of Plant Operational Characteristics for Configuration Type C
524 TypeD

Cyber-physical configuration Type D included 139 plants, all but five of which were small- or
medium-sized run-of-river plants (Table 6). Two large pumped-storage plants, two large storage
plants, and a small storage plant were the exceptions. Control connections in Type D plants
were numerous, originating from various component types, often with complementary data
connections (Figure 10). The variety of connections creates a point-to-point configuration.

Table 6. Number of Plants by Size and Type included in Configuration Type D

Type <10 MW 10<MW<30 >30MW Total
Pumped Storage 0 0 1 1
Run of River 80 53 2 135
Storage 1 0 2 3
Total 81 53 5 139
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Figure 10. Network Diagram for Configuration Type D. Solid arrows are control connections,
and dashed arrows are data connections.

The large proportion of plants (>50% of plants in our responses) falling into Type D means that
differences among this type and the fleet were subtle (Figure 11). Off-site control and partially
attended operation were more prevalent among Type D plants, along with a greater prevalence
of manual generation. Type D plants provided voltage and reactive power, but none of the other
grid services.
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Figure 11. Prevalence of Plant Operational Characteristics for Configuration Type D

5.25 TypeE
Type E included two large run-of-river plants and four large storage plants (Table 7). These

plants have a sparse set of control connections originating from various component types
(Figure 12). Data connections are numerous, exhibiting a point-to-point layout.

Table 7. Number of Plants by Size and Type included in Configuration Type E

Type <10 MW 10<MW<30 >30MW Total
Pumped Storage 0 0 0 0
Run of River 0 0 2 2
Storage 0 0 4 4
Total 0 0 6 6
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Figure 12. Network Diagram for Configuration Type E. Solid arrows are control connections,

and dashed arrows are data connections.

Compared to the fleet, Type E plants were more likely to provide all types of grid services
(Figure 13). Local control, partially attended operation, and unattended operation were not
found among Type E plants. In contrast, attended operation, centralized control, automatic

generation, and manual generation were more prevalent than the fleet.
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Figure 13. Prevalence of Plant Operational Characteristics for Configuration Type E
526 TypeF

Cyber-physical configuration Type F included 11 mostly large plants across the three major
classes (Table 8). Control connections among the SCADA, Unit Control, and generation
components show the primary focus of control on generation, with complementary data
connections providing feedback (Figure 14). Additional connections bring data from the
remaining components to the SCADA. In general, this network exhibited a hub-and-spoke layout
centered on the SCADA.

Table 8. Number of Plants by Size and Type included in Configuration Type F
Type <10 MW 10<MW<30 >30MW Total

Pumped Storage 0 0 1 1
Run of River 0 0 3 3
Storage 0 3 4 7
Total 0 3 8 11
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Figure 14. Network Diagram for Configuration Type F. Solid arrows are control connections,
and dashed arrows are data connections.

Type F plants were more likely to provide grid services than the fleet, but a smaller proportion
provided voltage and reactive power (Figure 15). These plants relied more on attended
operation, but off-site control and manual generation were similar to the fleet.
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Figure 15. Prevalence of Plant Operational Characteristics for Configuration Type F

5.2.7 TypeG

Cyber-physical configuration Type G included forty plants, with the majority falling into the run-
of-river class and having medium or large capacities (Table 9). Five large plants of various
classes round out the group. Control connections emanate solely from control components to
generation and water inputs (Figure 16). Most data connections lead to the Plant Control,
except for a few feedback loops involving Unit Control or SCADA. The network diagram exhibits
a hub-and-spoke layout, with the hub encompassing all control components.

Table 9. Number of Plants by Size and Type included in Configuration Type G

Type <10 MW 10<MW<30 >30MW Total
Pumped Storage 0 0 2 2
Run of River 0 11 25 36
Storage 0 0 2 2
Other 1 1
Total 0 11 29 40
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Figure 16. Network Diagram for Configuration Type G. Solid arrows are control connections,
and dashed arrows are data connections.

A higher proportion of Type G plants provide grid services than the fleet (Figure 17). Generation

was more often automatic and less often manual. Control was more often centralized or local
relative to the fleet.
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Figure 17. Prevalence of Plant Operational Characteristics for Configuration Type G

Type H

Cyber-physical configuration Type H included fifteen large plants across all classes of operation,
plus one medium-sized storage and a small run-of-river plant (Table 10). Control components
are curiously absent from the network diagram, with control connections most often emanating
from generation components (Figure 18). This diagram suggests that generation components
incorporate the ability to control other components. The network diagram exhibits a point-to-
point layout with no clear hub.

Table 10. Number of Plants by Size and Type included in Configuration Type H

Type <10 MW 10<MW<30 >30MW Total
Pumped Storage 0 0 1 1
Run of River 1 0 4 5
Storage 0 1 5 6
Other 0 0 5 5
Total 1 1 15 17
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Figure 18. Network Diagram for Configuration Type H. Solid arrows are control connections,
and dashed arrows are data connections.

Type H plants differ from the fleet in greater reliance on attended or unattended operation, with
no plants operating as partially attended (Figure 19). Reliance on off-site control was almost
non-existent, while reliance on local control was relatively high. A larger proportion of Type H
plants provided frequency response and regulation or non-spinning reserves when compared to
the fleet.
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Figure 19. Prevalence of Plant Operational Characteristics for Configuration Type H
5.29 Typel
Cyber-physical configuration Type | included 12 large plants falling into each of the major
operational classes (Table 11). Numerous control connections were often paired with a data

connection in a highly connected network (Figure 20). The network diagram exhibits a point-to-
point layout.

Table 11. Number of Plants by Size and Type included in Configuration Type |

Type <10 MW 10<MW<30 >30MW Total
Pumped Storage 0 0 2 2
Run of River 0 0 3 3
Storage 0 0 7 7
Total 0 0 12 12
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Figure 20. Network Diagram for Configuration Type |. Solid arrows are control connections,
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Type | plants differ from the fleet in relying exclusively on automatic generation, with unattended
operations more common than attended (Figure 21). Local control was absent, with most plants
under off-site control and some under centralized control. Off-site and centralized control were
less prevalent than for the fleet, which is possible because respondents can choose multiple
control types for a given plant. No Type | plant provided grid services.
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6.0 Common Typologies Versus Other Generation Sectors

Hydropower plants support the electrical grid in various ways, providing many of the same
services as other generation sectors. However, among those varied contributions, the ability to
dispatch hydropower on demand is most valued. Therefore, it makes sense to compare the
configurations of hydropower plants to another generation sector that provides dispatchable
power. Combined cycle natural gas (CCNG) plants often fill that role. In this section, we will
examine how the operation of these two types of generation plants differ and how that might
influence differences in their cyber-physical configurations.

6.1 Longevity

CCNG plants have an expected operating life of 25 to 30 years (Sargent and Lundy 2017). They
often take on the role of “peakers,” repeatedly cycling as power demand fluctuates, putting
stress on the systems (Bell, Towler, and Fan 2011). As a result, refurbishment of these plants is
a regularly planned activity. With refurbishment often comes modernization of the control
systems. Hydropower plants have historically operated under relatively stable conditions except
for pumped storage while remaining ready to follow loads up or down as needed. Under those
conditions, replacing wear parts and regular maintenance has allowed hydropower plants to
reach over 50 years while still going strong (Renewables First 2015). As a result, upgrades and
refurbishments have been less frequent, with legacy equipment often remaining in use well
beyond its design life. Hydropower licenses are another factor to consider in the cycle of
refurbishment. Those licenses extend for multiple decades and impose specific requirements on
the operation of the facility. Relicensing triggers negotiations that may alter a plant’s scope,
sometimes modifying its role within the electrical or water management system. Thus,
relicensing becomes a prime opportunity to consider refurbishments or upgrades likely to
provide value under a newly defined operating scope.

In recent years, hydropower plants are being called upon to respond rapidly to provide short-
term balancing to fill the peaks and valleys of solar and wind energy generation (Yang et al.
2018). However, frequent ramping or starts and stops can increase wear and tear on equipment
and tax older control systems, accelerating the need for refurbishment. As a result, hydropower
plants are incrementally moving toward modern digital control systems, with some fully
modernized and others still considering their options. As these changes occur, plant operators
must increase their consideration of cybersecurity.

6.2 Water Management and Environmental Constraints

Hydropower facilities are as much a part of the water management system as of the electrical
power system. Balancing fish needs, irrigation, recreation, water supply, or flood control often
competes with water use as “fuel” for hydropower, constraining power operations. There can be
constraints on the rate of change in water discharge, minimum flows, or water quality to ensure
that environmental conditions are conducive to the healthy populations of fish or other biotas.
Some constraints vary with ambient conditions, creating a need for information and feedback to
achieve proper control and compliance. Given these requirements, we would expect
hydropower cyber-physical configurations to include sensors and inputs that enable constraints
to be adhered to and compliance documented.

While CCNG plants may have to consider the implications of their operation on environmental
quality, there is less need for interactions with systems or actions outside the plant itself. These
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plants generate electricity using technology like that of a jet engine (Langston 2013). The gas
turbine burns fuel, the heat recovery system captures exhaust, and the steam turbine delivers
additional electricity. Water use for generating steam does not create the same linkage to water
resource management as in the hydropower plants. As a result, the control system of the CCNG
plant can focus more narrowly on power considerations with fewer externalities than are needed
when operating a hydropower plant.

6.3 Typical CCNG Network Versus Hydropower Type Diagrams

It is helpful to consider what a network diagram might include and how the different roles and
constraints of CCNG would influence that network of communication among components. This
project did not request questionnaires from CCNG plant operators, but descriptions of
components and connections are in the published literature (Kole 2016). Diagramming a typical
CCNG plant configuration enabled visual comparisons with hydropower configuration type
diagrams (Figure 22).

The typical CCNG control system configuration diagram shows many data connections passing
through the network and a limited number of control pathways to generation components
originating from turbine control or plant control/SCADA components. Although none of the
hydropower configuration types matches the network diagram for CCNG exactly, some
similarities were evident. A narrow focus on the control of generation (Figure 22) appears in
hydropower configuration Types C (Figure 8), E (Figure 12), and G (Figure 16). Unlike the
CCNG diagram, the diagrams for those configuration types also show control connections to
water management (penstocks/gates). Type F (Figure 14) most closely mirrors the CCNG
configuration with control focused on generation and control components, receiving data from
various component types but with no control connections to water management.

Despite playing a similar role in the electrical system, hydropower configuration types delivering
an abundance of grid services often differed from the typical CCNG configuration. All plants
included in Type A provide grid services (Figure 5), suggesting their operation has much in
common with CCNG plants. However, the Type A network diagram (Figure 4) differs more from
the typical CCNG diagram (Figure 22) than does Type F (Figure 14), in which fewer than 75% of
plants provide grid services. Operational characteristics influence plant configurations, but they
do not fully define them.
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Figure 22. Network Diagram for a Typical Combined Cycle Natural Gas Power Plant. Solid
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7.0 Self-assessment of Configuration Type

This section allows plant operators to match their plant configuration with one of the hydropower
configuration types. This match creates a link to the tools and capabilities developed around the
types. By identifying which configuration type most closely matches their plant, operators can
access lessons learned and best practices developed for that type. Below, a dichotomous key
allows an operator to identify a close match by answering yes or no to a series of questions.
The key below relies on the functional classification of components defined in Table 2 of section
5.1.1 above.

7.1 Self-Assessment Key

Answer a few questions about data and control connections among major component groups to
determine the plant configuration type most like a plant of interest (Figure 23):

Step 1: Are control signals from protection components to generation components common?
Yes: Go to Step 2
No: Go to Step 4

Step 2: Are data signals from generation components to protection components common?
Yes: Go to Step 3
No: Type |

Step 3: Are control signals from protection components to generation components present?
Yes: Type D
No: Type C

Step 4: Are data signals from control components to control components common?
Yes: Go to Step 5
No: Go to Step 8

Step 5: Are data signals from protection components to protection components common?
Yes: Go to Step 6
No: Go to Step 7

Step 6: Are control signals from control components to control components common?
Yes: Type F
No: Type B

Step 7: Are control signals from control components to generation components common?
Yes: Type A
No: Type G

Step 8: Are data signals from data/network components to input/output components common?
Yes: Type E
No: Go to Step 9

Step 9: Are data signals from generation components to control components common?
Yes: Type F
No: Go to Step 10

Step 10: Are data signals from control components to input/output components common?
Yes: Type F
No: Type H
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8.0 Understanding Vulnerabilities and Mitigations for Types

The cyber-physical configuration of a hydropower plant reflects the control system’s nature,
providing insight into potential vulnerabilities and mitigations. Classifying hydropower plants into
configuration types helps overcome a perception that the site-specific nature of hydropower
makes each plant unique. Nine configuration types present a manageable universe that can be
better evaluated and understood than 2000 individual plant configurations.

8.1 Linking Configuration Type to Risks

Two primary targets of any attack on an industrial control system are the hardware/software and
communications that provide these systems’ foundation. An attacker must first gain access and
navigate the network to exploit a device. An attack is often a multi-step process that involves
more than one approach to gaining access to various portions of the system. The typology gives
insight into which hardware/software components are present within each configuration type
and how they communicate. A plant owner can leverage these insights with a more detailed
inventory of equipment found at their facility to prioritize the risks they face.

8.1.1 Communication

Communication risks lie in controlling the communication between components and, most
critically, controlling any external communication from your system. Cyber-attacks require initial
access to cause harm. There are limited ways in which a nefarious actor can enter a
hydroelectric plant. External access can include:

e A connection to an external network

e Remote services

¢ Hardware additions used as a vector to gain access

e Phishing to execute malicious code or to gather valid credentials

e Copying malware to removable media and installing it on a system
e A trusted relationship with access

e Valid accounts.

In an ideal world, network security will block unauthorized access to a facility’s network and
control systems well before they access or exploit a vulnerable piece of software or hardware.
However, a continuing arms race pitting security advancements against newly discovered
exploits exists in the real world. Often, these exploits are combined to circumvent network
security and access equipment at some distance from an access point. The flow of data and
control signals among components and the flow of information from the grid illustrated by the
network diagram of each hydropower configuration type indicate whether the pathways to gain
access to the target(s) of the attack are complex or straightforward and whether more than one
pathway is available.

To compare connectivity among configuration types, we have provided a set of metrics that
summarize various aspects of their cyber-physical networks (Table 12). A higher number of
controlled components indicates more pathways for influence or control. A higher number of
data sources means more information about operation may be available on the network. Both
aspects are important because an attacker can alter the facility’s operation by spoofing data or
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issuing control messages directly. The number of feedback loops in a configuration varies with
the centralization level in the control of plant operations. Feedback loops can help limit
operations in unexpected ranges, but they also can be spoofed. In general, connectivity tends to
follow either a hub-and-spoke or point-to-point scheme. These schemes differ in the length and
variety of potential pathways from the access point to a component vulnerable to attack.

Table 12. Summary of Component Connectivity by Configuration Type
Data Controlled Feedback

Sources components Loops Hub-and-Spoke or
Type (avg#) (avg #) (avg #) Point-to-Point

A 11 16 9 H
B 21 12 15 P
(9 15 7 5 H
D 15 12 70 P
E 20 6 6 P
F 15 9 8 H
G 19 9 11 H
H 12 9 6 P
I 19 19 68 P

Connectivity has benefits that offset its risks. The questions on the first page of the
questionnaire help understand the need for communication links to receive information from the
grid or internet (Table 13). Off-site control indicates a need for an internet connection to
operational functions. Supplying grid services requires close coordination with the larger electric
grid’s needs, implying a degree of external data connectivity. Unattended or partially attended
operation occurs across nearly all configuration types and suggests a certain level of
automation and internal connectivity supporting limited human oversight. As the benefits of
automation become more compelling, we expect facilities to move toward more connectivity.
New configurations must include effective mitigations against cyber attacks.

Table 13. Drivers of Control and External Connectivity by Configuration Type

Operation
Control (Attended, Unattended or  Grid
Type (Local, Centralized, Off-site) Partially Attended) Services
A (0] U High
B (0] U High
C L=C=0 A<P Medium
D L=C<O A=U<P Low
E C=0 A High
F L<C<O A=U>P Medium
G L=C=0 U<A<P High
H L>C=0 A=U Medium
| C<0O A<U None
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8.1.2 Hardware/Software

The cyber-physical typology focuses on a limited set of cyber-physical systems such as
turbines, governors, etc. These systems combine the cyber-physical hardware and control
software to react to an operator’s or other component’s commands as a coupled unit. A
manufacturer or vendor tightly connects systems to enhance the hardware component’s
capabilities. They act as one unit providing service(s) to the plant. This tightly coupled
component, including the software and hardware, is built to mitigate known system risks during
design and over the component’s lifecycle. Coupled components are more secure than devices
not specifically designed to work together (Zhu, Joseph, and Sastry 2011).

Defining the system boundaries of these tightly coupled cyber-physical devices and their control
software may be more site-specific than our polling can reveal. The communications between
hardware-software combinations and others not tightly coupled by coordinated engineering
pose a greater risk of being exploited, interrupting normal stable operations.

8.1.3  Vulnerabilities and Threats to Hydropower Facilities

Hydropower facilities face many of the same scenarios that any business or industry might face,
but they must also avoid unintended operations that compromise public safety. Water
management equipment, such as penstocks and gates, must operate as intended to prevent the
possibility of uncontrolled releases that may damage equipment and to avoid the possibility of
flooding that endangers lives and property. Avoiding dangerous water management operations
must be a primary focus of protection, with ample warnings and fail-safe mechanisms to allow
unintended operations to be recognized and remedied before consequences become dire. The
configuration type diagrams provide a foundation for those protection activities by showing how
water management equipment is connected to and controlled by other components across the
plant network.

Attackers use data and control connections to gain initial access to a network, connect to
components for a cyber-attack, discover network topology, exfiltrate information, escalate
privileges, and impact normal system processes. Table 12 above details the number of unique
data and control connections and their sources across the types. The pathways among the
components indicate how distant, in a network sense, these are from an initial point used to
access the network. While the intervening parts and security policies have a considerable
influence on access, fewer and longer paths suggest additional work for an individual trying to
gain access, assuming the network is segmented to limit unnecessary traffic. If they are blindly
traversing the network, discovering the segments as they go, we can determine a generalized
path an adversary might use to effect nefarious actions.

These communication pathways between components provide a highway for a cyber threat to
connect to different devices on the hydroelectric plant. Malicious actors establishing persistence
on a network can inspect inter-process communication to identify a hydroelectric plant’s
command and control framework. As such, infiltration detection is critically important. Once an
attacker establishes communication pathways, malware can move across the network to
discover critical components. Configuration types that contain many paths for data and control
increase the risk of an adverse actor misusing these communication paths. Defining pervasive
configuration types provides a window into the communication between components of the plant
helps identify risks and potential mitigations.
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How communication pathways are defined influences the risks they pose to cybersecurity. A
one-way command connection limits adverse network communication back to the command-
and-control component. A SCADA system, for example, receives specific information from any
number of sources and sends control messages to a device. Limiting communication to
necessary commands and tightly defined status information reduces the risk of inappropriate
use of these normal system processes.

Understanding how configuration alters risk helps identify what mitigations are appropriate for
plants of each configuration type.

8.2 Linking Configuration Type to Potential Mitigations

Brute force approaches to security such as air gapping are no longer viable as the benefits of
digitalization require a secure but connected approach to instrumentation and control. The
connectivity of a plant is a good starting point for planning mitigations. Eliminating external
connections not identified as necessary on the configuration type diagrams limits the attack
surface. Moving groups of components inside the plant requiring a high level of connectivity to a
network segment can help control and restrict unnecessary communication from elsewhere.

Detailed, plant-specific information about the components can bolster the usefulness of
configuration type information. An effective asset management system could help determine
whether connections are necessary. This information could help recast the configuration itself,
segment the network, block unneeded communication paths, and generally make an attacker’s
job more difficult. Asset management tools should also help to identify patches for components
with known vulnerabilities, disrupting digital attack paths wherever possible.
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9.0 Emerging Trends

The role of hydropower in the electrical grid, as well as in the larger societal context, continues
to evolve. Kougias et al. (2019) describe emerging hydropower technologies that enable new
levels of flexibility, reliability, safety, and environmental performance. Many of those
technologies require increasing digitalization of control. As plants continue to embrace
digitalization, they must secure their plants in new and potentially unfamiliar ways.

9.1 Adopting Digitalization

Obsolescence or a need for more effective control will force hydropower plants to update their
control systems with modern digital equipment with a high degree of connectivity. The flexibility
of communication among components, sensors, control systems, and external entities is
necessary for effective operation in the dynamic electrical grid.

Digitalization and connectivity create a need for better management and security of the control
system. Interconnected systems present more vulnerabilities that could interrupt or corrupt
control. Malicious activities involving hardware and software bugs, malware, spoofing, or data
modification can interrupt or alter control signals and even cause the failure of the network or
components, leading to an inability to achieve control of the plant. Other activities may
compromise the security of the information by collecting or retransmitting information that
affords the malicious actor a business advantage.

9.2 The Transformation of Digitalization

A significant trend in digitalization is the rise of the “Internet of Things,” conferring increased
computing power and the increased digital capabilities on remote devices. A result is a
decentralized approach to networking and control, in some cases incorporating wireless
communications. Increased digital capabilities allow network architects to move autonomous
control to the devices themselves or remote networks. Decentralization creates both challenges
and opportunities for security. Increased component capabilities allow network segmentation,
which limits access to portions of the network.

Digitalization can also play a role in maintaining a secure cyber posture. System digitalization
enables system administrators to replicate system architectures in virtual testbeds to evaluate
patching, update management, and system improvements for mitigations on the production
network. This virtual testing environment proves even more beneficial for OT systems where
downtime means loss of production.
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10.0 Conclusion

North American hydropower plant operators returned questionnaires detailing the configurations
and operational characteristics of 275 plants, or approximately 12% of the fleet of hydropower
assets. The sample of questionnaires contained a higher proportion of large and medium plants
relative to the overall fleet, but the plants in the sample span a range of complexity that likely
encompasses the configurations of most small plants. Connections among components proved
to be the richest source of information for developing a set of cyber-physical types most
prevalent across the hydropower fleet. Nine configuration types emerged from the analyses and
were labeled A through | (Table 14). Plants within each grouping often differed in their
capacities and operational schemes, but they shared similar connectivity among components.

Table 14. Overview of Component Connectivity by Configuration Type

>
. & 3%
o o ® 29
2 2. 5 8%
5 % SE 82 85 8
2 o = Q6 0T —7T 3]
n 2 P Nag J0 Q2= =3
T X 4 4 Ty —N OoBF e
g 5 9 = 2 5% 8¢ %88 o
© s s v = - S ¥ Cc
E c 5 vV © 2£ ©c o0wcO o)
3 S = o ®» 20 o o Qc =
Typ o X o - A Io OO OO« (O]
A 7(3%) 7 2 5 H o) U High
B 7(3%) 2 5 7 P 0 U High
C  8(3%) 2 6 8 H L=C=0 A<P Medium
D 139(56%) 1 135 3 81 53 5 P L=C<O A=U<P Low
E  6(2%) 2 4 6 P C=0 A High
F 114%) 1 3 7 3 8 H L<C<O A=U>P Medium
G 41(17%) 2 36 2 1 11 30 H L=C=0 U<A<P High
H 17(7%) 1 5 6 5 1 1 15 P L>C=0 A=U Medium
| 12(5%) 2 3 7 12 P C<O A<U None

Type D was the most prevalent among the configurations collected for this project. A high
proportion of Type D plants were small to medium capacity, operated as run-of-river, rarely
provided grid services, and often operated from off-site. Type E, the least prevalent type,
comprised large capacity plants, operating as storage or run-of-river, providing grid services,
and had operators always present. The contrast between the diagrams of the most (Figure 10)
and least (Figure 12) prevalent configurations illustrates how hydropower plants’ control
schemes and operational roles require tailoring cybersecurity efforts to achieve the best results.

A key finding from the grouping of plants into types was that configurations did not adhere to

categories by capacity (MW) or operational mode (storage, run-of-river, pumped storage). In

other words, these essential and more obvious external characteristics of a hydropower plant
were not all that useful for predicting the cyber-physical configuration found inside.

CCNG plants are newer and, therefore, more modern and digitalized than the typical
hydropower plant. Although the network of Type F (Figure 14) was most similar to a typical
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CCNG plant (Figure 22), other types fulfilled a more similar operational niche in providing grid
services such as load following. Integrating water management into the control system

differentiated the network diagrams of most hydropower types from that of a typical CCNG
plant.

The cyber-physical typology reinforces the idea that hydropower facilities vary widely, but it also
identifies groups that highlight similarities in how their cyber-physical components interact.
Fleetwide cybersecurity needs are addressed more effectively by focusing on a small number of
types that share risks, vulnerabilities, and potential mitigations.
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