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USACE Best Practices in Dam and Levee Safety Risk Analysis, Ver. 1.4 (2019)
USACE EC 1110-2-6074, Guidance for Emergency Action Plans, Incident Management and Reporting, and Inundation
Maps for Dams and Levee Systems (2018)
USACE Dam Safety ProgramU
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Dams Sector Landscape (2019)

(FOUO) Dams Sector Protective Measures Handbook (2017)

Dams Sector Cybersecurity Program Guidance (2016)

Dams Sector Security Guidelines (2015)

Roadmap to Secure Control Systems in the Dams Sector November (2015)

Dams Sector Crisis Management Handbook A Guide for Owners and Operators (2015) 

Dams Sector-Specific Plan (2015)

(FOUO) Dams Sector Security Awareness Handbook (2015)

Dams Sector: Charters and Membership

Emergency Action Planning

Decision Support System for Water Infrastructure Security (DSS-WISE)

DHS

Dams Sector Consequence-Based Top Screen (CTS) methodology (2017)

US-CERT Federal Incident Notification Guidelines (2017)

Dams Sector Cybersecurity Framework Implementation Guidance (2015)

Homeland Security Information Network – Critical Infrastructure (HSIN-CI) Dams Portal

C
IS

A

Dams Sector Cybersecurity Framework Implementation Guide (2020)

Dams Sector Cybersecurity Capability Maturity Model Version 1.0 (2016)C
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National Response Framework (2019)

Emergency Operations Planning: Dam Incident Planning Guide (2019)

National Incident Management System (NIMS) (2017)

National Mitigation Framework: Critical Tasks for Operational Coordination (2016)

Federal Guidelines for Dam Safety Risk Management (P-1025) (2015)

Federal Guidelines for Dam Safety: Emergency Action Planning for Dam Owners (FEMA 64) (2013)

Living with Dams: Know Your Risks (FEMA P-956) (2013)

Federal Guidelines for Inundation Mapping of Flood Risks Associated with Dam Incidents and Failures (FEMA P-946) (2013)

Strategic Plan for the National Dam Safety Program (P-916) (2012)

Emergency Preparedness Guidelines for Levees: A Guide for Owners and Operators (2012)

Emergency Action Planning for State Regulated High Hazard Potential Dams (FEMA 608) (2007)

Federal Guidelines for Dam Safety (FEMA 93) (2004)

Federal Guidelines for Dam Safety: Hazard Potential Classification System for Dams (FEMA 333) (2004)

Federal Guidelines for Dam Safety: Glossary of Terms (FEMA P-148) (2004)

ADSO/FEMA Specialty Workshop on Risk Assessment for Dams (2001)

Dam Safety Technical Manuals and Guides
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FERC Notification Process in Response to an Incident at a FERC Hydro Facility

FERC Division of Dam Safety and Inspections, Security Program for Hydropower Projects, Revision 3A (2016)

FERC Chapter VI Emergency Action Plans (2015)

Dam Safety and Inspections | Potential Failure Modes (PFMs)

FERC Time Sensitive EAP Initiative

FERC Dam Safety and Inspections

FERC

Dam Safety Office (DSO) Dam Emergency Planning & Response (2020)

State Cyber Disruption Response Plans (2019)

Dam Safety Office (DSO) ECY 070-37 Dam Safety - Simplified Emergency Action Plan Form (2016)

Dam Safety Office (DSO) Guidelines for Developing Dam Emergency Action Plans (2013)
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NIST Cybersecurity Framework v1.1, Framework for Improving Critical Infrastructure Cybersecurity (2018)

NIST SP 800-184  Guide for Cybersecurity Event Recovery (2016)

NIST SP 800-82 Rev. 2, Guide to Industrial Control Systems (ICS) Security (2015)

NIST SP 800-83 Rev. 1, Guide to Malware Incident Prevention and Handling for Desktops and Laptops (2013)

NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide (2012)

NIST SP 800-92, Guide to Computer Security Log Management (2006)

Appurtenant Structures for Dams (Spillways and Outlet Works) Design Standard (DS14): Chapter 3: General Spillway Design 
Considerations (2014)
Dam Safety Public Protection Guidelines (2011)

DOI

Current State-of-Practice in Dam Safety Risk Assessment
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‘Risk ownership’ and mitigation are key to safety culture, Risk-Based Use Cases (2020)

Power Production, Quarterly Commission Update: Hierarchy of Reliability Documentation (2019)
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APPA Cyber Incident Response Playbook (2019)

CIP-008-6 Cyber Security — Incident Reporting and Response Planning

CIP-009-5 Cyber Security — Recovery Plans for BES Cyber Systems
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CERIAS Tech Report 2014-01, Mapping Dams Sector Cyber-Security Vulnerabilities (2014)
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https://www.usbr.gov/ssle/damsafety/risk/BestPractices/Chapters/1-BestPracticesCover.pdf
https://www.publications.usace.army.mil/Portals/76/Publications/EngineerCirculars/EC_1110-2-6074.pdf
https://www.usace.army.mil/Missions/Civil-Works/Dam-Safety-Program/
https://damsafety-prod.s3.amazonaws.com/s3fs-public/files/6.%20Dams%20Sector%20Landscape.pdf
https://www.cisa.gov/dams-sector-publications
https://damfailures.org/wp-content/uploads/2019/04/dams-sector-cybersecurity-program-guidance-2016-508.pdf
https://damsafety.org/sites/default/files/files/dams-sector-security-guidelines-2015-508.pdf
https://damsafety.org/sites/default/files/files/DHS%20Dam%20Sector%20Roadmap%20To%20Secure%20Control%20Systems%20In%20The%20Dams%20Sector%202015.pdf
https://damsafety.org/sites/default/files/files/DHS%20Dams%20Sector%20Crisis%20Management%20Handbook%202015.pdf
https://www.cisa.gov/sites/default/files/publications/nipp-ssp-dams-2015-508.pdf
https://www.cisa.gov/dams-sector-publications
https://www.cisa.gov/dams-sector-council-charters-and-membership
https://damsafety.org/dam-owners/emergency-action-planning
https://www.dhs.gov/science-and-technology/dss-wise
https://www.cisa.gov/sites/default/files/publications/dams-cts-fact-sheet-2017-508.pdf
https://us-cert.cisa.gov/sites/default/files/publications/Federal_Incident_Notification_Guidelines.pdf
https://www.cisa.gov/sites/default/files/publications/dams-cybersecurity-framework-implementation-guide-2015-508.pdf
https://www.cisa.gov/hsin-dams-portal
https://www.cisa.gov/sites/default/files/publications/Dams_Sector_Cybersecurity_Framework_Implementation_Guidance_FINAL_508.pdf
https://www.cisa.gov/sites/default/files/publications/dams-c2m2-508.pdf
https://www.fema.gov/sites/default/files/2020-04/NRF_FINALApproved_2011028.pdf
https://www.fema.gov/media-library-data/1574350567693-397205f9e5f28fbefc797013f681fdf2/DamIncidentPlanningGuideFINAL_508.pdf
https://www.fema.gov/emergency-managers/nims
https://www.fema.gov/media-library-data/1466014166147-11a14dee807e1ebc67cd9b74c6c64bb3/National_Mitigation_Framework2nd.pdf
https://www.fema.gov/media-library-data/1423661058965-58dfcecc8d8d18b7e9b2a79ce1e83c96/FEMAP-1025.pdf
https://www.fema.gov/sites/default/files/2020-08/fema_dam-safety_emergency-action-planning_P-64.pdf
https://www.fema.gov/media-library-data/20130726-1845-25045-7939/fema_p_956_living_with_dams.pdf
https://www.fema.gov/media-library/assets/documents/34193
https://www.fema.gov/sites/default/files/2020-07/fema_national-dam-safety_strat-plan_2016_P-916.pdf
https://www.fema.gov/media-library-data/1493669998010-ca277a2ca7dd95f5011a63771cfbd368/Emergency_Preparedness_Guidelines_For_Levees_2012.pdf
https://www.fema.gov/sites/default/files/2020-08/fema608.pdf
https://www.fema.gov/media-library-data/20130726-1502-20490-5785/fema-93.pdf
https://www.fema.gov/media-library-data/20130726-1516-20490-7951/fema-333.pdf
https://www.fema.gov/sites/default/files/2020-08/fema_dam-safety_glossary_P-148.pdf
https://www.fema.gov/media-library-data/20130726-1516-20490-0869/3_risk_assessment_for_dams_master_locked.pdf
https://www.fema.gov/technical-manuals-and-guides
https://www.ferc.gov/sites/default/files/2020-04/incident-resp.pdf
https://www.ferc.gov/sites/default/files/2020-04/security.pdf
https://www.ferc.gov/sites/default/files/2020-04/chap6.pdf
https://www.ferc.gov/industries/hydropower/safety/initiatives/pfms.asp
https://www.ferc.gov/industries-data/hydropower/dam-safety-and-inspections/time-sensitive-eap-initiative
https://www.ferc.gov/industries-data/hydropower/dam-safety-and-inspections/time-sensitive-eap-initiative
https://ecology.wa.gov/Water-Shorelines/Water-supply/Dams/Emergency-planning-response
https://www.nga.org/wp-content/uploads/2019/04/IssueBrief_MG.pdf
https://fortress.wa.gov/ecy/publications/documents/ecy07037.pdf
https://fortress.wa.gov/ecy/publications/documents/9222.pdf
https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-184.pdf
https://doi.org/10.6028/NIST.SP.800-82r2
https://doi.org/10.6028/NIST.SP.800-83r1
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://doi.org/10.6028/NIST.SP.800-92
https://www.usbr.gov/tsc/techreferences/designstandards-datacollectionguides/finalds-pdfs/DS14-3.pdf
https://usbr.gov/ssle/damsafety/documents/PPG201108.pdf
https://www.osti.gov/servlets/purl/1592163
https://www.grantpud.org/blog/risk-ownership-and-mitigation-are-key-to-safety-culture
https://www.grantpud.org/components/com_rsform/uploads/5d1f8018187b7--2019-07-09%20Presentation%20Packet.pdf
https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-008-6.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/CIP-009-5.pdf
https://www.cerias.purdue.edu/assets/pdf/bibtex_archive/2014-01.pdf
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