
PNNL-23447 

Prepared for the U.S. Department of Energy 
under Contract DE-AC05-76RL01830 

Investigation of Publically Available 

Information and Precedent Registries 

Regarding UF6 Cylinders 
 

 

 

 

 

ET Gitau 

LE Smith 

MW Shaver 

NL Mara 

 

 

 

July 2014 



 

  



PNNL-23447 

 

 

 

 

 

 

 

 

 

Investigation of Publically Available Information and Precedent Registries 

Regarding UF6 Cylinders 

 

 

 

 

ET Gitau 

LE Smith 

MW Shaver 

NL Mara 

 

 

 

 

 

July 2014 

 

 

 

 

 

Prepared for 

the U.S. Department of Energy 

under Contract DE-AC05-76RL01830 

 

 

 

 

 

Pacific Northwest National Laboratory 

Richland, Washington  99352



 

i 

Executive Summary 

The National Nuclear Security Administration (NNSA) Office of Nonproliferation and International 

Security’s (NIS) Next Generation Safeguards Initiative (NGSI) and the nuclear industry have initiated 

activities to develop approaches for uniquely identifying and monitoring uranium hexafluoride (UF6) 

cylinders. NIS interests are driven by a desire to support the International Atomic Energy Agency’s 

(IAEA) ability to detect and deter the diversion and undeclared production of nuclear material. Industry 

also has an interest in a standardized UF6 cylinder identification method to improve efficiency and 

effectiveness in both operational practices and compliance with existing national regulatory requirements. 

A registry (e.g., centralized, secure database) that contains information about the cylinders, their 

movements, and their contents is a key element of the NNSA concept for a global UF6 cylinder 

identification and monitoring system.  

Pacific Northwest National Laboratory (PNNL) is leading the development of registry concepts and 

recommendations for the multi-laboratory NGSI project team. To inform this effort, PNNL has 

investigated the publically available information regarding UF6 cylinder movements and contents, as well 

as what, if any, analogous registries currently are used in nuclear and non-nuclear industries.  

Publicly Available Cylinder Information 

In discussions with the NGSI project team, several industry stakeholders raised questions about the 

potential for a global cylinder registry to reveal sensitive or proprietary information to the public, 

competitors, and would-be proliferators. To establish a baseline for information availability, PNNL 

investigated what data was publically available regarding UF6 cylinders and their movements and 

contents.  The authors found that the public has access to cylinder data from 1) disclosures by nuclear 

regulatory authorities and 2) trade intelligence databases that record and store commodity movements 

through seaports, vehicle, and rail border crossings throughout the world. A review of these publically 

available resources found the following information typically is available, albeit after some temporal 

delay:  

 The number of cylinders included in a particular shipment 

 Estimate of the total mass of UF6 in shipments 

 Approximate 
235

U enrichment (e.g., categorized as natural or low-enriched) 

 The names of shippers, transporters, and receivers of UF6 cylinder shipments 

 Limited shipping logistics information identifying ports and approximate times of arrival and 

departure of UF6 

 Identification of the destination facility (i.e., which reactor in the world ultimately uses the material as 

fuel). 

There appears to be little consistency in the thoroughness, format, and content of publically available 

cylinder information. The preceding list represents the most complete set of information that appears to be 

accessible through public channels. 
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These relatively simple queries revealed that publically available resources provide a breadth of logistics- 

and commerce-focused information about cylinder movements. However, such information is only 

available about groups of cylinders in an aggregated, batched fashion and (often) with considerable time 

delays. While it is possible that this data could be used to infer or approximate some of the information 

considered sensitive by facility operators (e.g., shipping patterns and flow volumes), this was not 

confirmed through analysis of the publically available data found. The finding that no publically available 

resources appear to reveal timely information about individually identified UF6 cylinders and their 

specific contents is most relevant to the concept for a cylinder monitoring registry. It is this timely, 

cylinder-specific data that compose the backbone of a global cylinder registry. As this specific data do not 

presently appear to be publically available, industrial concerns about the protection of proprietary 

information are well-founded. This finding reinforces the working assumption that proposed 

implementation approaches for a safeguards-focused cylinder registry must adequately address the 

protection of proprietary information, just as the IAEA presently is obligated to do.  

Analogous Industry Registries 

Registries from various industries were examined against a set of key characteristics expected to be 

important to a safeguards-focused cylinder registry. The primary objective of this inquiry was to 

determine if one or more existing databases are sufficiently similar in terms of purpose, stakeholders, and 

implementation constraints to serve as a model or, at least, a guide for a safeguards-focused cylinder 

registry. A framework for comparing and contrasting nine different registries was constructed and used to 

down-select to two registries with particular relevance to the global cylinder registry concept: 1) U.S. 

Department of Defense (DoD) Item Unique Identification (IUID) Registry and 2) the International 

Maritime Organization (IMO) Ship Numbering Scheme and its associated Long-Range Identification and 

Tracking (LRIT) System. While neither registry was entirely analogous, each offered insights into 

implementation approaches for a global registry of high-value items.  

The DoD registry parallels preliminary concepts for a cylinder registry in several ways. For example, the 

DoD registry was developed to provide “lifecycle visibility” and to improve the “effective and efficient 

accountability…of assets and resources.”
1
 The asset monitoring system is founded on a machine-readable, 

passive unique identifier with specifications dictated by a governmental agency. There are a large number 

of stakeholders in the system, many of which are competitors, and the data flow (i.e., primarily one way 

from vendors to the DoD) helps to ensure data security and protection of proprietary information. A key 

characteristic of the DoD system is that participation is encouraged through direct financial incentives for 

vendors - if they do not adopt the standardized IUID, their opportunity for business with the DoD is 

negatively impacted. Such an incentive system may not be present for a safeguards-focused cylinder 

monitoring system and registry.  

The IMO registry also is relevant to cylinder monitoring for safeguards purposes. For example, the 

international community has a vested interest in monitoring ships for safety and security reasons, among 

others. Further, the IMO is an arm of the United Nations and works closely with governmental agencies 

around the world to perform its missions. The IMO system demonstrates that a monitoring system and 

global registry can be implemented and operated in an environment where consensus must be met 

between industrial stakeholders, state regulatory agencies, and an international oversight body comprised 

of member states.   

                                                      
1
 http://www.acq.osd.mil/dpap/UID/attachments/guides/iuid-registry-brief-20060101.pdf. 

http://www.acq.osd.mil/dpap/UID/attachments/guides/iuid-registry-brief-20060101.pdf
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Acronyms and Abbreviations 

ADAMS Agency-wide Documents Access and Management System  

ASP Application Service Provider  

BIC International Container Bureau  

BPVC Boiler and Pressure Vessel Code  

CNSC Canadian Nuclear Safety Commission  

CPPNM Convention on the Physical Protection of Nuclear Material 

DASN  Deputy Assistant Secretary of the Navy 

DIN Donation Identification Number  

DLIS Defense Logistic Information Service 

DoD U.S. Department of Defense  

EMSA European Maritime Safety Agency  

FIN Facility Identification Number  

GNF Global Nuclear Fuel 

IAEA International Atomic Energy Agency 

ICAO International Civil Aviation Organization 

IDE International Data Exchange 

IMO International Maritime Organization  

IMSO International Mobile Satellite Organization  

IUID Item Unique Identification  

LRIT Long-Range Identification and Tracking 

NGSI Next Generation Safeguards Initiative  

NIS Office of Nonproliferation and International Security 

NMMSS Nuclear Materials Management & Safeguards System 

NNSA National Nuclear Security Administration  

NRC U.S. Nuclear Regulatory Commission 

NTI Nuclear Threat Initiative 

PNNL Pacific Northwest National Laboratory 

SAR Search and Rescue 

SOLAS International Convention for the Safety of Life at Sea 

UF6 Uranium hexafluoride 

UII Unique Item Identifier  

USEC United States Enrichment Corporation 
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1.0 Introduction and Background 

The National Nuclear Security Administration (NNSA) Office of Nonproliferation and International 

Security’s (NIS) Next Generation Safeguards Initiative (NGSI) and the nuclear industry have initiated 

activities to develop approaches for uniquely identifying and monitoring uranium hexafluoride (UF6) 

cylinders (Whitaker et al. 2013). NIS interests in a global monitoring system for UF6 cylinders is related 

to its efforts in supporting the International Atomic Energy Agency (IAEA) in deterring and detecting 

diversion of UF6 (e.g., claiming that a diverted cylinder is lost during transit) and/or undeclared 

production pathways involving UF6 cylinders (e.g., enriching feed material exceeding 20% assay at 

centrifuge facilities). Industry interest in a global standard and monitoring system for UF6 cylinder 

identification also is related to efficiency and effectiveness improvements in both operational practices 

and compliance with existing national regulatory requirements for item identification and control that 

such a standardized system could provide.  

A crucial element of this type of system is a registry containing information about the cylinders, their 

movements, and their contents. To inform Pacific Northwest National Laboratory’s (PNNL) development 

of registry concepts, relevant precedents were investigated from two perspectives and are reported here as 

two separate but related topics.  

The first topic addresses concerns expressed by operators regarding the potential for a global cylinders 

registry to reveal sensitive information to the public, competitors, and potential proliferators. To better 

understand these concerns, PNNL investigated current publically available information regarding 

cylinders and their movements and contents. The second investigation sought to explore other registries 

that may yield insight, analogies, or even a model for development of a safeguards-focused cylinder 

registry. 
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2.0 Publically Available Information on UF6 Cylinders, 
Content, and Movement 

Stakeholders engaged in discussions regarding global monitoring of UF6 cylinders have expressed 

concerns over the potential for a global cylinder registry to reveal sensitive information to the public, 

competitors, and would-be proliferators, including:  

 The ability of an adversary to learn cylinder locations and shipping patterns  

 Disclosure of proprietary information, such as the quantity of cylinders, cylinder enrichments, and the 

weight of a filled cylinder  

 Identification of flow volumes.  

To establish a baseline from which a change in risk might be determined, PNNL conducted research to 

identify what information regarding UF6 cylinder contents and movements currently is publicly available.  

2.1 Regulatory Reporting Requirements 

In response to the entry into force of the Convention on the Physical Protection of Nuclear Material,
2
 

states implemented a range of regulations that require facility licensees to provide advanced notification 

regarding imports and exports of nuclear material, including UF6. While the specific requirements vary by 

state for operators engaged in commerce with UF6 cylinders, nuclear regulators generally require that a 

licensee report:
3
  

 The name(s), address(es), and telephone number(s) of the shipper, receiver, and carrier(s)  

 A physical description of the shipment (elements, isotopes, form, etc.) 

 A listing of the mode(s) of shipment, transfer points, and routes to be used 

 The estimated time and date that a shipment will commence and that each country along the route is 

scheduled to be entered  

 The estimated arrival time and date of the shipment at the destination. 

For those nuclear regulators held accountable by the public through transparency practices, these 

notifications may be available to the public upon written request. In the case of the U.S. Nuclear 

Regulatory Commission (NRC), these advanced notifications are publically available online via the 

                                                      
2
 According to the United States Department of State, the CPPNM “establishes legally binding international norms 

for physical protection of nuclear material in domestic use, storage, and transport, and adds nuclear smuggling and 

sabotage to the global penal regime. Article 4 of the Convention requires the advance reporting or notification of the 

nuclear material shipment between states (including states used as transshipment points/routes) and confirmation of 

its receipt.    
3
 For examples of detailed requirements, refer to U.S. requirements in 10 CFR 73, Physical Protection of Plants and 

Materials. Information on reporting requirements for Canada can be found in SOR/2000-208, Packaging and 

Transport of Nuclear Substances Regulations under Section 4, “License to Transport While in Transit.” Reporting 

requirements for the Netherlands can be found in Besluit vervoer splijtstoffen, ertsen en radioactieve stoffen (The 

Fissionable Materials, Ores and Radioactive Substances [Transport] Decree). 
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Agency-wide Documents Access and Management System (ADAMS)
4
 after an unknown release delay. 

The shortest period found between the date of advance notification communication and the date the 

notification was added to ADAMS was four months. 

Operators commonly use transportation management and coordination firms to submit these advanced 

notices to nuclear regulators. For submissions to the NRC, there is no standard form or template, resulting 

in a range of information granularity in the filings. This lack of consistency means locating useful 

information searching via ADAMS can be a tedious process.  

As to the type of information that can be found in the advanced notices filed with the NRC, the 

notifications consistently provide the total number and type of UF6 cylinders being shipped. The notices 

also provide an estimated total mass of UF6, or uranium, in the shipment. Some notifications also include 

a categorization of the 
235

U enrichment for the cylinders, such as “less than 5%” (Peters 2013) or 

“enriched 5% Max.” (Mangusi 2005) Cylinders that contain “heels” often are noted as such (Muench 

2006). In some instances, companies provided more precise enrichment values, but this is not the norm 

(Raffo 2008). Most importantly for the concept of a cylinder monitoring system and operator proprietary 

concerns, no notifications were found that listed individual identifiers for the cylinders shipped or 

received.  

Regarding locations of cylinders, information found in the advance notifications varies. As required, the 

name and location of the shipper, consignee, and carrier are listed. In addition, the cylinder shipment 

routing is provided. For example, the following is the routing information for four Type 30B cylinders 

containing 16 tons of less than 5% enriched UF6 (Klassen 2011): 

  

Of note, while the preceding example and several other notifications provide estimated dates for departure 

or arrival at each point during shipment, many provide only the estimated time of departure or arrival for 

the originating facility and the destination facility. 

Some notifications for exports retrieved from ADAMS provided the export license under which the 

material was cleared to be shipped. These licenses offered additional information, such as the total 

quantity of uranium and UF6 destined for a country under that specific license; the reactor(s) where the 

uranium will be used; and the uranium origins, which include the additional safeguards obligations placed 

on the material (e.g., uranium mined in Canada but enriched in the United States). Examples of 

notifications and an export license, as retrieved from ADAMS, can be found in Appendix A.  

The NRC is unique among global nuclear regulators in that most of its licensing and oversight 

documentation is available electronically to the public via the Internet. However, due to the events of 

September 2001, some information provided to the NRC now is treated as sensitive, unclassified 

information and not publically available. Effort was made to locate similar publically available 

                                                      
4
 Can be found at http://www.nrc.gov/reading-rm/adams.html.  

http://www.nrc.gov/reading-rm/adams.html
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information from foreign nuclear regulators.
5
 While several countries have nuclear regulators with 

independence and transparency similar to the NRC, no Internet-accessible publication information 

regarding movement of UF6 cylinders was found. A more exhaustive study of other countries may well 

reveal such data, but it was not pursued in this work. It is worth noting that while other regulators do not 

appear to have electronically accessible publication information about cylinders, all regulators 

investigated by PNNL do provide contact information (email, physical addresses, telephone), where 

requests for access to publically available information can be sent.  

2.2 Trade Intelligence and Import/Export Databases 

Another source of publically available information regarding the location and contents of UF6 cylinders 

are commercial trade intelligence and import/export databases. These services typically gather 

information by indexing bills of lading
6
 filed at ports during shipment then charging users a fee to access 

and search the information. While some services specialize in data from specific countries, there also are 

several services available that index trade information across the globe. These types of services include: 

Piers.com (United States), Sicex.com (Columbia/South America), Portexaminer.com (U.S. imports), and 

Zauba.com (India).  

Much like ADAMS, Piers.com
7
 provides users information regarding the shipper, carrier, and consignee 

for each UF6 shipment. Appendix B features an example of a bill of lading as retrieved from Piers.com. In 

brief, this bill of lading makes it possible to identify the quantity and type of cylinder being shipped, each 

cylinder’s mass, and the enrichment category (commonly listed as a limit, such as “enriched at 5% max”). 

The bill of lading also provides other information, including the shipping container number and number 

of UF6 cylinders held in each container. An estimated dollar value of the shipment also is provided, 

although the accuracy of these estimates is unknown.  

In comparison to data available from the NRC (i.e., ADAMS), the trade intelligence and import/export 

services appear to update their records relatively frequently. For example, a UF6 shipment on Piers.com 

that arrived at port in late December 2013 was reported some 10 days later. As with the ADAMS 

database, no bills of lading from these services listed individual identifiers for the UF6 cylinders shipped 

or received. 

                                                      
5
 Foreign regulators chosen to investigate were identified using the Nuclear Threat Initiative (NTI) Nuclear 

Materials Security Index (http://www.ntiindex.org/) and identifying countries that would most likely be engaged in 

the transport of UF6 cylinders. Rankings used to identify countries with independent nuclear regulators with similar 

transparency to the NRC in nuclear security were “Nuclear Security and Materials Transparency” and “Independent 

Regulatory Agency.” The countries identified were Germany, France, United Kingdom, and Japan.  
6
 A bill of lading is the contract that a shipper and goods owner enter upon to acknowledge the terms under which 

the goods are to be carried. 
7
 Piers.com advertises itself as the “the leading provider of proprietary data, news, business intelligence and 

analytical content supporting commercial maritime, rail, trucking, warehousing and logistics industries worldwide” 

with staff at major ports collecting this information. These indexing services commonly are used by port officials “to 

identify marketplace trends and get a clear view of the commodities, goods, and shippers using their port.” Access to 

Piers.com trade intelligence information requires registration and fee payment to procure detailed shipping 

information. A cost-free starter account can be established, which allows access to a limited set of information in the 

bill of lading (as done for this paper).  

http://www.ntiindex.org/


 

5 

2.3 Key Findings 

PNNL’s investigation indicates that third parties can gain access through publically available sources, 

which includes records from state regulators and trade intelligence databases, to some of the information 

that operators indicated might be of proprietary concern (e.g., shipping patterns). Using such public data, 

competitors may be able to infer other parameters of concern (e.g., flow volumes from a particular 

facility). However, such information is available only about groups of cylinders in an aggregated, batched 

fashion, often with considerable time delays. The nature of the publically available data likely would limit 

the veracity of analyses in revealing the competitive information of greatest concern to operators.   

However, of most importance to a safeguards-focused cylinder registry, publically available cylinder 

information does not appear to reveal detailed data on specific cylinders, including the cylinder identifier 

and content characteristics (i.e., relative enrichment and isotopic masses)—data of particular concern 

among operators. In addition, publically available information does not contain information about the 

movement of cylinders and material between key points within facilities—data that also would be stored 

in a cylinder registry, at least for certain facilities.  
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3.0 Analogous Registries 

To guide the search for an analogous registry, fundamental characteristics of the global cylinder registry 

were identified. It was determined that a potentially comparable registry would capture information about: 

 A high-value, semi-fungible item/commodity 

 Items stored in a container stamped or labeled with identification information 

 Containers/commodities shipped between facilities 

 Reused containers 

 Eventually retired or destroyed containers  

 Items whose contents (all or some portion) may be removed 

 Items subjected to a period of inspection/inventory 

 Registries with only a few, large stakeholders 

 Registries where necessity was not the driving requirement for the registry. 

A series of questions was formulated to compare and contrast various registries: 

 Who are the key stakeholders? 

 How many key stakeholders are there? 

 What is driving the need for the registry? 

 How many items are being monitored per year? 

 Who has regulation authority? 

 What authorities does the regulator have? 

 How is the registry funded? 

 Who operates and maintains the registry? 

 How is the information used? 

 How is the information collected and updated? 

 How is the information protected? 

 How is the information shared and with whom? 

 How was the registry adopted and implemented among the stakeholders? 

Through investigation of various registries, it was determined that the preceding criteria and questions 

could be distilled into three key criteria:  

1. A registry must build upon a unique numbering or identification scheme. This scheme is the standard 

by which it can be assured that no two items are given the same identification number or signature, 

ensuring that each item is uniquely identifiable.  
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2. A registry must be centralized and supervised under a single entity, where information on each 

uniquely identified item is stored.  

3. A registry must enable active monitoring of the items throughout their lifecycles.  

Using these three specific criteria, PNNL categorized each of the nine candidate registries under 

consideration as: a) a unique numbering scheme, b) a registration database, or c) a registry analogous to 

preliminary concepts for a global cylinder registry. Appendix C includes a list of all candidate databases 

investigated by PNNL, a brief description, and their categorization according to the labels described here. 

A more detailed discussion of the two registries deemed most comparable to a global cylinder registry - 

one used by the DoD and another by IMO - follows.  

3.1 Department of Defense Item Unique Identification Registry 

In the early 2000s, the DoD overhauled its supply chain management policy, instituting a unique 

identification program and accompanying centralized tracking registry. Known as the Item Unique 

Identification, or IUID, Registry, it supports “lifecycle visibility” for all new acquisitions, legacy items, 

and government-furnished property,
8
 facilitating the “effective and efficient accountability and control of 

Department of Defense assets and resources” (OUSD [AT&L] 2006). 

The IUID Registry’s backbone is a machine-readable unique item identifier (UII) (Young 2008). These 

UIIs are a string of globally unique, unambiguous characters that may be no more than 50 characters in 

length, containing only capital letters, numbers, forward slashes, and dashes. The UIIs are non-

transferrable and can never be used more than once - even after an item has been destroyed or consumed 

(DPAP 2010). Referred to as “automatic identification technology” by the DoD, the IUID Registry relies 

on the use of two-dimensional barcodes, or data matrices, as UIIs (DASN [ELN] 2013). The costs 

associated with compliance to this DoD policy were - and continue to be - borne by DoD prime 

contractors, recognized as a cost of doing business with the DoD and included in the contract pricing 

process. It is the prime contractors’ responsibility to flow the UII requirements to their subcontractors or 

vendors. Meanwhile, the DoD supports the cost of the registry itself (DPAP 2010, LM 2012). 

These UIIs tie each item to the IUID Registry, which is used to maintain the following information on 

each item (OUSD [AT&L] 2006):  

 What the item is 

 How and when it was acquired 

 The initial value of the item 

 Current custodian (government or contractor) 

 How it is marked. 

                                                      
8
 Per Defense Federal Acquisition Regulation Supplement (DFARS) 252.211-7007 “Reporting of Government-

Furnished Property,” Government-furnished property tracked, managed, or controlled by its serial number 

“regardless of unit-acquisition cost” must be reported to the IUID registry. Refer to stated DFARS for specific 

exemptions to this policy. 
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Once a UII has been created, an accompanying data file is created and uploaded to the registry 

electronically via the Internet. Only DoD prime contractors that are required to do so, prime contractors in 

possession of government-furnished property, and DoD departments and agencies are allowed to upload 

these data packets to the registry. Access restrictions are in place to prevent competitive vendors or 

contractors from obtaining sensitive information, such as item price from the registry (LM 2012, Young 

2008). Entries within the registry are updated as the item is transferred from deployment, storage, and 

maintenance, and the UII is read (Tomalka 2012). The DoD does not endorse or require use of any 

specific data matrix reader vendors to support IUID implementation (Young 2008). 

The DoD defines policy and oversight of the IUID Registr with the physical registry hosted by Defense 

Logistics Information Service (DLIS). The DoD and its vendors and contractors have incrementally 

completed transition to this new registry. Implementing policy required that all new contracts issued after 

January 1, 2004 include language requiring use of a UII that was to be registered in the IUID Registry. 

Legacy items and items in the contractors’ possession were scheduled to be integrated into the system 

over the following two years. However, they continue to be registered to this day. As of June 2011, the 

IUID Registry contained almost 14 million uniquely identifiable items and was growing at a rate 

exceeding 39,000 new UIIs per week from some 2500 contractors and vendors (Tomalka 2012). 

3.2 International Maritime Organization Ship Number and Long-
Range Identification and Tracking System 

The IMO is a specialized agency within the United Nations responsible for “the safety and security of 

shipping and the prevention of marine pollution by ships” (LRF 2006). In 1987, the IMO adopted 

Resolution A.600(15), requiring all propelled, seagoing merchant ships of 100 gross tons and above
9
 be 

identified by a unique identifier (LRF 2006). This identifier was mandated for use among all relevant 

ships in the 162 signatory states to the International Convention for the Safety of Life at Sea (SOLAS) 

(IMO 2014). These 162 signatory states are responsible for approximately 99% of the some 80,000 

merchant ships worldwide (IMO 2014, 2012 and Equasis 2013). The numbering scheme adopted, the 

Lloyd’s Register Ship Numbering system, was already widely used by the shipping industry (LRF 2006). 

Now maintained by IHS Maritime (formerly Lloyd’s Register-Fairplay), the Lloyd’s Register Ship 

Numbering system became the IMO Ship Identification Number Scheme, which consists of the letters 

“IMO” and a unique seven-digit serial number that must be displayed prominently on the required vessels 

(LRF 2006). IHS Maritime is the entity responsible for issuing the unique seven-digit number, as well as 

for maintaining a database containing design details for each vessel, the vessel’s owner, and the company 

that requested the IMO number. The IMO number is issued at no charge and, once assigned, the IMO 

number can never be reassigned to another vessel (LRF 2006).  

The IMO number database facilitates functionality of the Long-Range Identification and Tracking (LRIT) 

System (Figure 1), established in 2006 by IMO resolution MSC.202(81) to increase ship safety and 

security (IMO 2014). LRIT is used by (EMSA 2014a): 

 States interested in locating ships they have flagged 

                                                      
9
 Exceptions include: “vessels solely engaged in fishing, ships without mechanical means of propulsion, pleasure 

yachts, ships engaged on special service (e.g., lightships, SAR vessels), hopper barges, hydrofoils, air cushion 

vehicles, floating docks and structures classified in a similar manner, ships of war and troopships and wooden 

ships.” The IMO numbering scheme has been extended to some of these vessels on a voluntary basis (LRF 2006). 
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 States interested in identifying any flagged vessel within 1000 nautical miles of their coast  

 States whose port(s) have been identified as a destination for a vessel 

 Search and rescue authorities. 

 

Figure 1. LRIT System Architecture (IMO 2012) 

LRIT guidelines require vessels to report their LRIT equipment identifier, position (latitude and 

longitude), and date and time of transmission via satellite at least four times a day or on-demand 

(IMSOa). These satellite transmissions are received by an Application Service Provider (ASP)
10

 who 

transmits the information to an identified national, cooperative, or regional data center within the LRIT 

network. The ASP attaches additional information to the transmission to identify the responsible data 

center and IMO ship number (IMSOa). Each of the currently 65 data centers reporting within the LRIT 

are responsible for collecting, storing, and making available the transmitted LRIT information for vessels 

within their buffer zones (EMSA 2014b). While not yet realized by the IMO, the LRIT system is meant to 

expand to include an International Data Center, whereby countries that do not wish to establish their own 

data center or join a cooperative or regional data center still can benefit from LRIT services (IMSOa). 

Information about ships is shared between data centers through the LRIT International Data Exchange 

(IDE). The IDE functions as a communications hub for the LRIT network, routing messages and requests 

from some 117 governments and territories (EMSA 2014c). Data centers that provide information to other 

data centers through this network may charge the requesting center a fee. 

                                                      
10

 ASPs provide satellite communications from ships to LRIT data centers. Current commercial firms used are 

Inmarsat and Iridium. 



 

10 

LRIT data centers and the IDE operate using electronic databases, many available to necessary 

stakeholders via secure Internet portals. As information collected and exchanged by LRIT data centers is 

of both security and commercial value, caution is taken to prevent unauthorized access. This includes 

verification of data request authorization prior to transmission and encryption during transmission 

(IMSOa). 

Many parties are involved in the LRIT data network’s management and operation. Each state, 

cooperative, or regional authority that establishes a data center is responsible for maintaining and 

operating the facility within the specific limits and procedures established by the IMO. The IMO 

Maritime Safety Committee manages any political and technical decisions regarding the IDE and LRIT 

(IMSOa). Management of the physical IDE resides with a contracted entity. Since 2011, the European 

Maritime Safety Agency (EMSA) has hosted the IDE on behalf of the IMO (EMSA 2014d). In this role, 

EMSA has no right to access or archive information exchanged between data centers (IMSOa). The LRIT 

Coordinator oversees the LRIT (audit and review of performance). When the LRIT was established, this 

title was appointed to the International Mobile Satellite Organization (IMSO), an intergovernmental 

organization under the auspices of the IMO with 98 members (IMSOb). 

3.3 Key Findings 

The DoD and IMO registries each have features relevant to a global cylinder registry. Both offer insights 

into the potential advantages and disadvantages for implementation approaches for a global UF6 cylinder 

registry.  

In the case of the DoD registry, the lifecycle of items in the database are monitored via a series of 

snapshots taken as the passive, machine-readable UII is scanned at key points. This passive IUID 

approach is consistent with the findings and recommendations developed by the NGSI project team in an 

assessment of candidate technologies for standardized, machine-readable cylinder identification 

technologies (Hockert and Wylie 2014). While the registry allows authorized users to review information 

they have submitted to the registry, information moves only in one direction: into the registry from each 

non-DoD stakeholder. There are approximately 2500 stakeholders in the DoD registry, and many are 

industrial competitors, making the protection of proprietary data a particular concern among industrial 

participants. The DoD has sole oversight and authority to require stakeholder compliance with its 

implementation and use. Again, it is important to note that industrial participants shoulder the cost of 

compliance with DoD specifications for the UID and data reporting. The DoD owns and operates the 

registry and bears the associated costs. A key difference between the DoD registry and early concepts for 

a safeguards-focused registry is in the incentives for industrial participation: DoD’s purchasing power 

provides this incentive directly.  

The IMO registry and LRIT system rely on real-time tracking of vessels via satellite transmission of 

identifying information from active identification components on the vessels. While the IUID and 

communication approach differs from cylinder concepts, there are some important parallels. For example, 

the LRIT system covers ship movements across the globe as they traverse areas under the oversight of 

countries ultimately responsible for reporting information on ship movements. Furthermore, much like 

the expectation for a global cylinder registry, the LRIT system ultimately is under regulatory control of an 

international body (within the United Nations) where participation is voluntary. An interesting point to 
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take away from the LRIT system is that while one organization maintains control over the system, another 

voluntary, international body is responsible for the system’s implementation and oversight.  
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A.1 

Examples of Advance Notification of Exports and Export 

Licenses from ADAMS 

Advance Notification of Export from Transport Logistics International, Inc. (Raffo 2008):  

 

 

  



 

A.2 

Advance Notification of Export from RSB Logistic, Inc. (Klassen 2011): 

 



 

A.3 

 
  



 

A.4 

Advance Notification of Export from Edlow International Company:
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Export License (corresponds to TLI advance notification in this appendix):
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Example Bill of Lading from Piers.com 
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Appendix C: Industry Examples of Naming Schemes, 
Registration Databases, and Registries 

 



 

C.1 

Industry Examples of Naming Schemes, Registration 

Databases, and Registries 

A variety of numbering schemes, registration databases, and registries were reviewed to identify those 

most similar to the proposed global cylinder registry. Details regarding each scheme, database, or registry 

identified in Table A.1are presented in this appendix. Details of the DoD, CNSC, and IMO registries are 

provided in the body of this document. 

To ensure consistency, definitions for a numbering scheme, registration database, and registry have been 

reproduced here from Section 3. 

 Unique numbering or identification scheme–the standard by which it can be assured no two items are 

given the same identification number or signature, ensuring that each item is uniquely identifiable 

 Registration database–a centralized system or directory under the control of a single entity, where 

information on each uniquely identified item is stored 

 Registry–a registration database where data stored on each item is actively or continuously updated, 

tracked, or monitored by some system. 

Table A.1. Industry Numbering Schemes, Registration Databases, and Registries Identified 

Title Framework Type Commodity/Item Registered 

International Council for 

Commonality in Blood Bank 

Automation (ICCBBA) Numbering 

Scheme 

Numbering Scheme Blood donations, tissue, and cellular 

therapy products 

International Container Bureau 

(ICB) Numbering Scheme 

Numbering Scheme International intermodal shipping 

containers  

Canadian-Origin Diamond 

Registration Database 

Registration Database Canadian-origin diamonds 

Register of Objects Launched into 

Outer Space 

Registration Database Satellites, probes/landers, manned 

spacecraft, space station components, 

etc.  

National Board of Boiler and 

Pressure Vessel Inspectors 

Registration Database 

Registration Database U.S.- and Canadian-origin boilers, 

pressure vessels, piping, and nuclear 

components  

International Civil Aviation 

Organization (ICAO) International 

Registry 

Registration Database Aircraft  

Canadian Nuclear Safety 

Commission (CNSC) Cylinder 

Registry 

Registration Database UF6 cylinders 

Department of Defense (DoD) Item 

Unique Identification (IUID) 

Registry 

Registry U.S. Government-furnished property 
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International Maritime Organization 

(IMO) Ship Number and Long-

Range Identification and Tracking 

System (LRIT) 

Registry Propelled, seagoing merchant ships of 

100 gross tons and above
13

 

International Council for Commonality in Blood Bank Automation Numbering Scheme
14

 

The ICCBBA was established and given the responsibility for implementation and management of the 

ISBT 128 Standard Technical Specification. The ISBT 128 is a system for identifying, labeling, and 

processing human blood, tissue, and cellular therapy products using an internationally standardized 

system. Each blood product is given a unique donation identification number (DIN), which includes an 

assigned facility identification number (FIN). This allows every product to be specifically identified and 

tracked anywhere in the world. This is combined with a two-digit collection year and a six-digit serial 

number. This allows each facility to track 1 million units per year for 100 years without duplicate DINs. 

Two “flag” characters exist for the local facility and have no meaning for anyone else. Finally, a check-

digit calculated from the 13-digit DIN provides a method to ensure accuracy when manually entering a 

DIN. While no central database on each blood, tissue, or cellular product is maintained, the ISBT 128 

standard facilitates local registries in that sites maintains information on products they handle, use, or 

ship. 

International Container Bureau Code for Uniquely Numbering Intermodal Containers
15

 

Maintained by the International Container Bureau
16

 (BIC), a non-governmental organization, the BIC 

Code is used by thousands of carriers, manufacturers, operators, shippers, international organizations, and 

many others to facilitate the free circulation of intermodal containers worldwide. The numbering scheme, 

known as ISO 6346, assigns a unique three-letter code to each company that owns these containers then 

an additional letter that identifies the object as a container, a six-digit serial number, and a seventh digit 

used to validate the number transmission. This numbering scheme was adopted by URENCO as the 

unique identification scheme for its UF6 cylinders. While there is no central database where information 

on each uniquely identified container is maintained, the BIC Code facilitates local registries in that each 

port where the containers pass maintains a database of containers that have passed through. 

Canadian-Origin Diamond Registration Database
17

 

The Canadian Diamond Code Committee (CDCC) is a non-profit, self-regulatory, volunteer industry 

body responsible for the implementation of the Voluntary Code of Conduct for Authenticating Canadian 

Diamond Claims. This code was established to provide diamond industry stakeholders and consumers 

                                                      
13
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assurances that diamonds identified as originating in Canada truly did so and are not from illicit or 

conflict origins. This code fulfills its mission by requiring the diamond mining sector, cutters and 

polishers, and retailers to maintain a paper trail so diamonds can be tracked by their unique diamond 

identification laser-inscribed on the diamond. The code represents an example of a registration database 

relying heavily on its unique identifying scheme that while overseen by a central organization, does not 

maintain a centralized electronic database. 

United Nations Register of Objects Launched into Outer Space
18

 

Established by the Convention on Registration of Objects Launched into Outer Space in 1976, the United 

Nations Register of Objects Launched into Outer Space is maintained by the United Nations Office of 

Outer Space Affairs. The register was established to reaffirm the importance of international cooperation 

in outer space exploration and use and to assist states in identifying space objects. The index contains 

information on more than 96% of the satellites, probes/landers, manned spacecraft, space station 

components, etc., that have been launched into space since the early 1960s by its almost 60 signatories. 

Entries in this registration database follow the unique naming scheme known as the COSPAR 

designation. 

National Board of Boiler and Pressure Vessel Inspectors Registry
19

 

The American Society of Mechanical Engineers (ASME) International Boiler and Pressure Vessel Code 

(BPVC) establishes pressure integrity safety limits that govern “the design, fabrication, and inspection of 

boilers and pressure vessels, and nuclear power plant components during construction.”
20

 The National 

Board of Boiler and Pressure Vessel Inspectors is responsible for ensuring that boilers and pressure 

vessels manufactured in the United States and Canada adhere to the BPVC. The National Board achieves 

this by inspecting U.S.- and Canadian-sited boilers and pressure vessels during manufacture and by 

assigning a unique serial number to each UF6 cylinder, which is stored in a database maintained by The 

National Board. 

International Civil Aviation Organization International Registry
21,22

 

The ICAO, a specialized agency of the United Nations, sets the necessary standards and regulations for 

“aviation safety, security, efficiency and regularity, as well as for aviation environmental protection,” for 

its 191 member states.
23

 Early in its inception, the ICAO realized that if international air travel and 

navigation was to become a reality, one of its priorities had to be establishment of rules for aircraft 
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registration and identification. Under its Convention on International Interests in Mobile Equipment and 

its protocol specific to aircraft equipment, the ICAO established the International Registry “as the facility 

for effecting and searching registrations under the Convention and the Protocol” (ICAO 2013). While 

called a registry by the ICAO, the International Registry, within the hierarchy identified for this report, 

really is a registration database. Under the ICAO, countries are assigned a set of unique string of 

alphanumeric characters. For example, all aircraft registered in the United States will begin with the letter 

“N.” Also known as an aircraft “tail number,” these are reported back to the ICAO and maintained within 

their database. While not actively monitored internationally by a single entity, using this tail number 

facilitates air travel and is used by national aviation authorities across the globe to track the aircraft 

movement within their respective airspace. 

Canadian Nuclear Safety Commission UF6 Cylinder Registration Database
24

 

The CNSC is the national nuclear regulator responsible for the safety and security of nuclear facilities 

operating in Canada. In fulfilling this role, the CNSC requires that only containers of a certified design 

that have received confirmation of registration with the CNSC can be used for transporting UF6. Each 

cylinder is expected to have a serial number, and the facility operator is expected to ensure that the 

cylinder has been registered with CNSC prior to use. From conversations with this regulator, it was stated 

these numbers are required to be reported to the national nuclear regulator. However, per conversations 

with CNSC staff, it was determined that while Canadian operators report these serial numbers, the 

numbers merely are maintained in a database and not tracked or monitored.  
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