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Housekeeping items

Recording the session (for internal purposes only)

Slides will be made available on the event page

https://www.pnnl.gov/events/power-sector-transmission-
distribution-data-and-information-webinar-series

Please type your guestions in the chat box (two options)

= Use “Host and panelists” option for posing questions only to S —
presenters i

* Post questions and comments for all attendees to see

¢ Q&A

= We will attempt to answer as many questions as we can, while
considering the time.



https://www.pnnl.gov/events/power-sector-transmission-distribution-data-and-information-webinar-series
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Agenda

TIME (PDT)

TOPIC

PRESENTERS

10:00 — 10:05 a.m.

Welcome and Introduction

Eric Andersen, PNNL
Sandra Jenkins, DOE
Chris Irwin, DOE
Roshanak Nateghi, DOE

10:05 -10:25 a.m.

Utility Information Sharing: Challenges and Opportunities

Jim Ball, WAPA

10:25 —-10:45 a.m.

Utility Data Sharing Risks and Curating a National PMU Data Set

Eric Andersen, PNNL

10:45-10:55 a.m.

The Grid Event Signature Library (GESL)

Aaron Wilson, ORNL

10:55 - 11:05 a.m.

The Transmission Signature Library

Jim Follum, PNNL

11:05 - 11:15 a.m.

GridSweep® Instrument: Sharing the Data

Alex McEachern, LBNL

11:15-11:35 a.m.

Outage Data Initiative Nationwide (ODIN)

Supriya Chinthavali, ORNL

11:35 - 11:55 a.m.

Open Energy Data Initiative for Solar Data and Analytics

Kemal Celik, SETO

11:55 - 12:00 p.m.

Concluding Remarks

Eric Andersen, PNNL
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Thesis Question

Why is it so bloody difficult to get utilities to
-share data with non-utility partners?
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Agenda

« History
« Laws and Regulations
 Cause and Effect
 Current Practice
« Challenges

- Possible Solutions

+ Closing
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History

1996 — E.O. 13010 established the
Presidents Commission on Critical
Infrastructure Protection

1998- PDD 63 sets initial strategy and
collaboration framework

2002- FERC Order 630 establishes the CEII
program

2013 FERC approves CIP-011

2015-. Section 215 of the FAST Act directs
- FERC to issue updated regulations

2017- FERC Order 865 expands CEll
regulations ®




Laws and Regulations
 FAST Act of 2015

Provided more comprehensive definition of CElI
. Reaffirmed FERC CEIl authorities
. Directed further regulation (FERC Order 865)

Authorized FERC to impose sanctions for willful unauthorized
disclosure

 FERC Order 865

Expanded Scope of CEll
Enhanced CEIl Designation Process
CEIll Sharing for Cyber Purposes

" Protection Measures

. Sanctions

* - NERC CIP-011 (version)
- BCSI concept : . P ,
. BCSI Access Coﬂtr(ﬂs i\ T
. Audit and Enforcement ' e e 1Y

& @




Cause and Effect

 Two Big Events

* April 2013 Metcalf Incident
Subsequent discussion and reaction

 May 2018 $2.7M fine levied against PG&E
CIP-011 violation

» Subseqguent Actions For CIP-011
~ +2019-$100K fine
.~ + 1 2020-$150K fine
* .« 2021-$200K fine -
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Current Practices

 BCSI and CEIl governance policies

« Data Sharing Agreements
WIDSA (WECC)

« Data Protection Mechanisms (NERC Align)
* Anonymization (Neighborhood Keeper)

~« CRADA/NDA's etc.

. CEIl Rul'e.ﬁDe\;(eIopment at DOE
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Challenges

* Overclassification

* Overly Broad Definitions

* No Statutory Provision for R&D
 Corporate Risk Tolerance

* Technical Challenges

« - Encryption at rest/in transit
 |AM Standards

- . _Assurance Issues (common vetting processes, information
storage standards)
5 e

—— irrUSt,lssueS ,,
« Nature ~of. P?ogf@in CIP/Auditing Standards
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Possible Solutions

« Standard enforceable NDA/MOA that specifies
iInformation protection standards

« (Contract Provisions
e “Get Out of Jail Free Card” for R&D Activities
* Responsibility on the holder of the information

~» Technical Standards for Encryption, Access
Management, Transmission

» = Common Personnel/Facility certification - = o
processes and standards 4= /=7

&




Closing

Information Sharing issues are not unigue

to the electric sector
« Solutions exist

We cannot build the grid of the future
without transparency between components

Look hard at what you think Is sensitive and S8
ol Me;no,_rialiie these decisions

Take some good faith risks.

@
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Utility Data Sharing Risks and Curating a National PMU
Data Set

Utility Data Sharing Risks and
Economics

* Risk assessment framework

* Regulatory drivers

= Cost drivers

= |dentify risks

= Offer mitigation strategies

= Qutcome is a guide for data sharing for the
PMAs

Curating a National PMU Data Set
as a Use Case

* Real-time operational data
= Data for research purposes




Data Sharing Stakeholders

Between utility itself
= Accessibility

Between functional entities
= TOPs to RC, BA

= T&D boundaries becoming
more important

Between neighboring utilities

= Regional Agreements (e.g.,
WIDSA, EIDSN)

Third parties

= Vendors — for system
Improvements, development
= Research
v' Academia
v Labs
= Regulatory and Compliance
v NERC, FERC




Utility Data Sharing Risk Framework*

Validate through
Industry Use Cases

Identify PMU

Data Sharing Identify Risk Analyze Risk Handle Risk Monitor Risk
Risk Objectives

|

|

|

|

|
A 4

4______

4______

\ 4 \ 4
i Develo : '
Develop Risk Develop Risk Meth dp Develop Risk Develpp B|sk
- Breakdown ethod to Mitioati Monitoring
Objectives S Measure itigating
tructure ' Strategies Process
T Risk
l :
| |
| |
| |
v v
Develop *Developed from International Standard
“Acceptable Develop Risk 1ISO31000, “Risk Management Guideline”
Risk” Criteria Matrix and the Energy Sector
21




Utility Data Sharing Risks
Key Drivers

Regulatory and Legal Compliance

 What if 'm found to be in non-compliance
NERC/FERC?

 Will we be held accountable if someone
violates our NDA?

Economics and costs
« Technology advancements

 Reliability of grid operations and
Interconnectivity

« Data breach recovery costs

* Infrastructure costs
« data pipelines

Business Competitiveness
* Proprietary Intellectual Property
 (Governance
« Reputation

Supply Chain

Data quality

« Data formats

« Data security and misuse of data (e.g.,
topology, market trends, cloud services,
etc.)

« Cybersecurity of contractors, vendors, and
subcontractors

- storage
 Historians and data retrieval
 Labor for data curation

Some of the questions we’re asking:

« Are these risks real or perceived?

* Are there examples of when they were realized, and what
were the consequences?

* How do the risks change over time?




Regulatory Drivers

« Utilities are obligated to share information following regulatory requirements

* NERC standards require information sharing between operational organizations to support reliable
operations of the Bulk Electric System, and submit incident information to NERC and federal agencies

» FERC requires utilities to submit market, financial, planning, and operational information
= DOE requires utilities to submit operational and incident information

= Other federal agencies, state, and local governments may require utilities to submit other kinds of
information

« Failure to share or submit this information can result in monetary fines or other
penalties
= By federal statute, fines can exceed $1M per day per occurrence
= NERC non-monetary penalties may include mandatory actions to prevent recurrence of the violation

« Some information may be released by government agencies under FOIA, although
other information may be protected from disclosure as CEll

Mix S.R., and M.R. Weimar. 2023. Utility Data Risks and Economics: Assessing Government and Regulatory Impacts. PNNL-34193. Richland, WA: Pacific
Northwest National Laboratory.




Economics | Exploring the costs for Data

* The costs of data sharing were explored with
= 2 - Transmission Operators

= 2 - Reliability Coordinators
Take Aways

e Data curation

| storage($) | . Total($) | represented the

Data Requests | Historian WAN |argest COSt
Entity High (%) (%) &) High
* RC costs were

driven by storage

Data curation costs for data sharing were examined at PNNL

Ut|||ty 1 5,300 11,500 600 1,900 3,600 11,400 17,600
—  Utility 2 costs were
Utility 2 0 200 2,400 2,400 2,600 smallest due to
RC1 14,600 31,600 5,300 1,900 3,600 25,400 42,400 Only small amount
of storage on-prem
RC 2* 1,900 3,600 25,400 42,400
PNNL 1,900 103,500

*-RC2 numbers were estimated from RC1 for storage and data requests

NOTE: these numbers are preliminary estimates and PNNL is still in the process of validating these numbers,
and these numbers should not be construed to be final.




Risk Mitigation and Monitoring

« Mitigation
» Develop data sharing governance and policies
= Manage data being transferred
* Implement appropriate access management controls
= Create secure data transfer channels

* Implement legal requirements (data transfer agreements and non-disclosure
agreements)

= Improve data quality

* Monitoring
= Measure impact of sharing data
= Periodic risk assessments
= Reporting of data agreement violations




Curating a National
PMU Data Set

* Department of Energy wanted
data set to support Al/ML and
big data analytics

 Look for ways to derive
additional value from the vast
amounts of sensor data
already generated

 Curate real world data from
each of the three US
Interconnections

North American Electric Reliability Corporation Interconnections

EASTERN
INTERCONNECTION

WESTERN
INTERCONNECTION / S

ELECTRICITY RELIABILITY
COUNCIL OF TEXAS
INTERCONNECTION

Map source: https://www.energy.gov/oe/articles/north-american-electric-reliability-corporation-interconnections



Curation Process

@

Acquire Data

Load Raw Data

& Event Logs for processing

Clean up and
Anonymize Data

|dentify Establish
Utilities NDAs
Challenges:
NDAs with Data
Providers

« Legal negotiations

* Providing assurance
of data protection

* Providing details of
the anonymization
process before we
had access to the
data

Challenges:

« Pulling archive data was a heavy lift
for some Data Providers

« Duration and age of data requested
resulted in some providers having to
obtain their data from third party
archives

* Exported data came from a wide
variety of archive tools (commercial,
open-source, and custom) and were
in different formats

* Event logs were all unique and lacked
common taxonomy, and appear to be
created manually

Challenges:

Inconsistency of data between providers
(e.g., different sequences and phases)
Extracted data formats

UTC timestamp formats

significant digits

Extensive manipulation was required to
aggregate data

Data quality varied by provider
Duplicate data

Anonymization required to remove
topology metadata

Data Delivered to
Awardees for Use




National PMU Data Set

Summary of Utility Synchrophasor Data Contributed

Number of Data Total Raw Data Size
Interconnection Dataset Range Providers (Utilities) PMUs Received (TB)
Eastern 2016-01-01 — 2017-12-31 5 250 38.6
ERCOT 2018-07-21 — 2019-08-24 5 221 10.6
Western 2016-01-01 — 2017-12-31 3* 43 19.0
Total 13* 514 68.2
Storage Per
« There have been numerous requests for access to the anonymized data set Interconnection (TB)
* NDAs with the Data Providers have been modified to enable additional use of
the anonymized data set BCB
« Additional synchrophasor data is being added, where possible i C
« The anonymized data set is available for others to use; however, the data
users will have to agree to an NDA with PNNL IC A

* NOTE: The western interconnection PMU data set is currently under expansion with several
additional PMU data sets being curated into the National PMU data set




Takeaways From the Curation Effort

* If you want data from a utility
» Understand some of the utility data sharing risks and mitigation strategies
= |[mprove your value proposition for utility participation

« Recommendations for utilities
= Move toward standardizing the data retention and archive processes
= Automate the creation of event logs and improve their consistency

* Improvement is needed for inconsistent data across all utilities
v’ Data quality
v UTC formats and timestamps
v archive processes
v'what data is archived
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Project Overview

* Funded by the DOE'’s Office of Electricity, the Grid Event Signature
Library (GESL) was created to:

» Facllitate, tag and fuse data feeds from multiple sources,
* [Implement a modular architecture for expandable design,
= Anonymize event sources to enable open data sharing,

* Provide an open-source, go-to resource for event identification and
algorithm validation




Increased Grid Observabili

 Event triggered measurements
* Relays
= Digital fault recorders
= Power quality meters

e Continuous measurements

SCADA

« AMI (advanced metering infrastructure)
« PMU (phasor measurement unit)

« Point-on-wave (POW) measurements

* Event records
« QOutage and maintenance records
Device activation records

ty = Better Decision-Making

A == 10 Mhz A
0.00T MS mfm | Mhz =g 0.001 MS = 1 Mhz
z
o]
0.01T ms ™= 100 kHz 'g', CPOW 0.01 ms =§= 100 kHz
Vo
0.1ms ==10kHz O |_ g - 0.1 ms =f=10 kHz o
g —[EE I 5
O
02 1.0 ms == | kHz —_— c"() (o) -l 1.0 MS mpm | kHz o
o DDR SOE g)
c =
:é' 10 MS == .1 kHz 10 MS w0 1 kHz "5
Q
PMU A [7)
3 100 msmt= 0.01 kHz (o) 100 Msmtm 0.01 kHz 2
1-6 seC w=fm 0.001 kHz O scaba 1-6 sec === 0.001 kHz
15 min = O Advanced 15 min ==
Meter

Event Triggered Devices Continuous Sampling Devices

Grid Monitoring devices by resolution and data continuity”

"A. Silverstein and J. Follum, “High-resolution, time-synchronized grid
monitoring devices,” PNNL, Tech. Rep. PNNL-29770, Mar. 2020.

Al/ML-based Grid Health Monitoring

m—



Public Datasets: Pivotal in other fields —why not the
electric utility industry?

THE MNIST DATABASE
of handwritten digits

= Data labeling is critical to Al/ML
= MNIST
* |mageNet
= BTO Building Benchmark Datasets

O et =t [ |- e | e~ |
i B N A Bl B el e

A fen -0 fesfon [ ] =]

s = sl e o |- el [ ==

« Challenges exist for grid events
= Data is decentralized and inaccessible =g
o Limits actionable data available for analytics | ProaLe BENCHARK DATASET PURPOS

BENCHMARK DATASETS

of Building Environmental Conditions and Occupancy Parameters

The wealth of data available from today’s This project is a three-year, four-laborator

building systems can provide the collaboration to collect and curate a hand
operational insights and solutions that can of high-resolution building systems datast
optimize the operation of buildings. Ideally, that have broad applicability to address
. . . such data would be securely collected at highest-impact use cases.
= Data is multimodal and unstandardized
fidelity--and include all attributes relevant to We will collect and curate high-resolution

building performance and occupant comfort. well-calibrated time series of building

o Prevents integration of different data sources
https://bbd.labworks.org/

= Data is unprocessed and unvalidated
o Lacks critical metadata and proper labeling

https://syncedreview.com/



http://yann.lecun.com/exdb/mnist/
https://syncedreview.com/
https://bbd.labworks.org/

What is an “Event”?

* No standard definition of “event” in power system standards

* Per the "Glossary of Terms Used in NERC Reliability Standards,” the
closest synonym is “Disturbance”:
= An unplanned event that produces an abnormal system condition.
= Any perturbation to the electric system.

* The unexpected change in ACE that is caused by the sudden failure of
generation or interruption of load.

d“ACE" = Area Control Error, or “The instantaneous difference between a Balancing
Authority’s net actual and scheduled interchange”

 However, an event may not necessarily indicate a disturbance (e.g.,
conventional line switching or source increase/decrease)




Event Labeling

 Labeling schemes across data providers are not unigue
* Therefore, created a hierarchical “taxonomy” of events to help organize

accordingly
I"— "
_ Group " _
‘Primary’ Events Conditions | State
. ) &
e - - - - =
Class Fault t Weather Transformers
‘Secondary’ * Sub-Class |-reuien Highwinds i ol s | steady-state Single-phase
s : : : )
Class (Equipment ] r?;:ﬁi?ﬂ (Loads (Multi-phase
‘Tertlary’ * SUb'CIuss i | *uve wire on ground ::I:.I:::::Tﬂavu | Change State :]T-h“r:-:::::n
- I )




Data Types

PoW events tend to be
Isolated disturbances
from distribution
systems

PMU events come from
transmission system
locations

FOA 1861

FNET

Oscilloscope

PMU (Transmission)

Among others...

M‘Wdlm WWWWWNWWWM




User |nte|’fa(:e https://gesl.ornl.qov

' GESL SR 5 SN Lisrary Home  Dashboard FAQ Contact Application

Welcome to the

GRID EVENT SIGNATURE LIBRARY

Introducing the Grid Event Signature Library (GESL), an Share your data

innovative initiative spearheaded by the Oak Ridge National If you have data you would like to host on the GESL, would like
Laboratory (ORNL) and Lawrence Livermore National to submit relevant publications, examples, or success stories,
Laboratory (LLNL) under the banner of Department of please send an email to geslsupport@ornl.gov.

Energy's Office of Electricity. Our core mission centers around
advancing the field of machine Ilearning and artificial
intelligence (ML/AI) applications for the power grid.

At the heart of our endeavor lies the establishment of a user-
friendly, meticulously curated, and comprehensive repository
housing power grid waveform data. This repository is more
than just a collection; it stands as an essential tool, propelling
the evolution of ML/AI applications within the realm of grid
systems. Join us as we drive forward the future of grid
technology.



https://gesl.ornl.gov/

User Interface

'?:3.'- GESL SERATSRE Lisrary

Grid Event Signatures

© Display
Filter Criteria

© Signature Id(s)

© Description Contains

© Event Date Range (UTC)
© Data Sources

© Event Tags

© Sites

© Sensors

© Download Options

Data Sources

https://gesl.ornl.gov/dashboard

Home Dashboard FAQ Contact Application ¥

© Providers Summary

Total
1"

Event Tags

© Event Tags Summary

Total

172 (5-Main Categories 38-Sub Categories 129-Class Tags)

© Conditions
© Equipment
© Events

© Phase

© state

© GridSweep Metadata

***To load Signatures / data, enter filter criteria on left and click on the Load button***

Signatures Event Tags
Count Count
5643 8513
Signatures Event Tags
Count Count
5643 8513

463

2049

1485

363

4153


https://gesl.ornl.gov/dashboard

Waveform Signature ID: 2

Filter Criteria

© Display Measurement Types

Current (A)
la (A)
Ib (A)
Ic (A)
In (A)
Voltage (V)
Va (V)
Vb (V)
Ve (V)

15,000

10,000

5,000

-5,000

-10,000

-15,000

Waveform Signature ID: 2

Filter Criteria

© Display Measurement Types

Current (A)

la (A)
Ib (A)
lc (A)
In (A)

Voltage (V)
Va (V)
Vb (V)
Ve (V)

15,000

10,000

5,000

-5,000

-10,000

-15,000


https://gesl.ornl.gov/dashboard

‘Thank you
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Motivation for the Transmission Signature Library (TSL)

0.08

- DOE’s Big Data Synchrophasor Analysis? )
program highlighted the value of providing da Simulated Event
researchers with field-measured data

* DOE requested that portions of the data gathered
for the program be made publicly available

« Common datasets improve the reproducibility

Frequency Deviation (Hz)

of research and comparison of methods o o = ® -
« Simulated data cannot capture the diversity """ Reset zoom
and complexity of real measurements GESL Event

60.000

« The Grid Event Signature Library (GESL)?
provided an excellent way to make real-world ==

59.970

synchrophasor measurements publicly
available

59.940

L https://www.enerqgy.gov/oe/big-data-synchrophasor-analysis
2 https://gesl.ornl.gov/



https://www.energy.gov/oe/big-data-synchrophasor-analysis
https://gesl.ornl.gov/

Curation

1694 event records were selected from the two-year dataset created for the
Big Data Synchrophasor Analysis program

Event identification
= Event logs provided by utilities

= Events detected by researchers participating in the Big Data Synchrophasor Analysis
program

= Sustained oscillations detected by PNNL
Each entry was labeled using the GESL syntax

Stored under Provider 9 (Eastern Interconnection) and Provider 10 (Western
Interconnection)

Data quality
= Signals with severe data quality problems were removed
= Signals with small amounts of missing data were retained




Event Types

Frequency Deviations
Generator Trips
Oscillations

Faults

Ambient

= 1 minute
= 30 minute

Frequency (Hz)

60.14

60.12 -

60.1

)
=
-
oo

»
o
o
o3

60.04 -

60.02 -

60

10 15 20 25 30
Time (sec)
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Event Types m
60 -
* Frequency Deviations ool
* Generator Trips -
. . [
* Oscillations = 59.96
o
* Faults 5
: 3 59.94
» Ambient i
= 1 minute 0ol
= 30 minute |
59.9 r
59.88 : : '
0 50 100 150 200

Time (sec)




Event Types

11 r
* Frequency Deviations 10Mwwﬁﬁmmﬂ
* Generator Trips 9t

* Faults 5
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Event Types

* Frequency Deviations
* Generator Trips

* Osclllations

* Faults

« Ambient
= 1 minute
= 30 minute

Voltage (pu

1.1

1.09
1.08 -

1.07 ¢

1.03 1
1.02

1.01 ¢

0.5

1.5

2
Time (sec)

2.5

3.5




Event Types

Frequency Deviations
Generator Trips

Oscillations

Faults

Ambient
= 1 minute
= 30 minute

Voltage (pu)

1.1

1.09

—
-
8}

—

o

on
T

S

1.03

1.02

W Ny - e
el e e A Y L ]
S e SN N

10 20 30 40 50 60

Time (sec)
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Event Types

Frequency Deviations
Generator Trips

 Oscillations ;&
[ )
e Faults S
] =
e Ambient 1.06 |
= 1 minute
= 30 minute 1.05¢

PR g iju“*_*_-“"w“ﬁr'ﬂ'
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Obfuscation Procedure

 The TSL's anonymization procedure was informed by:

= A study reviewing the effectiveness of the anonymization process implemented for the
Big Data Synchrophasor Analysis program

= Previously published Test Case Library of Power System Sustained Oscillations -
https://web.eecs.utk.edu/~kaisun/Oscillation/actualcases.html

= Most importantly, meetings with several data providers

« Anonymization steps:
= No topology information
= Single current measurement per PMU
Substation names removed
PMU identifiers randomized for each event
All data at 30 frames per second
UTC timestamps removed; month and year retained
Voltage and current magnitudes converted to per unit



https://web.eecs.utk.edu/~kaisun/Oscillation/actualcases.html

Obfuscation Limitations

« Can PMU data be perfectly
anonymized and remain useful?
NoO.

= Each interconnection has distinct
characteristics

= A system’s dynamics cannot be
removed without destroying the
data

Shape of the Eastern Interconnection’s
Northeast-Midwest Mode of Oscillation



Obfuscation Limitations

« Can PMU data be perfectly
anonymized and remain useful?
NoO.

= Each interconnection has
distinct characteristics

= A system’s dynamics cannot be
removed without destroying the
data

* IS It possible to obfuscate data
to the point where data owners
feel comfortable making it
publicly available? Yes.

Shape of the Eastern Interconnection’s
Northeast-Midwest Mode of Oscillation



Is Obfuscated Data Useful?

« Anonymized data has limited value

Date of putfication oo 00, 0000, date of cumert version oo 00, 0000

gl gt Mt 10 1 HORACCEXE 2007 D

An Open-Source Library of Phasor
Measurement Unit Data Capturing Real
Bulk Power Systems Behavior

SHUCHISMITA BISWAS (Member, IEEE), JIM FOLLUM (Member, IEEE), PAVEL ETINGOV
(Member, IEEE), XIAOYUAN FAN (Senior Member, IEEE), and TIANZHIXI YIN

Paile Nothecs Natmad | ey (PNND L Bablanl Wadungton LUSA (¢ aal e hots oo @ sl pon )
Corresponding author: Shaxchacmss Brvaas (¢ mad sheachivmica biswas @ panl gov)

The Pacific Nortrwest Nationad Laborssory is operatad by Batielle for the US. DOE under Contract DE ACDS 76RLOISN.

ating
ource

for analyzing the underlying system
* It has significant value for evaluating

: ABSTRACT This paper describes an op e library of t 1on-level synchropha re
ments, curated with the aim of accelerating data-driven research and development in the power systems
domain. This datasel contains measurements describing both disturbances and ambient conditions, spans
Iwo years in time, and is sourced from electric utilities across the United States. Comprised of 1694
unique events, this is the largest of ce rep y of real ir Jevel phasor unit
(PMU) data 1o date, and will be invaluable for benchmarking new algorithms, testing tools and approaches
developed by vendors and rescarchers, and developing educational tools for university students and control
room operators. This paper additionally highlights several potential applications of the dataset that may be

algorithms

= Event detection and classification
Automated frequency response analysis
Oscillation detection and analysis

= Managing missing data

* In our ongoing work, we are
highlighting how the TSL can support
a variety of use cases

uselul 1o the rescarch community

: INDEX TERMS Phasor measurement unit, dataset curation, benchmark dataset, Synchrophasor dataset

L INTRODUCTION

HASOR measurement units (PMUs) record  time-

synchronized high-resolution measurements of power
systems quantitics, providing a granular insight into power
grid dynamic behavior [1]. Ever since commercial PMUs
became available and were installed by clectric utilities
around the world in the last few decades, PMU data has
provided wide-arca situational awareness (o system operalons
and enabled a plethora of applications such as event detection
and localization [2]. [3]. natural oscillation monitoring [4],
[5]. forced oscillation detection [6). [7]. equipment failure
prediction [8]. [9] and dynamic model validation [10}-[12).
However, given the sensitive nature of the critical infrastruc-
ture that PMUs monitor, electric utilities are reluctant (o share
PMU data with rescarchers without contractual safeguards in
place. This is a bammier to resource-constrained researchens
who may lack institutional relationships with utilities, and
thus end up using simulatod/synthetic mea s for their

power system domain

Recognizing this challenge while secking 0 accelerale ou
data-driven rescarch and development in power systems, the R svallablc
US Department of Energy (DOE) and Pacific Northwest Py facilitat-
National Laboratory (PNNL) aggregated and anoaymized L 1 m #‘“
Iwo years of transmission-level PMU data along with event . c. (1)
logs from electrical utilities across the United States [13]. cou be o"l:—’xﬂ:
Eight DOE rescarch grant awardees (henceforth referred 10 PMU data
as awardees) were provided access (o this National PMU
Dataset (NPDS) under non-disclosure agreements (NDA). sy
The awardces developed several approaches aimed al data g two US
cleaning, event detection, and disturbance classification that itoader Geid
were used 10 identify add | events not doc din the R'::;::‘
original event logs [ 14). Building on these efforts, a hbrary 2

lorm mea-

of representative events has been extracted from the NPDS,
validated by domain experts, and made publicly available
through the Grid Event Signature Library (GESL) framework

rescarch. This prevents rescarchers from addressing unique
challenges present in real power systems measurements and
creales considerable obstacles n improving the technology
readiness levels of rescarch-grade algonthms. Further, the
lack of publicly available labeled datasets has limited the
development of machine-keaming based applications in the

VOLUME 4, 2006

nt, d by the Oak Ridge National Laboratory (ORNL)
and Lawrence Livermore National Laboratory (LLNL) [15) K o gy arc
This paper describes this dataset of event signatures (re- § been auto-

ferred 1o as the Transmission Signature Library or TSL in
the rest of this work) and how it has been curated, labeled, h
and validated. Some of the many potential applications of ' cvents and
the TSL dataset are illustrated and future avenues of ex-

d frequency

beviat L e \rehive Wal arc provided

Further details can be found n [13).




Conclusion

* The Transmission Signature Library has several benefits

= |t will help researchers develop algorithms that can handle the real-world diversity and
complexity of field-measured data

= |t provides researchers with a common dataset to facilitate comparison of methods
= |t will make research more reproducible by making the underlying data available

* Public release required obfuscation

= The anonymization procedure was informed by prior work and discussion with data
providers

= No practical anonymization is perfect, but it can be acceptable to data owners
= Despite anonymization, the dataset remains valuable in supporting research

e See our open-access journal paper to learn more about the TSL:

= S. Biswas, J. Follum, P. Etingov, X. Fan and T. Yin, "An Open-Source Library of Phasor
Measurement Unit Data Capturing Real Bulk Power Systems Behavior," in IEEE
Access, vol. 11, pp. 108852-108863, 2023, doi: 10.1109/ACCESS.2023.3321317.




Thank you

- James Follum,

2-,~ -

TR’ W — EPyniea

| PNNL =

":-'z 1

=

» = < — s
). - L“ :.,’,, B
JIIU


mailto:James.Follum@pnnl.gov

€¢

Power Sector
Transmission &
Distribution Data
and Information

WEBINAR SERIES

Topic 2 - Cross-sector and Open Data Sharing and Risks

GridSweep® Instrument:
Sharing the data

Alex McEachern
Afflllate Lawrence Berkeley National Lab

ALES(@MCEACHERN T
® @ - . ® =
P O, &
uuuuuuuuuuuu - w @
ENERGY \:f/
OAK RIDGE
Hecmom @O A!gmg,,sy %Natmnal Laboraory  PaCific Northwest -




GridSweep
Instrument

* A new instrument for
probing distribution grid
stability (GMLC/SETO/OE)

 Parts-per-billion voltage

resolution

* Applications
* Reduce risks of increased
solar/battery deployment

= Detect rehearsals of
substation cyberattacks

= Novel information about “
distribution grid behavior

- GridS — 4- DOE-f | |
= Fleet available at LBNL ridSweep year DOE-funded development & deployment




GridSweep
Instrument Data

« Creates open-source
data for research,
optimized for voltage
oscillations below 60 Hz

* GPS-sync Continuous-
Point-On-Wave voltage
measurements, at parts-
per-billion resolution

* All measurements:
= Made at 120-volt outlets
= Voltage only
= Stored locally

Amplitude Modulation FREQUENCY (Hertz)

UC Riverside WCH GridSweep--005 - 2022-10-11 15:00 UTC to 2022-10-11 22:45 UTC

1-minute Magnitude Mean without McEachem Filter, 1 min sliding - 4.0Hz~40.0Hz - Full Scale 35ppm of 120V
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GridSweep Instrument:
Initial Deployments

% ALAMEDA
MUNICIPAL POWER

An IDACORP Company

.Y Hawaiian
VU Electric

RIVERSIDE
- ..
= Dominion
=

Energy’

GridSweep deployment — Hawaiian Electric Co




GridSweep Instrument: ™ & pae (40
Design Challenges . L

“""”" ﬂ“ ﬁ/‘\'h‘
GridSweep design goal Challenges
Measure distribution grid All measurements (and Develop instrument capable of parts-per-
characteristics, while avoiding probing) only on 120-volt billion voltage measurements, plus
extensive utility approvals. outlets. probing device, plus advanced signal

extraction algorithms.
Avoid extensive utility IT Absolutely no Works well for research. (But not
approvals. Internet/intranet connection. acceptable for control.)

Hard drive.

Plug into 120-volt outlets at GridSweep instrument is Aside from design challenge, UL-listing
utility office buildings, homes, UL-listed, FCC-certified, requires UL-certifled manufacturing
substations, etc. CE-marked location.
Open-source release all raw ORNL’s Grid Signature Typical “signature” in ORNL library is
data, processed data, and Library. 0.1 megabyte. Typical GridSweep

software. measurement is 100’s of gigabytes.



GridSweep Instrument: Data Sharing Results

« GridSweep analysis software is now released, open-source.

« Approximately two terabytes of GridSweep data is pending release on ORNL
“Grid Signature Library”

3 c 2 Historical weather data source: https://weatherspark.com
I\/I t I t Additional information — photos — drawings

2/17/2022: 8 GridSweep instruments deployed at Idaho Power — 81 GB of data . S

3 deployed as probes, 1kW each, on 3 phases. 5 deployed as sensors night Sy ioht
= Raw GPS-CPOW voltage

— - e
- -

recordings — Excel files S T pES <. o~ L

489€ 50°F
J ] .,I" o L p
\ l | / 25
vy vy Ty - -
= Processed voltage ( - ;
wo0r-n @ | —_— - R —— S
U " - (//
. ) g 3 TG
' I
P Qi obo Power
12AM 3AM  6AM 9AM 12PM  3PM 6PM 9PM 12AM
) ) [ rgia 1 | = | = =) [lsarm ]| hot Jlswerering]
2/23/2022: 8 GridSweep instruments deployed at Idaho Power — 81 GB of data 15 ¥ A WE0SF 0S¥
3 deployed as probes, 1kW each, on 3 phases. 5 deployed as sensors.
Later deployment
Cloud Cover on Friday, February 18, 2022 at Boise Air Terminal
PO R 1 sl ~1 A +Feb2022 & Unk & Downios
" Y night day night
* I ] { f R
po— 77 >
e 500 ft < ! 1 ! i ' et 500 ft
¢ s

" T12AM 3AM  6AM 9AM 12PM 3PM 6PM 9PM 12AM O

GridSweep experiment metadata |

GridSweep® Metadata — Idaho Power 2022-03 - Page 15 of 15

GridSweep® Metadata — Idaho Power 2022-03 - Page 6 of 15




GridSweep Instrument: Data Sharing — Lessons Learned

1. GridSweep measurements reveal previously unknown characteristics of distribution
feeders and may revise the way we think about IBR deployment limits.

2. By restricting GridSweep measurements to 120-volt outlets, we discovered that utilities
had little to no concern about open-source releasing the data (even though, given
GridSweep’s precision, characteristics of the distribution feeders and substations might be
revealed).

3. Avoiding the utility IT requirements, i.e. completely eliminating any instrument
Internet/intranet connection, made it a LOT easier to install instruments.

4. The two big technical challenges
1. Making parts-per-billion voltage measurements in residential/office environments
2. UL listing, FCC certification, CE marking, and especially UL-certified manufacturing

5. It was difficult to get guidance from DOE regarding what we perceived as possibly
sensitive uses of this publicly-released data.

6. It was challenging, as newbies, to work through the open-source release requirements for
the software that we had written.
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ODIN - Outage Data Initiative Nationwide

Data & Interoperability

Read the White House Call to Action for real-time, standardized, and transparent power outage data

Welcome to

ODIN/:

OSTP ODIN Fact Sheet View Outage Map

. About ODIN . ODIN FAQ ‘ Contact us

(DENERGY %Q)KRIDGE

Outage Data Initiative Nationwide
(ODIN)

Utilities Participating In ODIN

Outage Vendors Supporting ODIN

https://odin.ornl.gov

- 00000

Problem: Outage data from utilities is valuable to
customers, neighboring utilities, and regional
emergency management partners, but data is too
often fragmented, unavailable, and/or lacking
commonalities

Solution: ODIN Is a network of leading electric
service providers who are committed to providing
comprehensive interoperable power outage data that
enables utilities and others to exchange data freely
with designated stakeholders at all levels — helping
restoration, reliability, risk mitigation, emergency
response, and more


https://odin.ornl.gov/

The ODIN Network
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White House Call to

Action 125 14

Utilities Participating Supporting Vendors

* ODIN effort expanded
real-time collection of
data to nearly 44 states
and Puerto Rico

 Committed utilities
were highlighted at
the White House
Electrification Summit
on December 14, 2022

Coverage in 48 states and PR!




e

[e]

Unlock
opportunities
for federal
funding

Benefits of Data Sharing

Control and
authoritatively
share your data

using ODIN

Spend less
time on the
phone in an
emergency,
allowing you to
concentrate on
crucial
restoration
efforts

(1)

Save lives In

underserved

communities
and for the
electricity-
dependent

I%‘\

Commit to
leading on
transparent
sharing and
resilience



On the Same Page When It Matters

ODIN standardization allows you to effortlessly share authoritative, real-time
data with:

I
O

N~ 7

L4
'.

h-:

NEIGHBORING EMERGENCY GENERAL PUBLIC
UTILITIES MANAGEMENT




Federal Funding

Funding Source

Funding Amount

Purpose

Grid Resilience
Innovation Partnership
program (GRIP) (BIL)

$10.5 Billion to Utilities
and Related Operators,
participation, and ODIN
participation is a Program
Policy Factor in Topic
Area 1, Grid Resilience
Grants

Support innovative approaches to
transmission, storage, and
distribution infrastructure to
enhance grid resilience and
reliability.

Inflation Reduction Act

$40 billion in loan
authority

Transmission expansion projects
and emerging technologies,
iIncluding HVDC deployment and
GETS manufacturing and
deployment.




Use Case: Washington Department of Commerce

| I Collaborative efforts operational

ASSESSMENT TOOL

since 2021

* WA can monitor outages from
storms and other events in a
single “pane of glass,”
iIncluding wildfire and utility
service territories

* This supports resilience

M planning and coordinates
hoasnesniad mitigation planning between
utilities and local emergency
management




Use Case: Minnesota Rural Electric Association

A statewide association representing 50 not-for-profit coops

o

85%

of Minnesota’s Landmass

\

)

M

/

o

Y3 Pop.

of Minnesotans Served

\

)

138k Miles

of Electric Line

o

\

)

Standardized outages provide visibility to multiple stakeholders

Source . https://www.mrea.org/

“Creating a state-wide map of outage data will benefit stakeholders in Minnesota
before, during, and after high-impact grid and weather events.”

~ Darrick Moe, President & CEO, Minnesota Rural Electric Association



https://www.mrea.org/

Participation Made Easy

Integrate through your outage data vendor

)\.i AELBTI |NOEN-!- gd+datacapable @ esri (llll) FUTURA ML‘-&&EL%
fynisc | orRACLE fip:;h{ SI=ENA (gg\g?

Business

energy services

Contact odin@ornl.gov today to see if your vendors support the ODIN standard



mailto:odin@ornl.gov

Integration Options

N N

Standards Methods
« Common Information Model « Vendor Supported Integration
(CIM) IEC 61968-3 « ESB Integration

K. MultiSpeak v4.1 (and greater)/ K Utility Development via API /

9

As fast as a 30-minute Integration setup

one-on-one support available at no additional cost




Secure Exchange of Data

The Outage Data Initiative Nationwide Is part of the the U.S.
Department of Energy and Oak Ridge National Laboratory.

A2, U.S. DEPARTMENT OF

[ A 0N CPE' ELECTRIC POWER
B @ ] ENERGY RESEARCH INSTITUTE

%OAK RIDGE

National Laboratory

Oak Ridge National Laboratory is managed by UT-Battelle LLC for the U.S. Department of Energy




Commit to Lead Resilience Today

1. Fill out and send the Participation Letter to ODIN

2. The ODIN team will schedule a 30-minute kickoff meeting to
discuss implementation

Visit https://odin.ornl.gov

—



https://odin.ornl.gov/

Thank you
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OEDI S| Overview

New Technologies Data Stack
— <+

o e em— — — e— — —

/ N\

Point on Wave

u-PMUs
Line Monitoring: Fault Location
\.. - -
Smart Grid Data Stack
[ —d
| |\ Imputation
I

| AMI/MDM/Smart Meters | >
I I ‘ Data Integration
| | & Curation
' |
| |
\

B s ————————— /

Bad Data
FiIteriqg

I
I
I
"
N 4
—

DMS: SCADA & RTUs & Load Forecasts

OMS & CIS & IVR: Outages

GIS: Equipment & Network Connectivity

' SOLAR ENERGY
7| TEcHNoLoges orrice



Provide Easy Access to Data and Algorithms for Solar Integration
Simulations

Adaptation of power systems analytics for
distribution networks with high distributed
solar generation participation

Robust physics/network model-based “m

algorlthms P Reproducible Replicable
New machine learning algorithms based on =

I -
large data sets & Robust Generalisable

Steady-state and transients’ analysis
Data interfaces (CIM, OpenDSS, Gridlab-D)

~ SOLAR ENERGY
/// /1| TECHNOLOGIES OFFICE
////“ U.S. Department Of Energy



OEDI OEDI FY22 Lab Call, Core Topic

Public Data Private Data * SETO Core Lab Call Program
* Network models  Network models Nati | Lab llab :
= 123 |EEE network =  Confidential network data ational Labs collaboration
" SmartDS networks * Confidential complementary ANL, NREL, ORNL, PNNL
e Complementary da’ga data 5022 O 5004 S
u ;(I)\;?//SSOlartPV 2r0f|les 0 Confidential Ioad/solar PV Ct. tO 4 ept-
- r.nar el profiles 1 nd
) Iinl\;lal]th nverters *  Confidential smart meter data, ApproaChlng end of 2 BUdget P
C e cencors S User interface is rudimentary
O : :
o Public Algorithms Private Algorithms BIUt p.rlr\]/ate dat?/pfrlvate
& | Verified algorithms using e To test proprietary algorithms a gorithm proof-of-concept
= 123 IEEE network locally implemented & tested
= SmartDS networks :
= Using OEDI Sl data pre- i i i
e Steady-state & Transients procgssing g Actively promoting to public
»  Distribution State Estimation = Using OEDI Sl public data Users group kick-off

=  Volt/VAR optimization
=  Fault location, etc.

* Network model (physics
based) algorithms
* Machine learning algorithms

In BP3, more data & Ul &
algorithms/data from other
SETO/SI programs/projects

\ \ SOLAR ENERGY

TECHNOLOGIES OFFICE

Ready by 2023 Fa” Ready by 2024 Fa“ U.S. Department Of Energy



Local Workstation

= Download public data
= Duplicate results posted at OEDI SI

= Download public algorithms (docker containers)

OEDI SI Public Use

A

Local Data
Repository

A 4

1

ocal Data

* Your network

model

* Your AMI

* Your PMU

* Your solar profile

* Your historical load

= Download public algorithms (docker containers)
= Complement public data with your private data
= Verify a particular approach works for your data

A

Cases Library

(.

containers) with your algorithms
= Download public data

Complement public algorithms (in docker

= Complement algorithms with yours & verify results
= Complement public data with your private data

A

> Analysis

A 4

Power Systems

Algorithms

A

Select use case

OEDI SI User Scenario (what-if analysis) Interface

Select

Select your data Select parameters . .
configuration

\ 4

A

A 4

OEDI SID
Reposito

Raw

* Network
* Load Profiles
* PV profiles,

A

etc.

ata !
ry '

Composite
» DSSE

* Volt/VAR
* Fault
Detection

Data Profiler

Data verification
Solar disintegration
Time-series load
profiles

Time-series PV profiles

OEDI SI Multi-purpose Executables (Docker ContTaEers) Libraries

Data Preprocessor

Data Anonymizer Data Integrator
Map onto synthetic Synchronize data
network Integrate data into
Map load & PV single input sets
profiles

Sensors Algorithm

Create perfect/ full set
measurements
Introduce random &
gross errors

Other HELICS Federates

Model Conversion Container

Co-simulation Orchestrator
(HELICS)

OpenDSS Container




Workflows

1. Use OEDI S! for replicating models and algorithms

Simplest use-case.

Use the public data & public algorithms to see if you can replicate the posted results. You do not need to run the data pre-
processing. The composite (integrated and cured) data is ready to be used.

Download the posted data and docker containers, run the executable.
Compare your results to the posted results using (publicly available) different metrics. They should be very similar.

2. Use OEDI S to check your algorithms that you do not want to share

More complicated use-case.

Download the public data. You do not need to run the data pre-processing. The composite (integrated & cured) data is
ready to be used. All you need is to use a data standards OEDI S| supports in your input algorithm (API)

Download the docker containers and swap the modularized a public algorithm(s) with your own.
Compare your results to the posted results using different publicly available metrics. They should be quite similar.
Later on, when/if you are sure about your algorithm, you can share it on OEDI

3. Use OEDI S! to check your algorithms and your data that you do not want to share

Most complicated use-case.

Download the public data if you want to use certain (raw data) components. Run the data pre-processing.
If you would like, you can run the anonymizer and publish your data on OEDI S later on.

Download the docker containers and swap the modularized a public algorithm(s) with your own.

Compare your results to the posted results using (publicly available) different metrics. They should be similar.
. SOLAR ENERGY
You can post your algorithm as a robust & scalable approach. TECHNOLOGIES OFFICE

U.S. Department Of Energy



OEDI S| Web Portal

QEDI

Open Energy Data Initiative
U.S. DEPARTMENT OF ENERGY

Q search energy data Search

Featured Data

Jnlloo0|

Analytics

&

Machine
Learning

What is OEDI SI?

OEDI Solar Systems Integration Data and Analytics (OEDI S} is a collection of use-cases that provide public domain data sets, their curation and
mapping into single integrated input data for power system analysis of distribution and transmission networks with high solar generation resources.

QEDI S|

The main goals of OEDI Sl are to:

= Provide access to public data, data integration and mapping into a single consistent data set in some of the widely accepted 1/O formats
= Provide at least one physics and network, or data and ML based power system analysis algorithm(s)

Enable reproducible, robust, replicable and generalizable R&D in simulations and emulation of sclar system integration

Encourage and enforce open-source algorithms and publicly available multiple data sets in standard /0 formats
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Currently, OEDI! Sl is still being developed by a subject matter experts with collaboration of four National Laboratories: Argonne National Laboratory
(ANL), National Renewable Energy Laboratory (NREL), Oak Ridge National Laboratory (ORMNL), and Pacific Northwest National Laboratory (PNNL). It
is being funded through a 2022 Lab Call Program by DOE/SETO Systems Integration.
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Browse OEDI Sl Use-cases View the OEDI S| Wiki Submit OEDI Sl Data

OEDI Solar Systems Integration Data &
Analytics. Tools to develop reproducible and
generalizable power systems simulations.

A data lake is a collection of curated and
diverse datasets built to accelerate
accessibility and collaboration. The lake
enables sustained access to large data files.

https://data.openei.org/
https://openei.org/wiki/OEDI-SI/Overview

* Typically, single source data
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* OEDI is from previous Lab Call

* Leverage existing OEDI architecture
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TOPIC 4: Sensor Data and Device Research
Wednesday, November 1 | 10:00 a.m. to 12:00 p.m. PDT
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