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Executive Summary

Buildings are an integral part of our nation’s energy economy. Advancements in information and
communications technology (ICT) have revolutionized energy management in industrial facilities and
large commercial buildings. As ICT costs decrease and capabilities increase, buildings automation and
energy management features are transforming the small-medium commercial and residential buildings
sectors. A vision is emerging of a connected world in which building equipment and systems coordinate
with each other to efficiently meet their owners’ and occupants’ needs and buildings regularly transact
business with other buildings and service providers (e.g., gas and electric service providers). However,
while the technology to support this collaboration has been demonstrated at various degrees of maturity,
the integration frameworks and ecosystems of products that support the ability to easily install, maintain,
and evolve building systems and their equipment components are struggling to nurture the fledging
business propositions of their proponents.

Through its Building Technologies Office (BTO), the United States Department of Energy’s Office of
Energy Efficiency and Renewable Energy (DOE-EERE) is sponsoring an effort to advance
interoperability for the integration of intelligent buildings equipment and automation systems,
understanding the importance of integration frameworks and product ecosystems to this cause. This is
important to BTO’s mission to enhance energy efficiency and save energy for economic and
environmental purposes. For connected buildings ecosystems of products and services from various
manufacturers to flourish, the ICT aspects of the equipment need to integrate and operate simply and
reliably. Within the concepts of interoperability lie the specification, development, and certification of
equipment with standards-based interfaces that connect and work. Beyond this, a healthy community of
stakeholders that contribute to and use interoperability work products must be developed. On May 1,
2014, the DOE convened a technical meeting” to take stock of the current state of interoperability of
connected equipment and systems in buildings. Several insights from that meeting helped facilitate this
description of the current landscape of interoperability of connected buildings, which focuses mainly on
small and medium commercial buildings.

To help describe this complicated landscape, a framework for buildings interoperability has been created
(see Figure ES.1). This framework borrows from existing work from the GridWise Architecture Council;
American Society of Heating, Refrigerating, and Air-Conditioning Engineers’ automation model; and the
National Institute of Standards and Technology’s smart grid conceptual model. This framework adapts
that material to emphasize a buildings-centric perspective. The scope of the landscape covers the
interactions within buildings operations, between communities of buildings, with building service
providers, with market service providers (e.g., energy markets), and with energy distribution service
operators. The framework is used to discuss (1) use case scenarios that describe these interactions; (2)
existing standards used to advance interoperability to support the use case scenarios; and (3) the
stakeholder community (organizations) influencing the advancement of interoperability standards, testing,
and technology deployment.

While the landscape for connected buildings interoperability is indeed complex, the state of the art for
integrating connected equipment is advancing quickly. Machine-to-Machine communication initiatives
are developing new approaches for integration, Business-to-Business initiatives are offering progressive
approaches to transact business once connected, and Internet-of-Things concepts are aligning people and
companies toward ecosystems that support ease of system integration. These emerging ICT concepts and

! http://energy.gov/eere/buildings/downloads/technical-meeting-datacommunication-standards-and-interoperability-
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tools contribute to the imagination of new approaches for connected buildings interoperability. By
capturing the attributes of interoperability desired to support the identified use cases, the connected
buildings community can develop a set of requirements for interoperability as this marketplace matures.
This landscape document attempts to set the stage with the current state of interoperability for connected
buildings and outlines an initial list of requirements to be addressed going forward. In addition, it provides
a summary of emerging ICT concepts that could advance interoperability for connected buildings.

To encourage vibrant product ecosystems for connected buildings in the future, a series of meetings is
proposed with the objective of developing a roadmap of activities that advance connected buildings
interoperability. This landscape document is designed to provide context and provoke thinking for that
discussion. Engaging attendees representing a variety of stakeholder perspectives should facilitate the
discovery of the common characteristics that align the community on substantive directions toward the
achievement of interoperability objectives.
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1.0 Introduction

Achieving national buildings energy efficiency goals requires the adoption and deployment of building
energy management and automation systems at very large scale throughout the United States. Currently,
only a small percentage of buildings have automation beyond simple control loops (e.g., thermostats).
The Pacific Northwest National Laboratory (PNNL) report, Small- and Medium-Sized Commercial
Building Monitoring and Controls Needs: A Scoping Study (Katipamula et al. 2012), indicated that
“...over 90% of commercial buildings are either small or medium-sized (under 50,000 square feet) and
most if not all lack the sensors and information and communications technology (ICT) systems needed to
operate them at optimal efficiency...” That report targets energy efficiency of small- to medium-sized
commercial buildings in the United States, but with a global perspective because many system vendors
are international enterprises. Examples of small commercial buildings (i.e., under 5,000 sg. ft.) include
retail stores, restaurants, dry-cleaners, offices, and convenience stores. These buildings constitute about
~55% of all commercial buildings. Examples of medium commercial buildings (i.e., typically greater
than 5,000 sq. ft. but less than 50,000 sq. ft.) include chain retail stores, public assembly, religious
worship, distribution warehouses, grocery stores, and multi-office buildings. This segment makes up
another ~40% of all buildings.

Many of the challenges and issues that inhibit the rapid growth of building automation systems in these
building categories revolve around the lack of sufficient connectivity and interoperability between devices
within buildings, between buildings, and between buildings and service providers. The impact of
improved interoperability on scalability is evident in other domains such as the Internet, where a set of
core communication standards (i.e., HTML, HTTP, and TCP/IP) (Internet Engineering Task Force 2015;
World Wide Web Consortium 2015) led to the exponential growth of web servers and browsers to quickly
become the World Wide Web. Taken together, these standards created an open “communication stack”
that could be implemented by different vendors and deployed independently while maintaining
interoperability, which cultivated a fertile environment for growth.

Buildings connectivity is complex. It requires common understanding and agreement between diverse
stakeholders involved in a range of technical domains across a wide-variety of buildings that support
many different business purposes. This challenge is similar to that addressed by the GridWise
Architecture Council (GWAC) Interoperability Framework (GWAC Stack) (GWAC 2008) (see Figure
A.2) for improving smart grid interoperability. The GWAC Stack identifies the components of
interoperability that need to be addressed with agreements between interacting parties that bring
alignment to allow systems and devices to connect and interoperate. Buildings connectivity challenges
can be characterized by leveraging this interoperability framework.

Buildings energy efficiency, connectivity, and automation are closely interrelated. Dynamic energy
efficiency and energy optimization requires a building to actively react to changes that impact
consumption or generation of energy. Most automation systems today in small and medium commercial
buildings are simple, standalone controls rather than integrated systems. Improving the value proposition
for advanced building automation through enhanced building connectivity will help decrease life-cycle
costs and increase application functionality.

Evaluating the existing standards landscape is an important initial step in identifying key challenges that
impede buildings connectivity and impact the deployment of building automation systems. This
document introduces the scope of buildings interoperability and develops a buildings interoperability
conceptual model and framework based upon existing widely used architectural models. This model and
framework provides a context for organizing key buildings use cases from related efforts. Relevant and
nascent standards and key industry stakeholders are mapped onto the framework to provide a baseline for
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understanding the current buildings standards landscape. In addition, a set of preliminary challenges and
gaps are identified through analyses and evaluations of the buildings standards relative to goals and
objectives identified in the GridWise Architecture Council’s Interoperability Maturity Model (IMM)
(GWAC 2015).

This approach to improve buildings interoperability works to align relevant stakeholders through the
development of an interoperability vision for connectivity in context with, but not constrained by, the
existing standards landscape. When considering this long-term vision, near-term challenges can be set
aside to allow focus on the ultimate characteristics that simplify the responsibilities of the integrators and
users of the buildings automation technology. From this unconstrained vantage point, the key gaps in
standards and technology can be identified and the evolutionary paths defined to address specific
challenges (e.g., the incorporation of legacy devices and systems requiring backward compatibility where
needed).

To this end, this buildings interoperability framework introduces an interoperability vision scenario and
briefly describes it as a basis for subsequent evaluation of standards requirements and technology. In
addition to standards and technologies being applied within the domain of small to medium buildings,
emerging communications standards gaining momentum beyond the buildings industry are introduced.
These standards provide capabilities that have the potential to be leveraged for enhancing building
connectivity and contribute to a buildings interoperability vision.

1.2



2.0 Scope of Buildings Interoperability

Buildings differ greatly in their characteristics and in the scope of intelligent equipment connections they
utilize. The diverse energy (e.g., electric and natural gas) equipment assets (i.e., loads, storage, and
generation) within facilities can be characterized by energy capacity, operational characteristics,
economic impact of building operations, operational flexibility of building, operational impact on the
energy system, building system complexity, level of automation, building sustainability needs, and energy
assurance needs (Hardin 2015). Many of these characteristics directly impact connectivity requirements
and increase the complexity associated with selecting and applying communication standards.

The following sections discuss five major areas of interest that help define the scope of interactions being
enabled by buildings interoperability: interactions between a building and its internal operations (Section
2.1), interactions among a community of buildings (Section 2.2), interactions with building service
providers (Section 2.3), interactions with market service providers (e.g., energy markets) (Section 2.4),
and interactions with energy distribution system operations (Section 2.5).

2.1 Building Operations

Buildings come in many shapes and sizes to serve a variety of purposes. The U.S. Energy Information
Administration (EIA) Commercial Buildings Energy Consumption Survey (CBECS) [EIA 2003]
classifies buildings based on the primary business or commercial activity, or function, carried on within
the building: (1) education, (2) food sales, (3) food consumption, (4) health care (inpatient and
outpatient), (5) lodging, (6) mercantile, (7) mercantile in enclosed and strip malls, , (8) office, (9) public
assembly, (10) public order and safety, (11) religious worship, (12) service, (13) warehouse and storage,
(14) vacant and (15) other. These classes contain more detailed building types. For example, the
mercantile type includes retail stores, studio/galleries and vehicle dealerships and the food sales type
includes grocery stores and convenience stores along with gas stations with a convenience store.

From a size and electric energy perspective, homes and small commercial and industrial (C&I) facilities
are smaller than 5,000 sg. ft., typically have less than 20 KW of electrical demand, and contain a
relatively small number of low-power loads (FERC 2009). Multi-tenant residential and medium C&l
facilities are less than 50,000 sq. ft. and typically have between 20 KW and 200 KW of electrical demand.
Typically, large buildings are larger than 50,000 sq. ft. and have greater than 200 KW electrical demand.
These large buildings contain significantly more diverse and specialized loads. In general, they contain a
wider selection of connected devices and systems from a larger vendor community compared to smaller
sized facilities, which have fewer connected devices and systems but typically greater constraints on
operational resources (e.g., capital and manpower). Due to these constrained operational resources, a
predominance of small- and medium-sized buildings in the United States would benefit from minimized
manual interactions and maximized automated interactions.

Building classifications impact building operational priorities; however, buildings across classifications
share many common interoperability requirements that can facilitate broad adoption and scalability.
Interoperability standards and technologies primarily developed for a specific building class are often
adapted for use in other classes. For example, residential standards and technologies tend toward low-
cost and ease of use while large C&I interoperability standards tend toward system and device integration
with higher reliability. Small to medium commercial buildings standards can potentially leverage and
benefit from both.
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Building operations can be impacted by contract-based relationships (e.g., leases) between building
owners, operators, and tenants. Tenant-landlord relationships, which separate operational and financial
responsibilities, can potentially result in a lack of central operations management and a distribution of
financial incentives that inhibits investment in energy efficiency. For example, if tenants are responsible
directly to energy providers for their individual energy expenses, then capital investments in overall
building energy efficiency would require an agreement between the tenants.

Responsibilities associated with the successful operations of a building or campus of buildings include
electrical energy management, gas/oil energy management, water management, building security, waste
management, and asset management (e.g., keeping systems and equipment operating reliability and
diagnosing and repairing systems and equipment when they fail). These systems utilize control and
communications technology developed by stakeholders from different industries and with different
requirements.

Currently, most residential and smaller commercial buildings have appliances and other loads but few
have generation capabilities. Most facilities have heating, ventilation, air conditioning, lighting, and
general plug loads. In the future, more commercial facilities may have solar generation, fuel cells, or
other backup generation. Large facilities and campuses may employ distributed generation, backup
generation, and cogeneration. This generation equipment will evolve over time as innovation increases
the economically viable distributed energy options available to building owners and operators (e.g., plug-
in electric vehicles [PEVs] and renewables).

Building operations can vary in complexity. The primary goal of buildings systems is to provide comfort
and quality service. Keeping these goals in mind, increased flexibility how building equipment operates
can increase efficiencies and, in turn, reduce energy consumption and provide operational savings. In
general, system complexity is minimal in residential buildings, greater in commercial facilities, and
maximal within industrial facilities. At the low end is a simple residence with the operational flexibility
of some appliances that can be cycled (e.g., air conditioner), load shifted (e.g., refrigerator defrost), or
used for thermal storage (e.g., hot water heater). In the middle range are medium-sized commercial
properties or small industrial facilities that have simple control systems and multiple subsystems (e.g.,
heating and cooling, lighting, and thermal storage). At the high end are large C&I campuses that operate
many large, complex, interrelated energy and manufacturing distribution processes. These facilities must
meet a wide range of business and safety priorities (e.g., subsystem performance, business objectives for
process management, occupant comfort, energy cost management, and demand response).

Some large commercial and institutional owners and operators have energy management systems. These
systems may utilize sophisticated distributed control systems that manage closed-loop controls for
equipment but, in general, have constrained operational flexibility. In general, loads cannot simply be
turned off without completely understanding the occupants’ objectives and the interrelationship of their
processes. Energy management involves not only electricity, but also gas, oil, chilled water, steam, air
quality, and tradeoffs among these. This is particularly important if one considers remote operation by an
external entity that does not understand the facility’s complexity (as could happen in a demand-response
scenario that benefits the electric grid).

The scope and capabilities of the automation systems that monitor and control building functions vary
greatly. Automation systems represent significant capital investments and ongoing operational expense.
They are typically implemented based on the automation system’s ability to address operational and
business challenges while providing a higher return-on-investment than manual operation. Typically, the
benefits of automation increase as the complexity and costs of a task increase.
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Levels of automation (up to ten levels) (Endsley 1999) describe different degrees of autonomy or
decision-making capability between humans and machines. At the lowest levels, all decisions are made
by humans and at the highest levels all decisions are made by machines. Simple control loops are the
easiest and least expensive to automate. The costs and difficulty of automation increases as operational
and system complexity and coupling between variables increases.

The level of automation within a facility will directly impact its ability to coordinate and optimize
building energy usage both inside and outside the building’s premises. This includes maximizing energy
efficiency and dynamically responding to grid signals. Large C&lI buildings and campuses typically have
systems that integrate energy management into operations. These systems are often single-vendor,
proprietary systems, but may also be solutions designed and installed by system integrators.

Medium commercial buildings typically have point-solutions that are cost-sensitive, energy-specific
controls that require minimal integration. They are typically not designed for external connectivity due to
high cost, low market demand, and lack of clear standards. Buildings that do have automation systems
typically utilize single-vendor, proprietary systems or solutions assembled by system integrators using
proprietary frameworks (e.g., Tridium Jace). Small commercial and residential buildings typically do not
have control solutions but, if they do, they are packaged, standalone, very cost-sensitive energy-specific
controls with plug and play integration requiring little or no engineering and minimal installation costs.

While the vast majority of buildings consume all their power from the electrical grid, a small set of
facilities are only occasional energy consumers. To reduce the dependence upon traditional energy
service providers, some investors (often with the help of policy encouragement) have decided to build Net
Zero Energy (NZE) and Zero Energy (ZE) buildings. NZE buildings provide electricity to the grid when
they produce more than they consume and draw power from the grid when there is a shortfall. To reduce
their risk of an energy failure, ZE buildings interconnect to the electrical grid and draw power only during
emergencies.

The social values of the building owner-occupants may have an effect on the electrical equipment and
energy content required by a building. A building operator may choose between various energy
efficiency decisions including onsite solar or may decide to consume only green (renewable) or low-
emission power even if the cost of this energy is higher than traditional energy. This energy may be
produced onsite or by an energy service provider.

2.2 Building Communities

Building communities differ from campuses in that they are a collection of buildings that do not share
ownership. Interoperation in building communities requires that energy transactions occur between
separate legal entities and that inter-building connectivity occurs between separate security and privacy
trust zones.

Building communities and community microgrids are expected to increase over time as building
operations personnel identify mutually beneficial opportunities and cost savings. Buildings with energy
generation capability may be interested in trading energy with other buildings in a community that may
derive financial, reliability, or other benefits from such transactions. This would be of particular
importance during natural disaster events that interrupt the flow of grid power.
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2.3 Building Service Providers

Building operations is difficult and demanding. The high complexity and cost of monitoring and
automating building operations, diagnosing equipment and system faults, and optimizing energy use often
requires resources not available to small and medium commercial building owners and operators. While
this is often an issue with large buildings as well, it is particularly problematic for smaller buildings,
mainly because the owners or operators cannot afford to retain staff and have limited budgets for
operations and maintenance services.

These functions can potentially be outsourced to organizations that specialize in providing building
operations under contract to the building owner/operators. This is analogous in many ways to the
standard industry practice of outsourcing information technology operations. Due to the wide variety of
equipment and systems within buildings, several service providers may be involved. As inthe ICT
outsourcing model, standards are critical in providing flexibility and minimizing vendor lock-in.

2.4 Market Service Providers

Retail energy markets are slowly emerging in the United States as state and local regulation and policies
are starting to recognize the benefits of retail competition and the success of wholesale energy markets.
There is also an opportunity for third-party service providers, such as demand-response aggregators, to
provide wholesale market transactive energy services for buildings (GWAC 2013; Somasundaram et al.
2014).

Buildings have the potential to participate in a wide variety of energy markets from forward and day-
ahead markets down to ancillary service markets. However, this participation is contingent upon the
building having the requisite sensing, automation, and decision-making capabilities.

2.5 Distribution System Operations

The electrical energy consumption of small commercial buildings and homes is relatively predictable in
the aggregate as compared to medium and large C&I buildings. Energy consumption in C&aI facilities
tends to vary over time as large loads are activated and de-activated. This change in the demand for
electricity can be unpredictable but needs to be balanced in real-time. C&I electricity bills reflect this
variability in more complex tariffs that separate energy costs from demand costs. This increases the need
for building automation and connectivity.

Energy bills vary based upon the electrical consumption, demand, number, and types of energy assets
(i.e., loads, generation, and storage) and represent a portion of the overall costs of building operations. As
the relative economic impact of energy increases, additional financial resources are applied to controlling
costs based on return-on-investment. This is often reflected in increased expenditures for energy
management and automation systems to help control energy costs.

Positive economics for large C&I buildings have led to the development of diverse and competitive
control and automation industries. Historically, the use of small and medium commercial and home
automation has been limited. However, adoption rates may increase over time as the relative economic
impact of energy changes and the cost to buy and deploy automation technology decreases.

The capability for buildings to react to opportunities and challenges that occur in the energy system (i.e.,

dynamic pricing, demand-response events, and retail energy transactions) is highly dependent upon the
occupants’ flexibility given the constraints that are considered critical to building operations. Flexibility

24



is directly influenced by the capability of building energy management systems to dynamically schedule
and optimize the operation of energy assets.

Buildings can impact the reliability, quality, and stability of the electric system. C&I buildings often
employ large inductive loads, which require regulation through volt/VAR ancillary services. Large
inductive industrial loads can have a direct impact and smaller home loads can have a compounding
impact as they become aggregated into larger systems (e.g., heavy use of residential air conditioners on
hot days).
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3.0 Buildings Interoperability Models

The buildings interoperability conceptual model and framework developed here provide a context and
structure upon which building connectivity use cases, standards, and stakeholders (described in
subsequent sections) can be organized and projected. They are buildings-centric models that leverage and
build upon the National Institute of Standards and Technology (NIST) Smart Grid Conceptual Model
(NIST 2014), the EU Smart Grid Architectural Model (SGAM) (CEN-CENELEC-ETSI 2014), the
GWAC Stack (GWAC 2008), the American Society of Heating, Refrigerating, and Air-Conditioning
Engineers (ASHRAE) distributed control system model (ASHRAE 2014), the American National
Standards Institute (ANSI) (ANSI 2015a) Energy Efficiency Standards Coordination Collaborative
(EESCC) connectivity model and roadmap (EESCC 2014a), and the Purdue Enterprise Reference Model
(PERA 2015) for large commercial and industrial facilities. These models each provide partial views into
the system components and structure relating to building systems integration and connectivity and are
detailed in Appendix A for reference.

3.1 Buildings Interoperability Conceptual Model

The buildings interoperability conceptual model (see Figure 1) provides a building-centric view into the
connectivity of buildings systems from the perspective of building operations. Building operations is
responsible for the ongoing operations and support of numerous energy consuming and producing
systems necessary for the building or buildings to achieve its mission. These systems may interact with
external actors (e.g., distribution service operations, market operations), other buildings in a community,
or building service providers through an energy services interface (ESI). Internal actors include owners,
operators, consumers, occupants, and tenants. Internal actors each have different financial and
contractual relationships with a building and building operations that must be accounted for and resolved
for interoperable interactions to exist.

The Smart Grid Interoperability Panel (SGIP) ESI white paper (Hardin 2015) states, “An ESI is a bi-
directional, logical, abstract interface that supports the secure communication of information between
internal entities (i.e., electrical loads, storage, and generation) and external entities. It comprises the
devices and applications that provide secure interfaces between [Energy Service Providers] and customers
for the purpose of facilitating machine-to-machine communications. ESIs meet the needs of today’s grid
interaction models (e.g., demand response, feed-in tariffs, renewable energy) and will meet those of
tomorrow (e.g., retail market transactions).”

The distribution service operations actor includes building to grid interactions for maintaining grid
reliability and quality of service (e.g., typical demand response and dynamic pricing). Market service
providers include interactions with external markets (e.g., retail energy markets and other transactive
energy markets). Building service providers directly impact building operations by providing a range of
monitoring, diagnostic, control, and analytical services for dedicated equipment up to and including
outsourced whole building operations.

3.2 Building Interoperability Framework

The buildings interoperability framework (see Figure 2) provides a three-dimensional space that consists
of (1) the three interoperability layers from the GWAC Interoperability Framework (GWAC 2008), (2)
the ASHRAE distributed control system layers (ASHRAE 2014) that map into the SGAM Purdue model
(CEN-CENELEC-ETSI 2014) zones, and (3) actor domains that represent important actors and roles
relating to buildings connectivity derived from the NIST conceptual model (NIST 2014). Use cases,
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standards, and stakeholders are mapped or projected onto the framework. This provides a context for
organizing the interoperability landscape.
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3.2.1 Interoperability Categories

Building interoperability layers are defined in the GWAC Context-Setting Interoperability Framework
(GWAC 2008).

The major aspects of interoperability fall into organizational, informational, and technical categories. The
organizational categories emphasize the pragmatic aspects of interoperation and represent the policy and
business drivers for interactions. The informational categories emphasize the semantic aspects of
interoperation and focus on the information being exchanged and its meaning. The technical categories
emphasize the syntax or format of the information and focus on how information is represented within a
message exchange and on the communications medium. These categories are discussed further in the
following sections.

Organizational Categories

Within the organizational categories, interoperability requires an agreement on the business process
interaction expected to take place across an interface. Such an agreement would describe the service
requests and responses that need to support the larger process picture shared by the collaborating parties.
Business processes must be consistent with the tactical aspects of running the interacting businesses, the
strategic aspects shared by the parties of the exchange, and the business environment embodied in
economic and regulatory policy that governs the business interactions.

Devices and systems within the building also have business process interactions that take place across
their interfaces. In this case, the organizational categories are just as valid, though the economic and
policy issues may be more straightforward to resolve as they are within the domain of the building
owner/operator.

Informational Categories

Informational interoperability focuses on the meaning or semantic understanding of the concepts
contained in the message data structures and the relationships between the concepts represented in the
message. Semantic models are often used to develop shared understanding by domain stakeholders.
Technical Categories

Technical interoperability encompasses the physical transmission of information including the
protocols used and the syntax of the information payloads transported by the communications media.

3.2.2  Building Actor Domains

The building actor domains represent the categories of individuals and automation technology that
interact with buildings. A description of each follows.

Building Operations

Building operations connectivity involves communication between devices and between devices and
systems that reside within a building or facility. A facility can represent a collection of buildings that
share owners/operators (e.g., a campus or a community) or a collection of buildings with a facility owner
and occupants that manage separate business interactions (e.g., an apartment complex).

Building Communities
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Building communities are collections of buildings that do not share owners or operators but have
characteristics that enable them to work together to coordinate and optimize energy use under a variety of
conditions. These communities have the potential to deploy distributed energy resources and operate as
community microgrids. Rigorous consideration must be given to interoperability issues (e.g., business
contracts, enhanced cybersecurity, and data privacy).

Building Service Providers

Building service providers provide a range of services to building owners and operators. Service domain
connectivity involves the interconnection between devices and systems that reside within a building or
facility and remotely located third-party service providers. These services supplement building
operations by performing equipment and system monitoring, diagnostics, and troubleshooting along with
software and information technology support. They also include local third-party energy providers (e.g.,
distributed generation and storage providers) or combined heat and power providers that contract their
services with the building owner, but may also interact with market service providers.

Service providers are typically third parties that perform services for building owners or operators under
contract relationships. Internet-of-Things (IoT) technology is rapidly impacting how service providers
connect to sensors and actuators. The 10T is a high-growth area driving open architectures and new value
propositions.

Market Service Providers

Market domain service provider connectivity involves the interconnection between devices and systems
that reside within a building or facility and third-party market operations systems that are remotely
located. Market service providers work with other electric power grid service actors (e.g., wholesale
electricity markets and transmission system operations); however, these actors interact with distribution
service operations and market service providers and not directly with the building communities and
building operations actors. An example of a market service provider is an aggregator of building energy
resources who coordinates controllable load from multiple facilities and contracts with wholesale
electricity markets.

Distribution Service Operations

Distribution service operations domain connectivity involves the interconnection between devices and
systems that reside within a building or facility and distribution system operators, such as utilities

(e.g., electric, water, and gas). Market service providers may need to interact with distribution service
operators to either offer services on behalf of the building to distribution system operations or to ensure
that their service to the building addresses the reliable delivery requirements maintained by distribution
system operations.

Other electric power grid service actors exist (e.g., wholesale electricity markets and transmission system
operations); however, these actors interact with distribution service operations and market service
providers and not directly with the building communities and building operations actors.

3.2.3 Building Automation Zones

Building automation zones are logical zones derived from the ASHRAE Distributed Control System
Model (ASHRAE 2014) (Figure 3), which was inspired by the Purdue Enterprise Reference Model
(PERA 2015) that defines five layers (i.e., physical process, intelligent devices, control systems,
manufacturing operations systems, and business logistics systems). Data and information is distributed
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both vertically and horizontally in all building automation zones. Many cross-cutting issues are common
to all zones (e.g., privacy and security).

MANAGEMENT
|Business, Enterprise)
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{Resource Coardination)
[Automation)
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{Application Specific Control)
{Contral of Separate Functional Subsystems)
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[Input/Output)
[Sensors and Actuaters)

Figure 3. ASHRAE Distributed Control System Model
Management Zone

The management zone translates engineering metrics to economic and business metrics for the successful
operation and functioning of the building. Examples include the integration of building information into
enterprise systems, analytics and data mining, optimizers, and continual prediction and forecasting. As
costs decrease and technology is adopted by building system integrators, management is starting to
harness technology with origins in industrial facilities (e.g., more complex supervisory control systems).

Supervisory Zone

The supervisory zone is responsible for resource and asset coordination of clusters of control which
includes sharing sensor data. Supervisory functions include open-loop and closed-loop multi-variable
control as well as information management (e.g., data management, visualization, historical trending and
data reduction, graphic user interfaces, alarming and notifications, reporting, and system configuration
and management).

Automation examples include multi-variable cascade control and state machines, advanced model

predictive controls, self-tuning and machine-learning adaptive controls, and transactive systems
(Somasundaram et al. 2014; NIST 2014).
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The integration of supervisory systems with business and enterprise management is undergoing rapid
change due to the rise of (1) cloud-based applications and big data technologies (e.g., NOSQL MongoDB,
and HADOOP/HBase), (2) web- and Internet-based technologies, and (3) open systems. In addition, the
rapid growth of mobile technologies has led to a variety of mobile user interfaces.

Control Zone

The control zone consists of dedicated automation systems including single-variable controllers,
application-specific controllers, custom application controllers, standalone subsystems, and packaged
control systems.

Device Zone

The device zone consists of a variety of sensors and actuators located throughout a building’s premises.
These devices are connected both hierarchically and peer to peer.
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4.0 Buildings Interoperability Use Case Landscape

A reasonable approach for evaluating the current building standards landscape is to evaluate connectivity
standards within the context of use cases. Relevant use cases have been identified by PNNL, the Energy
Information Standards (EIS) Alliance, International Electrotechnical Commission (IEC) TC 57, IEC
PC118, and others (see Appendix B). Use cases provide a valuable context for analyzing current and
nascent standards practice and evaluating challenges and gaps. Within this context, it is important to
realize that use cases are not independent of each other.

For the purposes of discussing interoperability issues across all the sources of use cases listed in
Appendix B, this document groups use cases into the following types: (1) onsite service, (2) offsite
service, and (3) market service. Onsite service use cases describe energy interaction scenarios primarily
within buildings. These scenarios may also involve third parties providing services on behalf of building
operations. Offsite service use cases describe scenarios in which buildings interact with grid entities (e.g.,
distribution service operators or their proxy service providers). Market service use cases describe
scenarios where buildings interact with retail markets directly or wholesale markets through service
providers.

The use case landscape table (see Section B.5) identifies each use case and how it maps to the building
connectivity framework actor domains and automation zones along with current standards practice for
that use case and nascent standards that may impact that use case. Each use case maps to one or more
actor domains and automation zones.

The use cases in Section B.5 are a mixture of interface-oriented and functionally oriented use cases. The
PC118 use cases are interface-oriented and are abstracted from families of international functional use
cases. These use cases focus on what information is exchanged at an interface and the requirements
surrounding the information exchanged. Functional use cases describe application level scenarios and
interactions between actors. Fully discerning the interface requirements from functional use cases
requires that the use cases be considered in a system architectural context.

An example of a use case in Section B.5 is Efficiency Shared Savings, where a building owner (BO)
contracts with a building service provider (BSP) that installs, operates, and maintains equipment at its
expense. The BSP then bills the BO for the energy services provided to the building. In this example, the
actors are the BSP, BO, building automation zone interaction in the use case is at the building supervisory
level. Section B.5 identifies the actor domains involved and the automation zones. It also lists the touch
points which are the associations between the actors involved in the use case. The touch points are
identified by the nomenclature template ExternalDomain:BuildingOperations(Automation Zone). In this
use case, the touch point is represented as BSP:BO(S). Use cases can involve multiple actors and include
multiple touch points, each involving a pair of actors.

The table in Section B.5 also includes a column on the Current Standards Practice. This qualitatively
indicates that standards are being broadly applied or not. It does not attempt to identify specific
interoperability standards as the standards are defined on an individual interface basis and the use cases
do not provide the detailed design, interaction and sequence information along with the functional and
quality requirements necessary to specify specific interfaces. In general, standards that map into similar
regions of the framework as a use case might potentially be used in implementing the use case.
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5.0 Buildings Interoperability Standards Landscape

The standards landscape table (see Appendix C) identifies key building interoperability standards, the
type of standard they represent, how they map into the building interoperability framework, the
organization responsible for the standard, and a link to the specification, if available.

The interfaces are inter-domain building interfaces and are identified by the nomenclature format
“ExternalDomain:BuildingOperations(Automation Zone).” These are the same as used in use case touch
points. They represent typical application areas for the interface standard but are not intended to be
comprehensive. A standard may satisfy some of the requirements of a use case touch point in the use case
landscape but further decomposition and analysis of use case details is required to determine applicability.

A comprehensive energy efficiency standards inventory database is provided by the EESCC (EESCC
2014b). This database includes many standards directly relevant to systems interoperability and
connectivity. These standards are included in the standards landscape table in Appendix C. The database
also includes many standards that are important for achieving building energy efficiency but that do not
directly impact building interoperability (e.g., building codes, regulations, and policies). These types of
standards have been excluded from Appendix C.

The standards map in Figure 4 provides a broad overview of buildings standards and roughly their
application across the automation zones and the actor domains. The mapping is not exact, but it is meant
to show the general coverages of standards in these dimensions. Similarly, Figure 5 presents a broad
overview of the standards mapped into the automation zones and interoperability categories. This picture
suggests that many standards cover the technical interoperability categories, but may only touch upon
information models. These figures illustrate some of the complexity involved to understand the variety of
scope and overlap in the standards being used in deployments today.
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6.0 Buildings Interoperability Stakeholders Landscape

In establishing perspectives for smart grid interoperability, SGIP identified 22 buildings interoperability
stakeholder categories. These categories were considered in the development of stakeholder taxonomy
suitable for buildings interoperability. Because buildings interoperability focuses on the customer domain
and its interactions with other domains in the SGIP conceptual model, the SGIP stakeholder categories
related to devices and systems in buildings were further refined and those related to the customer domain
were simplified or omitted. A total of 25 stakeholder categories are shown in Table 1:

Table 1. Buildings Interoperability Stakeholder Categories

Stakeholder Name

Abbreviation

Appliance Manufacturers ApplMan
Consumer Electronics Manufacturers ConsumElec
HVAC and Water Heating Equipment Manufacturers HVAC
Elevator/Escalator Manufacturers Elevator
Industrial Equipment Manufacturers IndustEq
Plug-in Hybrid or Electric Vehicle Manufactures EVMan
Electric Vehicle Charging Infrastructure Companies EVCharge
Building Automation and Control System Manufacturers BldgAutoSys
Building Control Systems Integrators Bldginteg
Energy Service Companies (ESCO) ESCO
Building Information Modeling Software Developers BIMDev
Aggregators Aggregator
Utility Energy Providers UtilEngProv
Smart Meter Manufacturers MeterMan
Distributed Generation and Storage Manufacturers DGMan
Communication Infrastructure and Service Providers Comm
Computing Service Providers CompServ
Distributed Energy Service Providers DisEngServ
Information Technology Application Developers ITApp
Trade Associations TradeAssoc
R&D Organizations and Academia R&Dorg
Government Agencies Gov
Standards Development Organizations SDO
Facility Managers-Owners-Operators-Occupants FaciltyMgr
Industry Consortia Consortia
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Figure 6 shows the overlapping landscape of the various stakeholder organizations against the framework
of actor domains and automation zones. While the boundaries of these organizations can be rather
unclear, the general nature of the actor domains and automation zones that they target indicate some of
their differences. Many organizations cover the plane of concerns, as indicated by the ITApp,
TradeAssoc, Consortia, R&Dorgs, Gov, and SDO categories. However, within these categories, many
individual organizations focus on more targeted areas of the landscape. This is indicated in Figure 7,
which shows several of the individual trade associations and consortia that occupy only portions of the
landscape.
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7.0 Interoperability Goals and Objectives

Although interoperability goals and objectives are highly dependent upon the requirements of specific
connectivity interfaces, general characteristics or indicators of highly interoperable connectivity have
been identified by the GWAC’s IMM (GWAC 2013). These are organized into general interoperability
goals and cross-cutting issue goals as derived from considering the interoperability categories and cross-
cutting issues of the Interoperability Context-Setting Framework (Appendix A.2). These goals provide a
baseline context for identifying interoperability desired characteristics from which progress, challenges,
and gaps may be evaluated.

o General interoperability category goals

— Organizational goals
o 0O1: Economic and regulatory interoperability policies are defined for the community.
o 02: Regulatory alignment exists across the community.
o 03: Policy provides incentives and removes impediments to enable interoperability.
o 04: Policy is current and maintained.
o 05: Business objectives of community participants are complementary and compatible.
o 06: Compatible business processes and procedures exist across interface boundaries.
o OF7: Business interfaces are consistent with the business objectives.

— Informational goals
o I1: There is an information model relevant to the business context.

o 12: The information model that supports the business context is derived from one or more
general information models relevant to the functional (application) domain.

— Technical goals
o T1: Structure and format of information exchange are defined.

o T2: Information transported on a communication network is independent from the network
protocols.

o T3: Management of a network between interacting parties is aligned.
o T4: Transport protocols used in specific exchanges are consistent.

o T5: A communications path exists for transparent and reliable exchange between interacting
parties.

e General cross-cutting issue goals
— Configuration and evolution (CE) goals

o CE1L: Information models (vocabularies, concepts, and definitions) are agreed to by all
parties.

o CE2: Where multiple-source information models exist, there are bridges between them.

o CE3: Semantics (information model) are captured independent of the technical
interoperability categories.

o CE4: Resources can be unambiguously identified by all interacting parties.
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o

o

CE5: Resource identification management is defined.
CEG6: Discovery methods exist for interacting parties.
CE7: Configuration methods exist to negotiate options or modes of operation.

CES8: Parties can enter or leave without disrupting overall system operation and quality of
service.

CE9: Interface contracts between parties allow freedom of implementation.
CE10: A migration path from older to newer versions exists.

CE11: Capability to scale over time without disrupting overall system operation.

— Operation and performance (OP) goals

o

o

o

o

o

OP1: Common understanding of quality of service, time, and scheduling exists.
OP2: Time order dependency and sequencing are defined.
OP3: Time synchronization requirements are defined.

OP4: Transactions and state-management capability (atomicity, consistency, integrity, and
durability) are defined.

OPS5: Performance and reliability expectations are defined.

— Security and safety (SS) goals

o

SS1: Security policies (e.g., confidentiality, integrity, availability, and accountability) are
defined, maintained, and aligned among parties.

SS2: Privacy policies are defined, maintained, and aligned among parties.
SS3: Risk is assessed and managed.
SS4: Logging and auditing processes are defined among parties.

SS5: Failures (loss of functionality) fail safe (health of system above individual components).

7.1 Organizational Goals

Improving business value propositions for buildings interoperability stakeholders requires that connected
solutions scale to large numbers of buildings and be applied across regions. For small and medium
buildings, the high degree of building diversity requires automated, adaptive connectivity solutions that
minimize deployment and life-cycle maintenance costs by self-conforming to specific building systems
and topologies. To make this work requires economic and regulatory policies in the buildings automation
community that encourage interoperability.

Business and regulation alignment is required when multiple interacting use cases are being implemented.
An illustrative example is energy efficiency and traditional demand response. The value of traditional
event-based demand response is proportional to the load reduction from baseline achieved during
curtailment. Improving energy efficiency tends to decrease the baseline and therefore decrease the value
of load reduction. Offsetting interactions need to be accounted for in business models and policies.

Buildings community business value propositions, objectives, processes, and procedures across the
interface between transacting parties must be aligned for interoperability. Misalignment impedes the
growth of standards-based connected solutions. An illustrative example is a distribution system operator
who desires to reduce costs by implementing demand response in a competitive, multi-demand-response
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provider environment. However, if every third-party demand-response provider’s interface has a unique,
proprietary business interaction then the misalignment causes increased integration and maintenance
costs. Business and economic policies can encourage alignment by conforming to a common set of
definitions and practices for transacting business that simplify integration, but allow for stakeholder
innovation that increases business value.

The IMM indicates that for improvement of interoperability to higher levels of maturity, integration
should be repeatable with predictable effort, integration metrics must be defined, reference
implementations should exist, and integration metric measurements should be collected. It also specifies
that appropriate and ongoing standards development and testing processes be in-place for continually
improving and evolving the integration experience. Creating the forums and processes to accomplish
these things are community alignment activities that help achieve the organization goals of the IMM.

7.2 Information Goals

The deployment of connected adaptive building devices and systems at scale in a multi-solution provider
ecosystem requires that the information exchanged be unambiguously understandable by the transacting
parties. Because this information is not static and will evolve over time flexible, adaptive, and dynamic
technologies and standards are required.

Information models (i.e., vocabularies, concepts, and definition) relevant to buildings operation use cases
are agreed to by all parties and are used to exchange information. These semantic models differ from
existing low-level data models where measurements are identified only by “tagname” or “point name.”
Instead, information models describe real-world building devices and systems along with their attributes
and the relationships that exist between them. These information models should provide the “metadata”
(i.e., data about data) necessary for interacting parties to understand the contents of the messages they
exchange.

Easy to integrate building applications require clear definitions of terms, consistency, and uniformity.
Therefore, buildings information models must abstract building information while permitting access to
the information needed to satisfy the application use case.

Where multiple building information models exist, semantic bridges (adapters or translators) should be
used to ensure that information is not lost. In addition, information models should be defined
independent of technical interoperability so that the information content in a message transaction is
independent of the communication network protocol used.

7.3 Technical Goals

The transport-independent structure and format (syntax) of buildings information exchange should be
defined and understood by the transacting parties. The performance requirements for a use case
interaction (e.g., transport speed and security requirements) drive the selection of the appropriate
technical standards and solutions. Technical connectivity solutions that enable information exchange
using multiple transport mechanisms (such as wired and wireless communication networks) can better
adapt to varying application quality requirements.

Communication transport protocols used in integrating connected equipment need to be appropriate for

security, reliability and robustness in the presence of errors and faults including application state
management and recovery.

7.3



The communication network management may have requirements for rapid location-independent fault
detection, diagnostics, isolation, and recovery. Standards that enable network and system management
should be understood and aligned by the transacting parties.

7.4 Configuration and Evolution Goals

Scaling up connected building systems requires that the level of effort to deploy, commission, and support
connected systems is minimized. System configuration is an important component of commissioning, but
is often a time-consuming and error-prone manual process. Building systems and interfaces typically
require that numerous system parameters be adjusted correctly for the system to function properly.
Systems and interfaces should become more adaptive and self-configuring through interfaces that support
transacting party discovery and negotiation processes. Once resources are discovered, mechanisms must
exist for automated negotiation of modes of operation and other options. This requires that resource
identification management is clearly defined.

Interoperability maturity efforts need to accommodate the ability of a building automation system to adapt
as components undergo change while maintaining system operation. Connected parties must be able to
enter or leave without disrupting overall system operation and quality of service and interface contracts
between parties must allow freedom of internal implementation. Well-designed interface standards
enable a variety of products to securely work together by defining interfaces that allow each transacting
party to evolve independently while maintaining their shared connectivity agreement. This is especially
needed to support legacy equipment together with new equipment capable of using the latest standard
version. A clear migration path from older to newer interface versions should exist.

7.5 Operation and Performance Goals

Connected building applications range from real-time, mission-critical systems to management
information and decision support systems. The interface OP requirements include a common
understanding by the transacting parties of (1) quality of service, time, and scheduling; (2) time order
dependency and sequencing; and (3) time synchronization. Transactions and state-management
capabilities (i.e., atomicity, consistency, integrity, and durability) must be consistent and well-defined and
performance and reliability expectations must also be explicitly and clearly understood and defined.

These goals are interrelated and directly coincide with specific use cases and the preconditions and
assumptions that surround an interaction through a defined interface. Tradeoffs and assumptions must be
clearly understood and accepted by all parties.

An illustrative example of a tradeoff relating to state management is that between stateful and stateless
interfaces and the need for scalability and resilience. Stateless interfaces do not assume that application
state is preserved and therefore send state information in each message resulting in larger messages,
longer latency, and more bandwidth consumption. The W3C REST architectural style of interaction with
webpages is an example of a stateless interface as the appropriate webpage content is sent without
presuming the state in each interaction. Stateful interfaces assume that state is preserved and therefore
require smaller messages, less latency, and less bandwidth, but increase the resources and complexity
needed to maintain the state over time, especially under fault recovery conditions.
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7.6 Security Privacy and Safety Goals

Security, privacy, and safety are critical aspects of connected buildings systems. Increased connectivity
directly increases the cyber-attack surface area of systems. Communication standards must clearly and
explicitly address security and privacy policies (e.g., confidentiality, integrity, availability, and
accountability) to ensure that they are well-defined, maintained, and aligned among parties. This includes
enabling and managing risk assessment and logging and auditing processes. NISTIR 7628, “Guidelines
for Smart Grid Cyber Security” provides a comprehensive security reference (CSWG 2010).

Cyber security and privacy are critical components of end-to-end connectivity standards due to the
potential for adverse impact on the building, the grid, building owner/operators, and occupants. At scale,
large numbers of interaction messages will be sent between buildings automation equipment and systems,
and outside parties. This represents an attack surface that has the potential to disrupt buildings and other
systems, such as the power grid. Invalid signals sent to building systems can interrupt and compromise
commercial operations and result in harm to equipment and personnel. Invalid signals sent from
buildings to service providers can cause misinformation and result in potentially harmful actions or
disruption of intended economic and social benefits.

The five areas of security that must be addressed by the interoperable equipment and systems are
authentication, authorization, confidentiality, integrity, and non-repudiation. Authentication refers to
validating the identity of a user or code. Authorization refers to validating the authority of a user or node
to perform actions. Confidentiality is the ability to encrypt data to prevent its access. Integrity is the
ability to detect data tampering. Non-repudiation is the ability to ensure that messages are sent and
received by those that claim to have sent and received the messages.

Some examples of digital techniques used to mitigate these security issues are:
1. Authentication: digital certificates (e.g., X.509 [Housley et al. 1999]), username/password.

2. Authorization: digital certificates (e.g., X.509), username/password, usually handled internally and
rejected by the application.

Confidentiality: message encryption using transport level security (TLS) with digital certificates.
4. Integrity: message signing using TLS with digital certificates.

Non-repudiation: validation using a combination of the above including message signing using
digital signatures, time-stamps, and encryption.

The use of X.509 digital certificates requires that the certificates themselves be managed securely and
efficiently. As such, community interoperability policies need to ensure the secure and efficient
management of digital certificates.

In addition, system-wide security integrity needs to be maintained. This means that the above security
principles and techniques must be applied in such a way that if the security of a single component or
interaction is compromised it does not affect the security of other components or interactions.

Safety is also a priority of building operations. As systems become more interconnected, maintaining
safe operations becomes more demanding. System and equipment failures must fail safe and maintain the
health of the system above the health of the individual components. Interfaces must be designed so that
data written to building automation systems can be verified prior to impacting building operations.
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8.0 Preliminary Interoperability Challenges and Gaps

Achieving adoption and deployment of building energy management and automation systems at very
large scale throughout the United States requires standards that can successfully address the many
advanced facets of interoperability. Where connectivity standards exist, they often fall short in one or
more areas of functionality. This was reinforced at the May 2014 U.S. Department of Energy (DOE)
Building Technologies Office (BTO) building connectivity technical meeting, where a number of
interoperability issues were raised by building stakeholders (DOE 2015). In addition, solicited public
comments to a DOE-BTO public meeting, “Physical Characterization of Grid-Connected Commercial and
Residential Buildings End-Use Equipment and Appliances,” held in July 2014 (DOE 2014) reiterated the
importance of specifying interoperability aspects when characterizing such equipment. Where
appropriate, interoperability challenges and gaps are included in this section.

Standards may lack the ability to model information, discover services, or provide sufficient security and
privacy. Evaluating existing connectivity standards against baseline interoperability goals and objectives
helps identify the gaps between where standards-based technology deployments based are today and
where they should be for achieving a high level of interoperability.

Some general observations can be drawn from the use case and standards landscapes:

1. Interoperability standards are not widely deployed, or do not exist, for most identified use case
scenarios. This is not surprising because many of the use cases are forward looking; however, the
observation applies to both current and future scenarios.

2. Standards concentration is highest in building device connectivity. This reflects the diversity and
competition in onsite building systems. The impact of having many overlapping device standards
significantly increases the integration and maintenance costs and complexity of sensor data
acquisition and actuator control.

3. Most existing device standards expose simple data semantics and do not expose structured data in the
context of a buildings information model.

4. As buildings interoperability standards struggle at the information level, there is a distinct lack of
progress on standard buildings interaction processes, common business objectives for interactions,
and supportive business or governmental policy with which to align technology decisions.

8.1 Organizational

Deploying buildings connectivity solutions that satisfy one or more use cases at scale requires that
policies and regulation be consistent and aligned across state and regional boundaries. Achieving
alignment is a challenge due to the wide variation in regulatory structures and policies which include
state-regulated, federal-regulated, and non-regulated energy providers.

Policies and incentives need to encourage interoperability stakeholders to work together while permitting
them to achieve internal business objectives.

SDOs often compete by developing overlapping standards, which increase market uncertainty and delay
standards adoption. Coordination and communication is needed to minimize the impact of this
competition or to support the co-existence of similar, competing standards approaches in the same
building where necessary.
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Technology and service supplier organizations often perceive interoperability as a threat to business
models as it can result in commoditization. In many cases this is not the result. An effort is needed to
promote the business value of interoperability and its positive impact on expanding market growth.

Organizations involved in demand response and demand management often perceive energy efficiency as
a threat to business models (Riker et al. 2014). An effort is needed to promote the business synergies and
opportunities that span both facility-centric energy efficiency and energy interactions with actor domains
that drive optimization of energy use and mitigate environmental impacts systemically.

Business transactions need to be encouraged through the development of machine-readable tariffs and
contracts for interactions that permit building owners and operators to engage in automated business
relationships.

Reducing the costs of buildings connectivity for small- and medium-sized businesses is a particular
challenge due to limited resources and the need for ongoing support and maintenance of automation and
connectivity software solutions.

8.2 Informational

Building owners and operators need the ability to identify and prioritize energy usage tradeoffs as a
prerequisite for making business decisions. Standard interface definitions must provide real-time energy
information in a consistent and understandable form so that building operators can readily understand the
operational and economic impacts of energy tradeoffs. A widely deployed building system semantic
model along with easily understood electricity market service provider interaction agreement information
(including such things as machine-readable tariffs) is needed to enable this information at scale. Thisis a
challenge due to the diversity of building load types and ownership structures. The ASHRAE Facility
Smart Grid Information Model (BSR/ASHRAE/NEMA 2012), currently in development, is working to
provide this semantic information. If it is profiled, adopted, and widely deployed, it could improve the
situation in this area. However, even this development represents an incremental improvement and does
not fully embrace the trends in information technology being driven by forces such as the Internet and
ubiquitous connectivity visions.

For building systems to evolve independently, they should expose simple interfaces and services and hide
unnecessary internal device and systems details. Interfaces should expose minimal but sufficient
information for satisfying the relevant use cases but should refrain from exposing more details than
required. This includes standards that encapsulate a device profile and hide device-specific details while
permitting distributed automated building equipment, such as HVAC and water heaters, to communicate
capabilities, services, versions, configuration information, and performance metrics and to support
diagnostics applications, monitoring and verification, and automated device discovery. Systems
incorporating such standards would require less time, effort, and costs to participate in supervisory
distributed control strategies.

8.3 Technical

A wide variety of communication standards are used in building controls and devices. This makes device
data access and device integration very expensive and time-consuming. If a smaller set of control and
device standards were widely used that permitted auto-discovery and consistent semantic information
exchange, data access would be greatly simplified and costs reduced while enabling innovation,
competition, and market growth.
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The Internet and Internet protocols (IP) have become the dominant ubiquitous networking technology;
however, the open communication protocols that depend upon the IP stack are undergoing significant
change driven by mobile technology and the need to access data from anywhere at any time. Several
terms are used to describe this effort but one term in wide use is the 10T. Stakeholders driving the
requirements and standards in SDOs are very diverse and it is important that requirements fed into the
standards development process are aligned with building connectivity requirements. One challenge
facing automation technology use cases is the desire to use the public Internet with assurances of security,
performance, and reliability. The concept of “net neutrality” represents a social policy to keep the
Internet’s resources at an equal quality-of-service level and priority available to all users. While this has
worked well for things such as email, other things such as video streaming can cause bandwidth capacity
problems, impacting other time-critical applications of the public Internet (e.g., building automation).

Real-time access to energy metering data is a basic requirement for building management and energy
efficiency. Only two standards (i.e., SEP1 and SEP2) are targeted at providing this real-time energy
metering data from utility revenue meters within a building. SEP1 has limited deployment and has been
replaced by SEP2; however, SEP2 is not yet widely deployed and will require a significant amount of
time involving large numbers of deployments to become established.

8.4 Configuration and Evolution

Resource and device discovery protocols are important for finding and interconnecting systems. Many
building standards do not support discovery, but instead rely upon manual configuration to specify
network endpoints. Smart adaptive automation systems require the ability to securely find and install
devices in a manner—similar to how USB devices are discovered. Some of the discovery protocols
currently in use with potential for building systems include: Universal Plug and Play (UPnP), Salutation,
Jini, Service Location Protocol (SLP), Extended MulRcast Domain Name System (xmDNS) and DNS
Service Discovery (Dns-sd).

Building systems are designed, installed, and configured. Typically, building design information needs to
be manually configured into online automation systems. Standards such as COBie, a specification for the
life-cycle capture and delivery of information needed by facility managers, and MasterFormat, a standard for
organizing nonresidential construction specifications, may be extensible and utilized to decrease data
entry errors and reduce the time and effort required to configure and commission building systems.

Some connectivity standards specify only functional interfaces and relegate interface configuration, such
as security, to out-of-band vendor-specific protocols and processes. In addition, life-cycle system
management functions for ongoing support and maintenance of the interface are typically out-of-band
processes. Standards need to implement these ancillary functions or specify how they are to be handled to
ensure correct and consistent application.

8.5 Operation and Performance

Connectivity standards and interoperable automation frameworks are needed that enable third-party
building service providers to develop and deploy cost-effective, secure, scalable, and interoperable
solutions across large geographical regions.

Some connectivity standards do not separate transport from payload and semantic content. This can
impede repurposing the standard for use in new use cases and evolving as technology changes.
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The Internet continues to be leveraged by building and market service providers as the primary network
for the delivery of building services. It is important that the operational performance of the Internet be
maintained even as general Internet content (i.e., video streaming) increases and absorbs bandwidth. This
issue is related to “net neutrality.”

Some connectivity standards are re-purposed for applications that have different quality requirements
(e.g., message latency, throughput, and scalability). As an example, a notification standard that relies
upon an HTTP polling (i.e., “PULL”) interaction in local area networks may not satisfy the network
efficiency and latency requirements for notification in wide-area networks. Another example is state
management. An interface standard that relies upon maintaining tight state and time synchronization in a
local area network may not function properly over a wide-area network with variable latencies and wider
time deviations. These issues, and others, are not always clearly described and specified in the standards.

8.6 Security, Privacy, and Safety

Building owners and operators do not want to surrender asset information and control to outside parties
due to perceived risk, mission-critically, sensitivity of data, and protection of intellectual property. These
concerns need to be addressed through the application of security and privacy technology, controls, and
policy that can be implemented, verified and maintained by building owners/operators without requiring
information technology expertise. Current security technologies, such as public key infrastructure (PKI)
using X.509 certificates, have been designed and successfully deployed within the context of large
corporations with trained and trusted personnel. X.509 certificates are issued by trusted certificate
authorities and contain metadata such as algorithms and strong public key encryption for securing
communications, but they need to be properly managed over time to provide a high level of trust. Asan
example, invalidated certificates must be revoked. X509 certificate deployment within an unstructured,
distributed, small-commercial-building-automation environment represents a challenge that needs to be
addressed.

Approaches are needed that minimize the interface definition through information hiding and delegation
of responsibilities that encourage cooperation rather than direct control. In addition, standards are needed
that enhance trust through security and privacy controls—including security certificate management—that
are robust, yet easy to understand and maintain in the field. This includes the ability of building
operations to easily apply security and privacy controls at a fine granularity. The secure exchange of
building data with standardized semantics by building owners and operators will enable building service
providers and building operations to lower costs and provide a wider range of building services.

Security for smaller, cost-sensitive embedded devices within a building requires tradeoffs between
encryption strength and runtime processing time. In addition, the use of encryption and authentication
needs to be cost-effectively scalable to large numbers of long-lived devices and designed for two-way
connectivity without violating firewall integrity, such as requiring in-bound TCP/IP ports.

Safety requirements are assumed, but are often not addressed until problems arise. Just as security threats
and risks need to be identified and planned for, interoperability efforts need to see that safety risks and
related concerns are recognized and mitigated. This includes addressing local safety issues and systemic
safety concerns, such as a collective response from individual buildings that could bring down the electric
distribution system or blackout a region.

Security configuration and deployment needs to be well-planned and executed to minimize the

introduction of security faults. This requires that standards clearly specify how security is configured and
maintained over the life-cycle of the interface.
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9.0 Emerging Industry Interoperability Standards

While there are a substantial number of standards used across industry today, there are still critical
interoperability barriers facing industry including machine-to-machine interoperability honoring
advertised capabilities, and the inability to simply and adequately exchange, federate, and integrate
information. Fortunately from a visionary perspective, a number of standards bodies’ initiatives are
currently active and have the potential of advancing many aspects of how devices, services, and data
interoperate in the future. While it is unknown which standards will ultimately be widely embraced and
impact industry, current activities and industry trends offer the means of overcoming traditional barriers
that buildings interoperability faces today. Some of the standards bodies are active in the buildings
industry, while others offer approaches that are very synergistic with meeting current building energy
needs, but can be applied to an even wider array of applications and industries.

To appreciate how more general information and communication technology hardware and software
trends may affect buildings, this section begins with a visionary scenario of a connected, small,
commercial building, followed by a discussion of the emerging industry interoperability standards that
may enable the realization of such a vision, and in what areas they are advancing interoperability.

Throughout this section the terms information and data are used when describing interoperability. While
there are different interpretations of data and information, for the purposes of this section data is defined
as discrete values (e.g., measurement value) represented in syntactic data structures. Knowledge gives
semantic meaning to the data (e.g., engineering units), and information is the embodiment of data and
knowledge. Unlike data, information may be both structured and unstructured.

9.1 A Buildings Interoperability Vision

The following story provides a first person view of applying automation technology to a small building
through the eyes of its owner. It focuses on technology deployment functionality, without providing a
solution, but draws from interaction paradigms that the reader may find familiar and easy to extend.

I own and operate a decent-sized food restaurant. Some other building owners in the area have
“building equipment management systems” and I’m thinking about buying one. They rave about how
easy they are to install and use, and the comfort, security and savings they get. The prices have been
coming down and I think I’m ready to try one out. | already have a bunch of appliances, why not add one
more?

There are two that seem very popular. One, the “iBuilding,” has the reputation of being very easy to use
and has a bunch of cool features. Most new kitchen appliances, security systems, and heating and
lighting systems are compatible with it. | saw one the other day and it looked like a little work of art that
you could put anywhere.

The other, the “LightSaver™, is very much like the iBuilding and seems to have the same features and
functions. The one thing | did notice is that it is available from several companies and has support for a
bunch of older appliances and HVAC systems. This is important to me because my building is 20 years
old and has older kitchen appliances and HVAC system. | can buy these little boxes called “Black
Boxes™ that plug into the freezer, fridge, and HVAC that let them work with the LightSaver.

I don’t really want to spend money upgrading the building equipment yet so | decided to go with the

LightSaver. | also feel better because if the company goes belly up, | can replace it quickly with one from
another company. I’ve done this with my phone already.
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I ordered the LightSaver from a company called Orion Systems and all | had to do was plug it in and
download an app called “The Agent” into my phone. The Agent quickly detected the LightSaver and
walked me through the process of discovering my building after 1 got past the security and privacy
screens. It found the electric and gas meters and the security and fire alarm system. Seems that the
security system | installed last year is compatible and that the electric company had already installed
compatible smart meters. That’s good! Everything communicates wirelessly so | don’t have to worry
about running wires. | can see my energy usage and my security cameras from anywhere, at any time
from my phone, tablet, or PC! It’s a start!

I ordered and plugged in Black Boxes for my HVAC and appliances. Bingo! My Agent found them and
now | can see and change the temperature as well as check out how the appliances are operating. When |
leave for the evening, | know everything is in good shape. | can even change the temperature setting on
my freezer and fridge if | want to.

So far so good but I’m not saving any money yet. In fact, I’ve spent money. What’s next?

I go to the online Agent store and start looking around. There are all kinds of apps available to
download into my LightSaver. One that folks have been raving about is a free app called “The Breeze.”
After walking through some screens where | tell it what my needs are. It responds by letting me know
what information and resources it needs access to. It doesn’t ask for everything, but for each capability,
it lets me know what’s needed to perform the job and asks for and obtains my permission before my
LightSaver will allow it access. The access policies are established under pro forma language agreed to
by the Connected Buildings Better Business Society, which works with state and federal legal groups on
consumer rights and privacy issues.

Once the initial set up is complete, it monitors the energy usage of my building and my appliances for a
week, and then shows me where I’'m spending my money and how much | could save if | made some
changes. It’s important that my kitchen is fully functional during breakfast, lunch, and dinner, but I have
flexibility between these times. 1 also don’t mind if my lighting dims but it needs to be above a certain
level during dinner. It keeps monitoring things and gets better and better. Almost like it was learning!

There’s another app that can save even more by monitoring my three HVAC zones and automatically
adjusting and balancing the units for top efficiency. This can really save dollars during the summer heat
so it’s worth paying $10 for the app. | don’t like magic, but I’ve got confidence in it because it’s an app
from the same company that made my HVAC.

| just saw an ad from my energy company about a new app called “Help!”” It listens to signals from my
local ’smart grid”” and when a problem arises that my building can help with, it springs into action and |
get paid without even noticing anything happened! | do have to install a Black Box on my water heater
but I already have one on my big freezer. It’s pretty smart. It knows about my equipment and makes sure
that nothing bad happens to it. The ad says something about pre-cooling and ancillary-something but I’'m
happy if it works and | save money. They are also offering me a $300 rebate on a new water heater that
is Help! enabled. It even monitors small flows of hot water that may indicate water pipe or valve leaks
and sends LightSaver a message. They’ll remove my old equipment and install the new one as part of the
deal, but | need to decide in the next three months.

Well, so far I’ve saved more than I’ve spent and | love the added convenience of knowing what’s going on
at all times. If anything goes wrong, | get text and email messages with links to a website that provides
more information on the problem and summarizes my building’s operation. This saved me a bunch of
money last winter when a water pipe started to leak and | received a text while on vacation. | phoned
home in time to prevent real damage!
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I like the way the LightSaver is sensitive to the privacy aspects of my business, but I’ve been reading
about major banks and businesses getting hacked. It seems like a never ending onslaught. | started
looking into this more deeply and found that LightSaver has a host of cybersecurity features that helps
allay my concerns. The system is equipped with an intrusion detection agent that allows me to configure
my potential risk exposure while letting me know the tradeoffs in performance and functionality of the
apps I’ve deployed. | regularly get notices for security upgrades and occasionally an event occurs when
an immediate patch is recommended. It also has the capability to move into degraded modes of operation
changing its behavior like a stop light moving from go to caution to emergency operation. Part of the
operating agreement with each app is that they supply the fail-safe aspects of each building component so
that devices can go to a default safe place while not necessarily shutting off.

I’m still reading reviews and looking at more apps. 1I’m thinking about adding solar panels and just
found an app for that!

9.2 Realizing a Buildings Interoperability Vision

The buildings interoperability vision story described above focuses on how a typical building owners and
operator might interact with a connected building in the future. It outlines a usage scenario wherein a small
commercial building owner connects with his/her building automation systems using a smartphone interaction
paradigm. This is just one of many potential outcomes but it helps to illustrate some key interoperability
concepts and enabling components needed to realize a future buildings vision.

The simplicity of these interactions masks the internal complexity and interoperability required to achieve this
vision. Smartphones are closed systems with fixed inputs and outputs such as accelerometers, cameras, and
audio. These sensors and actuators are the same for any specific model of phone making interoperability with
the environment relatively straightforward. Extending this paradigm into the buildings domain, where the
diversity of devices and systems and the variety of configurations increases by orders of magnitude, requires
that devices and systems from many organizations integrate easily with each other.

An important concept leveraged by the smartphone industry and other technology sectors is that of multi-
vendor ecosystems wherein many companies contribute products and services that interoperate with one
another in a number of different ways. Ecosystems are important because they leverage the capabilities and
resources of many organizations and can therefore identify and cost-effectively address a wider range of
opportunities. Competition between ecosystems is beneficial as it helps drive innovation, market growth, and
customer value.

Successful ecosystems must satisfy the business needs of their product and service providers as well as the
product consumers. This requires achieving a mutually beneficial balance between the value propositions as
seen by both providers and customer.

Ecosystems are typically formed around a core set of technology components which are then embraced and
extended by ecosystem participants. The specific set of core technology components can vary and may be
composed of both proprietary and open technologies. The level of effort needed for products to integrate with
and enhance core ecosystem technologies can vary from very simple data transfers to high-level interactions
and negotiations of service-oriented capabilities. Ecosystems can also form around software or hardware
components or both. Examples of hardware ecosystems include Microsoft Windows personal computers with
compatible devices and Android smartphones and tablets.

Important trends for buildings interoperability include the ICT ecosystems that develop products and services

for more than one industry sector ecosystem. The physical appliances and mechanical systems in buildings
have a long lifetime and are costly to replace. If these mechanical systems can cost-effectively interoperate
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with more than one ICT ecosystem, then building customers will have a broader selection of ICT ecosystem
solutions to choose from.

An example of an ecosystem based upon proprietary information technology is Apple’s iOS smartphone.
Apple’s core technology includes the hardware, operating system (i.e., i0S), system management, and
application deployment services. Ecosystem participants develop software applications that must meet
Apple’s guidelines before being made available to customers through Apple’s App Store. The hardware and
operating system environment is kept under tight control for consistency and upgradeability, permitting Apple
to achieve the intuitive user interface that has made the iPhone a globally successful smartphone. Within this
technology platform, ecosystem software developers create innovative applications for customers and end-
users.

An important example of an open ICT ecosystem is Google Android, a successful open mobile phone
platform. The Android operating system is based on Linux, an open operating system and Java, an open
programming language. The operating system provides the execution environment for applications which are
installed and updated from a central application market place, Google Play. The application execution
environment provides common application programming interfaces (APIs) and Java libraries for interacting
with the sensors and actuators contained in the mobile device. Software requires change management and the
Google market platform provides a common mechanism for automatically or manually updating applications
and adding new ones. The Android platform is open sourced by Google and hardware manufacturers can
extend or change the operating system to adapt to different or new hardware functionality. This allows mobile
device manufacturers to compete against each other while maintaining consistency for the application software
developer who desires to build an application that can be installed and run in all conforming mobile devices.
As a result, the Google Android ICT ecosystem has the most diverse hardware of all mobile platforms with the
widest range of functionality and features. Building systems also contain diverse hardware and could leverage
this form of open application execution platform to integrate building devices and form a buildings community
of hardware and software developers that together could compete against each other while providing new and
advanced buildings energy management applications. ICT ecosystems also need competition for growth as
evidenced by Google’s Android competing head to head against Apple’s iOS.

Another industry sector ecosystem example involves digital music recording and the technology platforms that
have lowered the costs of music production to a commodity level where musicians can themselves integrate
the sound processing components, called plugins, and produce quality recordings in in-home studios using
personal computers. The ability to easily plug in advanced components into competing shrink-wrapped
recording platforms (e.g., Avid ProTools and Steinberg Cubase) has led to a rapid growth of high-quality
music available on the web from a large and growing number of musicians. The traditional barriers to entry
have effectively been removed and any interested individual can now participate in the industry. This has put
competitive pressure on professional sound studios to focus on satisfying the special needs of professional
musicians.

The Digital Living Network Alliance (DLNA) is an industry sector ecosystem focused on networking home
media devices. DLNA devices (e.g., TVs, cameras, computers, mobile devices, and game consoles) discover,
connect and communicate with each other over a home network enhancing the user’s access to a range of
media from different sources.

Evolving and maintaining an industry sector technology ecosystem is difficult. Ecosystems are composed of
many stakeholders with different, and potentially competing, business models and drivers. Ecosystems evolve
when stakeholders can identify business value and a consumer market associated with the ecosystem sufficient
to balance internally focused business models. As examples of evolution, PC ecosystems are evolving down
toward tablets, and smartphone ecosystems are evolving up toward tablets and PCs. The market competition
between ecosystems continues to drive innovation in both.
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Some elements that enable the growth of connected buildings ecosystems by decreasing obstacles and
increasing the business value proposition for customers include the following:

Value — Technology costs need to be aligned with the perceived customer value.

Security and Privacy — Technology components need to protect security and privacy using techniques
that enable customers to trust and verify the state and operation of security and privacy components.

Ease of Installation and Commissioning — Technology components need to be designed for easy
installation and commissioning by competitive system integrators or customers. This includes
backward compatibility and the ability to retrofit existing equipment with interoperable components
from different building technology ecosystem suppliers due to the long lifetime (typically many
years) and costs of building appliances and equipment.

Ease of Use — Technology components should be easily understood and usable by a wide range of
customers without specialized, costly, or time-consuming training. Human interaction needs to be
simple and self-explanatory for non-technical building owners and operators. Integration and
interoperability with other connected buildings systems (e.g., security, operations and entertainment
systems) increases the visibility and awareness of energy management functions.

Ease of Ongoing Support — Technology components should be easily and cost-effectively
supportable, maintainable, and upgradeable throughout their life-cycle.

Some elements that enable the growth of connected buildings ecosystems by decreasing obstacles and
increasing the business value proposition for providers include the following:

Value — Technology costs need to be aligned with the perceived provider value.

Security and Privacy — Technology components need to protect security and privacy using techniques
that enable providers to trust and verify the state and operation of security and privacy components.

Customization and Flexibility — Ecosystems that embrace flexible and customizable technology
components can better adapt to new and different ecosystem needs. Flexibility enables a wider the
range of applications and solution choices.

Adaptation to Customer Capabilities — A large and growing portion of the global population is
familiar with downloading and executing applications from a market. Leveraging this familiarity
lowers the end-user learning curve. The success of online software application markets requires that
devices and systems are capable of securely finding, purchasing, and downloading applications (e.g.,
building energy management applications).

Adaptation includes interoperable ways to discover building automation components, their behaviors,
how they are structured and networked together, and how to intelligently communicate with them in
real-time. Application configuration is often a manual process requiring knowledge, time, and effort. The
ability of an application to discover, access, and learn about the execution environment and associated
system behaviors is needed to reduce the level of effort required to commission building applications and
help ensure accurate building data quality and reliable performance.

Also important are interoperable ways to discover access and model the physical and energy
characteristics and behaviors of building systems. Building energy applications require knowledge
relating to the physical and energy characteristics and behaviors of building and building system
components. This knowledge needs to be accessed, discovered, and modeled with minimal level of
effort and cost.

In addition to interoperability within buildings premises, building system components also need to
securely discover and interoperate with external actors and systems that impact building energy such
as building communities, markets, service providers, and distribution system operators.
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o Market Growth — Many stakeholders compete in static, zero-sum markets where market share
becomes critical. Ecosystem-based markets can potentially achieve higher growth rates through
leveraging a wider range of resources, thus, benefiting all participants.

e Open Technology Standards (see Appendix E) — The information and communication technology
industry has driven, and is continuing to drive, the development of open technology standards. These
standards are creating open technology communities and ecosystems which can be leveraged by the
buildings community to enable buildings ecosystems by helping participants reduce the costs, time,
and resources required to develop interoperable products. Examples of open technologies include the
following:

— open source hardware

— community operating system distributions
— virtual machines

— non-proprietary programming languages
— standards-based networking

— standards-based databases

— open APIs

— open source code licenses.

o Ease of Installation, Commissioning, and Support — These are cornerstones for interoperable products
and services. Ecosystem technology providers and associated technology components need to
interoperate with each other as they compete with each other and other technology platforms. This
includes mechanisms for products and services to be tested and certified not only to comply with
relevant interoperability standards but that any ambiguities are resolved between product suppliers for
interoperability before going to market. This decreases the effort, time, and costs associated with
integrating products and services from multiple, diverse ecosystem stakeholders.

Interoperable ecosystem platforms and applications need to be installed, commissioned, updated and
managed throughout their lifetime. This requires standard mechanisms for platform and app
installation, configuration, updates and ongoing maintenance and troubleshooting support (e.g., health
monitoring and fault/failure diagnostics).

9.3 Emerging Interoperability Standards

Interoperability relates to the way devices and systems (1) define and represent semantically meaningful
information, (2) communicate and exchange the syntactically structured information accurately to
produce useful results as defined by the end-users of both systems, and (3) coordinate activities (see
Figure 8). Interoperability in the building energy domain is similar to other domains and is motivated by
the need to provide common approaches to the way information is represented, exchanged, accessed, and
interpreted. As such, interoperability standards and initiatives from other domains have the potential to
be applied to the buildings domain

ICT ecosystem stakeholders develop interoperability standards representing a wide range of general
connectivity needs and interests as well as the needs and interests of specific industry sectors. Many of
these standards have the potential to be adopted by the buildings sector. Ideally, to have the greatest
impact, emerging interoperability standards would provide solutions for enabling new innovations in
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energy efficiency,; support backward compatibility to existing deployed standards; and, when possible,
bridge barriers that current building ecosystems face with existing legacy infrastructure.

This section addresses various classes of ICT standards that are gaining popularity and their interactions
in an ecosystem of interoperable products. Appendix E contains more details about many of the
standards.

N,
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Figure 8. Interoperability Components

9.3.1 Defining and Understanding Meaningful Information

Interoperability begins with representing well-defined, semantically meaningful information that is both
easily understood and can be reused. A number of different open data initiatives and SDOs, community
vocabularies and ontologies, and technical achievements (e.g., the modeling standards bodies) are
beginning to converge on the development of common approaches to organizing data, structuring data,
organizing the surrounding body of knowledge that contextually describes the data, and modeling the
systems responsible for exchanging and storing data.

9.3.1.1 Open Data Initiatives and Standards

“Open data” initiatives support standard representation of data so that information that can be freely used,
modified, and shared by anyone for any purpose. This has the potential to make anonymous buildings
data easy to find, access, and use for many purposes ranging from the development of advanced building
analytics to the inspection of information for system interoperability testing. While operational interfaces
to buildings automation equipment and systems should be designed to support only the narrow,
connectivity agreement and hide internal device complexity, the fact that the data is transmitted in open
data formats enhances the ease of interpretation and integration. In addition, open data standards are
valuable in supporting diagnostics and performance logs, which tend to be more data intensive.
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Data interoperability standards are important to enabling “open data” as they provide common approaches
for more general software systems to read and exchange information. Best practices are guidance given
to data producers who implement standards. By using best practices, data standards can be implemented
in a way that ultimately provides the greatest benefit to the data consumer. The use of best practices also
enhances interoperability, because interface definitions that use standards in common ways incorporate
concepts and methods that make interaction with associated product offerings easier to interpret and less
ambiguous. In addition, while not crucial for buildings systems integrators, the environment for software
development toolsets is enhanced because the agreement on open data standards and implementation best
practices encourages a variety of toolset suppliers to offer innovative user experiences based upon the
same underlying data representation.

9.3.1.2 Community Vocabularies and Ontologies

Achieving the buildings interoperability vision will require that interfaces between automation equipment
and systems participating in the ecosystems share a common understanding of the information being
transferred through the interfaces. This is especially important for interfaces used within an ecosystem,
but it is also important for semantic alignment (or at least semantic mapping) between ecosystems
because all ecosystems interface to common physical systems within buildings. As an example, an
HVAC system provider would be best served if their system was compatible with, or adaptable to,
equipment and systems from multiple ecosystems. If common semantics are used at the interface,
adaptation to specific technical protocols becomes significantly less challenging. In addition, common
interface semantics decrease the challenges for a participant of one ecosystem to adapt products and
services to another.

Ontologies are formal, expressive, descriptive information models that express real-world concepts and
behaviors as organized and interrelated data structures using modeling languages such as Web Ontology
Language (OWL). Technologies such as the Web of Things, Linked Data, and Linked Services leverage
the web and Internet to integrate devices and connect related data and services that were not previously
linked or that were linked using other methods. Applying these technologies to buildings energy would
make it easier to link data from different ontologies and could support mechanisms to revise to the
ontology over time without breaking legacy connections. Lastly, these ontologies could enable the
creation of new associations between buildings energy data that lead to new insights and knowledge for
improving building energy analytics and modeling.

IEC Common Information Model (CIM) and the ASHRAE Facility Smart Grid Information Model are
examples of community ontologies.

9.3.1.3 Modeling Language Standards

Modeling languages (e.g., Unified Modeling Language [UML] and Resource Description Format [RDF])
are used to construct information models that express real-world concepts as interrelated data structures.
These models can be used for defining the content of messages used in building equipment and system
interfaces.

Modeling languages can be powerful interoperability tools because they are technology agnostic and can
be used as a specification to generate data structures and software for interfaces. An information model
of a device, system, or other abstract concept can be shared between organizations, allowing each
organization to support the same standardized interface definition but implemented using software that is
fully integrated within their current infrastructure.
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IEC CIM and the ASHRAE Facility Smart Grid Information Model are examples of ontologies that use
modeling languages such as UML and RDF for concisely describing information elements and
relationships.

9.3.2 Encoding, Exchanging and Decoding Structured Information

Machine-to-machine communications require access mechanisms for easily communicating well-defined
information representations. A number of SDOs have developed protocols and transport mechanisms to
support information exchange. Open data encoding protocols refer to methods for encoding messages
(e.g., JavaScript Object Notation and Extensible Markup Language) that are community developed and
supported and openly available for use.

Information exchanged through buildings equipment or system interfaces needs to be encoded into a data
stream and decoded from that data stream. Using widely used and supported data encoding standards
decreases the level of effort and time required for ecosystem participants to implement interfaces.

9.3.2.1  Secure and Open Messaging

Buildings equipment and system interfaces require that encoded messages containing semantically
understood information be exchanged through a messaging mechanism. Open messaging refers to
community-developed protocols and standards used by software platforms for exchanging messages on
networks that are openly available from multiple sources. Open messaging provides the means for
distributed software systems (e.g., web services) to interoperate despite the fact that they were written in
different software languages and run on different operating systems. Open messaging also provides the
means to automatically generate client (user) interfaces to interact with the service (provider). Examples
of open messaging include Representational State Transfer (REST), RESTful HTTP, Internet Engineering
Task Force (IETF) XMPP, OASIS MQTT, and AMPQ.

Information exposed to cybersecurity threats or privacy policy violations needs to be transferred using a
secure messaging mechanism (e.g., Secure Hypertext Transfer Protocol). Standards pertaining to
cybersecurity issues and interoperability are discussed in Section 0.

9.3.3 Business to Business Interoperability

Within ecosystems, business partnerships often form when relationships are beneficial to all parties
involved. These symbiotic relationships evolve over time and require interoperable interfaces that
integrate business processes, procedures, and workflows across business boundaries.

Building to building and building to grid interactions require contractual business relationships. These
are normally manual transactions that require time and effort. They also involve an agreed-upon process
for interaction that specifies not only the messages and their content, but their sequence and expected
actions under degraded or failure situations. Interoperability technologies are being used in other
domains such as financial markets to enable secure contractual agreements and processes between
businesses and between people and businesses. These technologies could potentially be applied to
contractual relationships between buildings and other building actor domains.

Two emerging standards with the potential to impact business to business interactions are Construction
Operations Building Information Exchange (COBie) and MasterFormat. COBie is a data format for the
publication of a subset of building model information and MasterFormat is a standard for organizing
specifications and other written information for commercial and institutional building projects in the
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United States and Canada. These standards do not currently address advanced buildings connectivity;
however, they could potentially provide a foundation for such functionality.

Business Process Modeling (BPM) refers to representing and modeling processes and interactions of an
enterprise as they are important for defining interoperable interfaces both internally and externally.
Modeling languages used for BPM include (1) Business Process Model and Notation (OMG BPMN), (2)
SAP Business Process Library, and (3) ERIS Event-Driven Process Chains (EPC).

9.4 Cybersecurity and Privacy Standards for Interoperability

Cybersecurity is a critical aspect that must be preserved for buildings ecosystems to thrive and evolve.
Cybersecurity includes the protection of personal and business sensitive information from potential miss-
use, consistent with end-user privacy demands. One of the key aspects that differentiate building devices
and systems from typical smartphones, tablets, and personal computers is the fact that they interface with
and control physical building equipment. This capability amplifies the negative impact of cybersecurity
violations on a building. Malicious access not only impacts data but can negatively impact occupant
safety and comfort as well as building operations, reliability, and costs.

As a buildings ecosystem grows and its interoperable products and capabilities expand, so does the
system attack surface (i.e., more opportunities exist for latent cybersecurity vulnerabilities to be identified
and exploited). As a building ecosystem expands in market size and the quantity of buildings increases,
cyberattacks can target common vulnerabilities, resulting in widespread negative impact. Connected
building ecosystems built on open standards face an even greater challenge than proprietary ecosystems
because of the wider availability and knowledge of their cybersecurity specifications and technology.
Ecosystems using open cybersecurity standards cannot rely upon cybersecurity through obscurity and
must explicitly address all aspects of cybersecurity.

Rigorous ecosystem conformance and cybersecurity testing can significantly reduce cybersecurity
vulnerabilities but cannot eliminate them. Interoperability of ecosystem products and services needs to
include support for secure installation and updating of software applications as well as associated services
such as virus detection and elimination. As vulnerabilities are discovered, tested, and proven, updates
need to be expeditiously dispatched to the ecosystem building platforms and software applications.

Cybersecurity technology has typically been developed and deployed within controlled ICT environments
with corporate governance. Buildings ecosystem cybersecurity must be targeted at a wide variety of
buildings operations environments that do not have specialized knowledge of cybersecurity.
Cybersecurity needs to be embedded within products and services and easily configured and maintained
by buildings operations. This requires that ecosystem cybersecurity be supported by a wide range of
hardware and software environments including both real-time and non-real-time systems. For example,
digital certificates (e.g., X.509) have proven effective for authentication and encryption if they are
deployed securely and their life-cycle is managed properly (i.e., revocation lists). Adapting digital
certificates to build automation and controls at scale remains a challenge.

Related cybersecurity standards efforts that will impact connected buildings include activities in industrial
controls, 10T, and smart grid communities. Industrial controls cybersecurity gained high visibility when
the Stuxnet virus was discovered. Several industrial interoperability standards (e.g., OPC-UA) have
incorporated advanced cybersecurity techniques and communication protocols for connected equipment
that embed cybersecurity technology. Smart grid standards relating to buildings and facilities (e.g., SEP2
and OpenADR 2.0b) also incorporate modern cybersecurity techniques.
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Specific cybersecurity techniques used by different buildings ecosystems could vary but it is important
that all ecosystems provide sufficient cybersecurity measures to gain and maintain the confidence of
buildings operations. Ecosystems can benefit from the collaborative development of best practice
guidelines and standards for connected buildings. Though the threat target may be larger and better
understood in a large ecosystem of products and services, the defensive measures (technology and
processes) can also be more widely communicated, educated, and adopted. In addition, the pooled
investments in an ecosystem to counter threats and vulnerabilities (e.g., cybersecurity-related tools and

threat information sharing) are considerable and exceed the efforts that individual companies can afford to
fund.
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10.0 Summary

The landscape for connected buildings interoperability is complex. It involves many stakeholders with a
great variety of perspectives and objectives. This document attempts to capture a snapshot of the breadth
of applications (use cases) related to connecting buildings automation equipment and systems, the state of
ICT-related standards that are being used in the buildings automation community, and the diversity of
players involved in specifying, developing, integrating, using, and servicing the technology associated
with this field. To assist in presenting this information in a consistent fashion, this landscape report uses
a framework composed of interoperability categories, automation zones, and connected buildings actor
domains.

While progress is being made, particularly at the technical layers of interoperability, the integration of
buildings automation equipment and systems is, for the most part, too complex, time-consuming, and
unpredictable, resulting in expenses that compromise achieving the value propositions for deployments.
This is particularly true for the small and medium commercial and residential buildings communities.
However, progress is being made in several areas where ICT solutions are growing. This includes open
linked data, semantic technologies, and system integration approaches being implemented in business to
business, machine-to-machine, and loT initiatives.

By developing a shared understanding of where the buildings automation community is today and
imagining a vision for the desired characteristics of integration and maintenance of connected equipment
in the future, we can identify requirements for interoperability that need to be addressed through multiple
solution approaches. In some sense, the goals for perfect interoperability, cybersecurity, and privacy may
always be just out of reach as new applications, features, and threats emerge; however, aligning a shared
vision to a collective set of directions may allow buildings automation ecosystems to form and flourish.
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Appendix A

Interoperability Model Inspirations

The following sections reference the models used to develop the interoperability framework presented in
the narrative of this report.

A.1 NIST Smart Grid Conceptual Model

The National Institute of Standards and Technology (NIST) Smart Grid Conceptual Model describes
buildings from the view point of the electricity system as a subdomain of the customer domain. Multi-
dwellings are included within the customer domain with the distinction that multi-dwellings may differ in
owner/tenet relationships. The building subdomain interconnects with other smart grid domains through
the concept of a logical energy services interface (ESI) (NIST 2014) which improves connectivity,
resilience, and robustness.
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Figure A.1. NIST Smart Grid Conceptual Model

A.2 GridWise Architecture Council Interoperability Framework

The GridWise Architecture Council (GWAC) interoperability context-setting framework identifies eight
interoperability categories relevant to the mission of systems integration and interoperation in the
electrical end-use, generation, transmission, and distribution industries. The major aspects for discussing
interoperability fall into the following categories: technical, informational, and organizational. The
organizational categories emphasize the pragmatic aspects of interoperation. They represent the policy
and business drivers for interactions. The informational categories emphasize the semantic aspects of
interoperation. They focus on what information is being exchanged and its meaning. The technical
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categories emphasize the syntax or format of the information. They focus on how information is
represented within a message exchange and on the communications medium.

http://www.gridwiseac.org/pdfs/interopframework v1 1.pdf
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Figure A.2. GWAC Interoperability Framework

A.3 Purdue Enterprise Reference Model

The Purdue Enterprise Reference Model provides a model for enterprise control, which end-users,
integrators, and vendors can share in integrating applications at key layers in the enterprise:

1.
2.

Level 0 — The physical process (defines the actual physical processes).

Level 1 — Intelligent devices (sensing and manipulating the physical processes, process sensors,
analyzers, actuators, and related instrumentation).

Level 2 — Control systems (supervising, monitoring and controlling the physical processes, real-time
controls and software, human-machine interface, and supervisory and data acquisition (SCADA)
software).

Level 3 — Manufacturing operations systems (managing production work flow to produce the desired
products, batch management, manufacturing execution/operations management systems, maintenance
and plant performance management systems, data historians, and related middleware).

Level 4 — Business logistics systems (managing the business-related activities of the manufacturing
operation). Enterprise Resource Planning (ERP) is the primary system that establishes the basic plant
production schedule, material use, shipping, and inventory levels.

http://www.pera.net/
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Figure A.3. Purdue Enterprise Reference Model

A.4 European Union Smart Grid Architectural Model

The EU Smart Grid Architectural Model supports the design of smart grid use cases with an architectural
approach allowing for a representation of interoperability viewpoints in a technology neutral manner, both
for current implementation of the electrical grid and future implementations of the smart grid. Itisa
three-dimensional model that incorporates the dimension of five interoperability layers (i.e., business,
function, information, communication, and component) with the two dimensions of the Smart Grid Plane,
i.e., zones (representing the hierarchical levels of power system management: Process, Field, Station,
Operation, Enterprise, and Market) and domains (covering the complete electrical energy conversion
chain: Bulk Generation, Transmission, Distribution, Distributed Energy Resources, and Customers
Premises).

http://ec.europa.eu/energy/gas_electricity/smartgrids/doc/xpert groupl reference architecture.pdf
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Figure A.4. EU Smart Grid Architecture Model

A.5 ASHRAE Distributed Control System Model

ASHRAE Guideline 13-2000 “Specifying Direct Digital Control Systems” was developed in 2000 as an
aid for specifying building control systems. It actually describes a distributed control system model
consisting of (1) a building controller, (2) custom application controllers, (3) application-specific
controllers, (4) other communication devices, (5) operator interfaces, and (6) input/output devices. The
building controller normally functions as a supervisory system. Custom application and application-
specific controllers normally provide regulatory control functions.

https://www.ashrae.org/File%20Library/docLib/Public/20070709 qdl13 2000 bdlmnpg.pdf

A.6 ANSI Energy Efficiency Standards Coordination Collaborative

The American National Standards Institute (ANSI) Energy Efficiency Standards Coordination
Collaborative (EESCC) describes a distributed building system as being made up of a number of different
subsystems (e.g., HVAC, lighting, electric power, or cybersecurity). Each subsystem has a defined
function, importance, and a set of energy performance indicators. A “systems approach” to a building
considers how the subsystems influence each other within the building system as a whole, and can
determine whether an improvement in one area may adversely affect another area of the building system.
Figure A.5 provides a model of a commercial building with a building automation system. This model
illustrates the interaction among building system components and the interaction between the building
and Smart Grid. The terms and interactions described in relation to this model can also be applied to
smaller commercial buildings that do not have building automation systems.

http://www.ansi.org/standards _activities/standards boards panels/eescc/overview.aspx?menuid=3
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Appendix B

Use Cases

This appendix provides a broad range of use cases involving buildings interoperability. The use cases
were identified by the Pacific Northwest National Laboratory (PNNL) (Somasundaram et al. 2014), the
Energy Information Standards (EIS) Alliance (Hardin 2015), International Electrotechnical Commission
(IEC) Technical Committee (TC) 57, IEC PC118 (IEC 2013) and IEC TC57 WG21 (IEC 2014). Section
B.5 summarizes the use case landscape, itemizing the use case type and location within the buildings
interoperability framework. Sections B.1 through B.4 provide descriptions of the use cases according the
sources where they were developed.

B.1 PNNL Use Cases

B.1.1

End-User Services

Use Case

Use Case Description

Third-Party Energy
Provider

Efficiency Shared
Savings

Tenant Contracts with
Building Owner for
Energy

Transactive Control for
Large Commercial
Building HVAC Systems

Diagnostic and
Automated
Commissioning Services
Data Centers Trade
Computation Jobs

Microgrid Coordinating
Demand Response,
Distributed Generation

Customer (typically a commercial building owner) contracts with a vendor that installs,
operates, and maintains equipment at its expense, such as a building-cooling-heating-
power (BCHP) system, thermal or battery storage system, or a conventional generator.
The vendor then bills the customer for the energy services provided to the building
and/or shares in the proceeds from value provided to the electric power grid (e.g., net
reduction in demand, ancillary services, etc.).

Customer (typically a commercial building owner) signs up with an energy service
company (ESCO), which provides energy efficiency retrofits and services in exchange
for a shared savings contract.

Building or facility owner or operator (1) passes through energy costs (including
dynamic rates), peak demand charges, etc. to tenants of or business divisions occupying
the building, or (2) gives them a monthly allowance for energy consumption that is
covered in the tenant’s monthly rent. In case (2), if the monthly allowance is exceeded
by the tenant/division, the tenant incurs a penalty, or they may receive a rebate to the
extent the monthly allowance is not exceeded. Tenants or business divisions are also
allowed to trade surplus allowances with other tenants/divisions who have a need for an
additional allowance.

This engages tenants and business divisions in conserving energy, managing peaks
loads, and responding to dynamic rates by co-optimizing comfort or quality of service
for the costs of their provision.

Customer or building operator uses transactive concepts in a hierarchical control system
for a multi-zone commercial building with a complex, built-up HVAC system
comprising chillers, cooling towers, air- handling units, etc.

Customer (typically a commercial building operator or owner) signs up with a service
provider for remote diagnostic services and/or automated commissioning services.

A data center (server farm or high-performance computing center) shifts computing jobs
to another such service provider where electricity costs are cheaper.

Consumers sign up to participate in a transactive energy market within a microgrid to
balance its resources and loads when operating in islanded mode to ensure reliable
electricity services. In example presented here, all resources are independently owned
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Use Case

Use Case Description

and Storage

Trading Positions in an
Electric Vehicle
Charging Queue

by building owners, including distributed generation (DG) and distributed storage (DS).
The microgrid use case is built upon use case Transactive Retail Energy Market (see
Section B.1.3).

A limited number of electric vehicle (EV) charging stations are available at a parking
lot. Re-charging is available on a first-come, first-served basis. A vehicle changes
positions in the charging queue with another owner for a negotiated price.

B.1.2

Energy Market Services

Use Case

Use Case Description

Dynamic Rate

Optimize EV Charging for
Dynamic Rate

End-Use Differentiated
Dynamic Rates

Transactive Energy Market
Exchange

Trading Efficiency to
Relieve Congestion

Differentiated Reliability
Service

Customer signs up with retail utility or a retail service provider for a dynamic (time-
varying) rate program such as (1) a time-of-use (TOU), (2) a critical-peak price
(CPP), or (3) a real-time price (RTP).

Customer signs up with retail utility or a retail service provider for a dynamic (time-
varying) rate program to charge EV.

Customer signs up with retail utility or a retail service provider for different dynamic
(time-varying) rate programs for different end uses: e.g., (1) a TOU rate for process
end uses like dishwashing and clothes washing and drying that are driven by occupant
usage patterns and (2) an RTP for end uses like space conditioning and water heating
where automated controls can be employed to respond to short-term changes in price.
The essential driver for splitting the loads into two rate classes is that loads driven by
behavior are best shifted by the occupants’ awareness of consistent pricing patterns,
whereas loads that operate more continuously and have thermostatic controls can be
programmed to respond automatically to rates that vary more dynamically. Such a
“split rate” approach may be both more equitable and more effective for encouraging
load shifting at appropriate times.

Customer purchases electric energy and delivery services from generation and
transmission and distribution (T&D) suppliers in an asynchronous, bilateral, stock
market-like transaction. Separate forward contracts can be purchased at various time
scales. Customer can re-sell contracts for unneeded energy and delivery back into the
market.

The utility or aggregator sets up an “eBay-like” marketplace to obtain efficiency that
specifically targets an area served by a congested, capacity-limited element of a
distribution or transmission system.

Customer signs up for premium reliability service, paying a surcharge for being more
likely to have service quickly restored after a distribution-level outage. The
distribution utility uses the additional revenue to help it invest in deployment of fault
detection, location, isolation, and reconfiguration (FDLIR) technology, making the
system more reliable for all customers, without burdening customers without need for
improved reliability with higher overall rates. This assumes that the distribution
system has the ability to “back feed” power from adjacent feeders, or has some
distributed energy resources (DERS) it can use to provide power to premium
customers in some circumstances. It further assumes that automated metering
infrastructure (AMI) with remote disconnect capability is deployed.

When a distribution outage occurs, the utility uses the FDLIR technology to quickly
isolate the faulted section, to determine how many customers can be supported with
the available capacity from adjacent feeders and DERs. If all customers cannot be
supported given the current time-of-day, day-of-week, and weather, then it uses the
remote disconnect feature of the AMI system to reduce the load that must be served.
First priority goes to the premium customers.
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B.1.3

Grid Services

Use Case

Use Case Description

Interruptible Service or
Direct Load Control

Transactive Retail Energy
Market

Trading Allocated Capacity
Rights

Ancillary Services via
Aggregator

Transactive Acquisition of
Ancillary Services

Rate Dependent Priority for
Cold Load Pickup

Customer signs up with retail utility/load serving entity or a demand-response
aggregator for (1) interruptible service or (2) direct load control program, in exchange
for a reduced rate or a credit on their electric bill.

Customer signs up with retail utility or a retail service provider for a transactive
control and coordination program, involving an RTP determined by customer bids for
electricity demand from a short-term (~5-minute) retail price-discovery process (e.g.,
a market).

Existing customer rate plans explicitly include (1) payment for the right to utilize a
specified amount of system capacity (kW) or (2) customers are allocated their share
of the system capacity by their service provider. An allocation may be based on a
utility’s standard “rules-of-thumb” (e.qg., regarding diversified peak loads for a
customer class). Customers are encouraged to trade their short-term capacity rights
with each other in near real time, so the capacity right need only reflect a customer’s
diversified share of peak load, rather than their absolute peak load.

The customer is required to manage their average load over short time intervals (e.g.,
a 5-minute interval) to not exceed their current capacity limit. In this fashion, peak
demand at any constrained point in the grid can be managed. The governing
constraint may be in overall generation capacity or at a point of delivery in the
transmission or distribution systems. In the case of (2) a forward market is also set up
to allow customers to trade for long-term capacity rights.

Customer signs up with a demand-response aggregator or utility to provide ancillary
services in the form of (1) regulation or (2) spinning reserve. Today, these are
provided by central generation capacity that is not otherwise engaged in producing
electricity. These services can also be provided to customers by allowing them to
participate in one of three load control programs: interruptible service, direct load
control, or dynamic rate, with additional incentives and rebates. The utility reserves
capacity based on the willingness of customers to participate, then loads are
dispatched by the utility when necessary based on a 4-second resolution regulation
signal.

Customer signs up with a utility, retail service provider, or demand-response
aggregator to provide ancillary services via transactive control in the form of (1)
regulation or (2) spinning reserve. Today, these are almost exclusively provided by
central generation capacity that is not otherwise engaged in producing electricity.

The distribution utility leverages demand-response programs at its disposal to

mitigate very large loads that result after an outage because of pent-up demand for
electricity by thermostatically controlled loads (cold load pickup).

B.1.4

Societal Services

Use Case

Use Case Description

Emergency Power Rationing This transaction provides an emergency power-rationing system to limit power

consumption to the available supply in case of a government-declared emergency or
disaster, providing a more equitable and flexible approach than the key alternative—
rolling blackouts. When customers sign up for electric service, they are assigned to a
default customer class by the load serving entity (utility). Each class has an assigned
set of power consumption limits corresponding to levels of emergency declared by a
state or federal government representative (not the utility). These limits are
communicated to customers’ smart (AMI) meters via the emergency broadcasting
system. In addition, the emergency level is communicated at the time of an
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Use Case Use Case Description

emergency to enable smart meters and home/building energy management systems to
enforce the corresponding limits via a “virtual circuit breaker” function. Customers
may apply for higher limits by claiming and justifying special needs. If normal
communications channels are still operational, customers can trade their capacity
rations in with each other to better allocate power supply to society’s needs.

Efficiency Incentive Customer signs up with a utility that provides an incentive payment for efficiency

Payment achieved, and the utility uses the resulting savings to either meet its regulatory
obligations, trade in a secondary market for generation-produced carbon, or meet its
renewable portfolio standards (RPS).

Air Shed Management An air shed management authority created to improve air quality in a “smog basin”
receives the authority to manage pollution levels in its district on declared “smog
alert” days via an air quality surcharge on electricity and natura